2.3.1

PYyKoBOACTBO agMMHUCTpPATOpPa

PykoBoacteo agMmuHuctpatopa cuctembol ACK Jlerapyc cooep>XXnUT UHCTPYKUUWU MO
YyCTaHOBKE, HaCTpouMke U1 aAMUHUCTPUPOBaHUIO nnatgopMbl. OnucbiBaeT
ynpaBJsieHMe nosib3oBaTensaMmu, Moaynamm, nHterpaumamm (Telegram, Mattermost,
LDAP, 1C, BuTpuKC), HacCTpOWKy YyBeOOMJIEHUW, JNLEH3MpOBaHue, pe3epBHOe
KOMMpOBaHUE N TeEXHNYECKOe 00CyXUBaHNE CUCTEMBI.

PykoBoactBo agMuHucTpaTtopa cuctembl ACK Jlerapyc comepXuT MHCTPYKUUW MO
YyCTAaHOBKE, HaCTpoMKe U1 aAMUHUCTPUPOBaHUIO nnatgopMbl. OnucbiBaeT
ynpasJsieHue MnoJsib3oBaTenaMmu, Mmoaynamu, nHrterpaunamm (Telegram, Mattermost,
LDAP, 1C, BWTpUWKC), HaACTPOWKY YyBeOOMJIEHUW, JINLEH3MPOBaHUE, pe3epBHOe
KOMMUpoBaHMe N TexHn4yeckoe obcny>xmBaHne CUCTEMbI.

1. BBegoeHune

1.1. Poam agMunHnCTpaTopa

B cucteme ACK Jlerapyc cyuwiecTByeT ABa Tuna agMUHUCTPATOPOB, KaXKAObin W3
KOTOPbIX MMeeT CBOW YPOBEHb A0CTYyNa U (pyHKUMOHAN:

CUCTEMHbIN aAMUHNCTPATOP

CNCTEMHbIV agMNHUCTPATOP MMEET NOJIHbIA A0CTYN K CMCTEeMHOW agMunHKe Django
(mocTtyn no apgpecy /admin/). Ona nony4eHus [0OCTyna K CUCTEMHON aAMUHKe
nonb3oBaTeslb OO/DKEH UuMeTb rMpaBa cyrnepnosb3oBaTens (is_superuser=True).
DYHKLMN CUCTEMHOIO aAMUHNCTpPaTopa:

YnpaBneHne CrnpaBoOYHMKAMM CUCTEMbI HaCTporka CUCTEMHbIX MNapaMeTpoB
KoHdurypauma moaynem v ux napameTpoB HacTpomka uHTerpauyumnm (Telegram,
Mattermost, LDAP, 1C, butpukc) VYnpasneHme wabnoHamm yBenoMIEHUN
(3neKTpoHHasa no4vTa, MecceHaxepbl, bydep obMmeHa) MOHUTOPUHI o4Yepenen 3anau
(Celery) YnpaBneHune nuueH3namMmm HacTponka nepnoanveckmnx 3agaHmm NMpocmoTp n
ynpaBJsieHne BCeMN faHHbIMU CUCTEMBI

JoCcTyn K CUCTEMHOW agMUHKe:

OTkpounTe 6pay3ep n nepenguTe no agpecy: https://saw-gomeH.ru/admin/ Beeante
JIOFUH 1 Maposib cynepnosib3oBaTensd lNocne ycnewHoro Bxona Bbl yBUOUTE NaHesb
ynpaBJeHNA CUCTEMHOW agMUNHKON



BaxxHo: CucteMHasa agMuUHKa npefHa3HavyeHa ON8 TeXHUYeCKMX cneunasnctos u
TpebyeT MNOHMMaHUA CTPYKTYpPbl OaHHbIX CcuUCTeMbl. He pekomeHayeTcs
npenocTaBnATb AOCTYN K CUCTEMHOMW aAMUHKe MoJib3oBaTenaM 6e3 TexHU4ecKux
3HaHWUN.

Monb30BaTENbCKUA aAMUHNCTPATOP

NMonb3oBaTeNbCKUN  aAMUHUCTPATOP WMeeT OOCTYNn K Mo0Jib30BaTesIbCKOMY
UHTepgency ynpasJsieHus yepes Beb-uHTepdenc CUCTeMmbl. docTyn
npenocTaBffAeTCsa 4yepe3 Ha3HavyeHue COOTBETCTBYWOLWMX Fpynn M npas [ocTyna.
OYHKLMM NOJIb30BAaTE/IbCKOr0 agMNHUCTPATOpa:

YnpaBneHne nosb3oBaTensgsMuU M UX NpaBaMu (4epe3 uUHTepdenc cucTtemsbl)
NMpocMOTp ” pepakTUpoBaHME HACTpoekK Moayfnen (B pamMKax CBOUX rpas)
YnpaBneHne ysegomMsieHnsMn (Hactpomka wabnoHoB 4epe3 nHTepgenc) PaboTa ¢
MHTerpaumaMmm 4yepes rnoJsib3oBaTesIbCKUN MHTepdenc YnpassieHne CrnpaBoYHUKaMN
B paMKax CBOMX MoLyJlen

[JocTyn K nosb30BaTes/IbCKOMY UHTepdency:

OTkponTe 6paysep u nepenante no apgpecy: https://sBaw-pomeH.ru/ Bongute B
CUCTEMY MCMNOJb3ysa CBOW JIOFTMH M naposib B MeHo cucTembl BblibepuTe pasgen
"HacTponkun" (MKOHKa LecTepeHKn) B 3aBUCMMOCTM OT Bawmx npas goctyna byayT
AOCTYMHbI pa3/inyHble pa3aesbl HacTpoek

1.2. OTnn4yme cNCTeMHOn 1 NoJb30BaTENIbCKON aAMUHKN

CncrtemHas agMuHka (Django Admin)

XapakTepucTuku:

OocTtyn: Mo apgpecy /admin/ TpeboBaHua: T[lpaBa cyneprnonb3oBaTens
(is_superuser=True) WHTepcenc: CrTaHpapTHbIN wnHTepdenc Django Admin
OyHKUMOHaN: [lonHbIM  OOCTYN KO BCEM MOAeNsaM JaHHbIX lMcnosb3oBaHue:
MNepBoHavasibHas HacTpoMKa CUCTEMbl, TexXHu4eckoe obcCnyXuBaHMe, HaCTPONKa
CMpaBOYHUKOB AyauTtopus: TexHnyeckne crneumnanunucTel, CUCTEMHble
aoMNHUCTpPATOPLI

YTo MOXHO fenaTb B CUCTEMHOWN afMUHKE:

NMpocMaTpuBaTb W pefakTUpoOBaTb BCe 3arnucu BO BCeX MoAynsax YnpasisiTb
rnosib3oBaTeNsaAMM U UX MpaBaMu HanpsaMylo HacTpamBaTb CUCTEMHble MapaMeTpsbl
YnpaBnsaTb  CnpaBOYHUKaMW BCeX  Moaynewn HacTpanBaTb NHTerpauun
MpocmaTpuBaTb norm wmsMeHeHun (audit log) YnpasnaTe nepnoanyeckumm
3aadvamMu

MpuMepbl NCNOJIb30BaHUA:

NepBOHayvasibHass HAaCTPOMKa CUCTEeMbl Nocsie YCTaHOBKM HacTponka CnpaBOYHUKOB
(cTaTycbl 3a8BOK, TUMblI NPOEKTOB M T.4.) HacTponka uHTerpaunn (LDAP, Telegram,
Mattermost) YnpasneHue wabnoHamn ysegomneHnn TexHnyeckoe obcnyxmpaHume um
oT/hanka

[Monb3oBaTeNnbCKad agMUHKa
XapaKTepucTuKu:
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OocTtyn: Yepe3 ocCHOBHOW uHTepdenc cucrtemol TpebosaHuda: CooTBeTCTBYHOLWME
npasa focTyna Yyepes rpynnbl MHTepdenc: MNonb3oBaTeIbCKNA NUHTEPHENC CUCTEMBI
OyHKUMOHaN:  OrpaHuW4YeHHbIW  OOCTYM  COrJlacCHO  NpaBaM  MoJib3oBaTenNs
Ncnonb3oBaHue: ExxepHeBHaa paboTa, ynpassiieHue nosb3oBaTeNssMU, HacTPOWKa
Moaynen Ayontopus: ADMUHUCTPATOPbl OTAESI0B, MEHE)KePbl, PyKOBOAUTENN

YTO MOXXHO AenaTb B MNOJ1b30BaTEIbCKON afiMUHKE:

YnpaensaTb nosb3oBaTensmu (co3fgaHume, pefakTUpoBaHWE, Ha3HavYeHue rpas)
HacTpamBaTb napamMeTpbl Moaynen (B pamMkKax CBOMX TnpaB) YnpaBasaTb
cnpaBoYHMKaMM B paMkKax CcBoux ™Moaynen HacTtpavBaTb yBeOOMJIEHUSA
NMpocMaTpuBaTb CTaTUCTUKY U OTYETHI

MNpuMepbl NCMONbL30BaHNA:

Co3pmaHne HOBbIX nNoJib3oBaTesien Ha3HaveHne npaB [OCTyna COTPYAHUKaM
HacTponka napameTpoB Moayfnen (Hanpumep, HACTPOMKKM  CepBUC-AeCcKa)
YnpassieHne cnpaBoYHUKaMu (Hampumep, Tunbl 3a8BOK, KaTeropun) ExegHesBHoe
AAMUHNCTPUPOBaHME CUCTEMBI

CpaBHuTeNbHaa Tabnuua

OyHKUMA CuctemHasa agMunHKa lNMonb3oBaTenbCKasa aAMUHKa

bocTtyn /admin/ OCHOBHON NHTepdenc cncTemsl

TpeboBaHusa Cynepnonb3oBaTesnb lNpaBa focTyna vyepes rpynnbl
YnpasneHune nosib3oBatenamum NonHoe OrpaHnyeHHoe (B paMKax npas)
HacTponka mogynein Bce mogynm B pamkax npas focTyna
CnpaBo4HUKN Bce cnpaBo4YHUKKM B pamkax moaynen

NHTerpauwnu MonHaa HacTponka OrpaHnyYeHHass HacTpoWKa
CuncteMHble HacTponku MNMonHbIN focTyn HeT gocTtyna

TexHnyeckoe obcnyxmpaHme la Het

1.3. Korga ncnonb3oBaThb KaKylo agMUHKY

Ncnonb3ynTte CUCTEMHYIO aAMUHKY O18:

MepBOHaA4Ya/lbHOM HACTPOMKWU CUCTEMblI YrNpaBAeHUss CUCTEMHbIMWA HaACTPOMKaMWu
HacTponkn cnpaBOYHUKOB BCeEX Moaynen TexHu4veckoro obcnyxmsaHus OTnaaku
npobnem

Ncnonb3ynTe Nosnb3oBaTeNbCKYO aAMUHKY ON14:

E)xXxenoHeBHOro ynpasJieHUA MNofnb3oBaTensaMu HacTpomku napamMeTpoB MopyJien B
pamMKax paboTbl YNpaBsieHna CcnpaBoOYHMKAMW B paMKax CBOUX MoAyJsien HacTponku
yBegomaeHun TllpocMoTpa CTAaTUCTUKM W  OTHETOB YNpasJsieHUs JINLEH3UAMMU
HacTpoinkn nuterpaumnn (LDAP, Telegram, Mattermost, 1C, butpukc)

1.4. be30NacHOCTb

Ba)xHble pekoMeHaauun no 6e30nacHOCTu:

OrpaHuybTe  OOCTYNn K CcucTeMHOM agMuHke: [lpepoctasnanMTe  npasa
Cyneprosib3oBaTeNs TOJIbKO TeXHUYEeCKMM crieunanmctam Ucnosb3ynTe C/I0XKHbIEe
naposn gns cyrnepnosb3oBaTtenen PerynsapHo NpoBepsnTe CNCOK Mosib3oBaTenemn C
npaesamu cyrnepnoJsb3oBaTesnis Wcnonb3ynTe Mosb30BaTENIbCKYIO aOAMUHKY [OJ15
exegHeBHoW paboTbl: Ha3dHa4anTe npaBa [OCTyna 4epe3 rpynnbl Mcnonb3ynte
MPMHUMN MWHMMAaNbHbIX NpuBUNEernn PerynsapHo npoBepsanTe npaBa A[OCTyMNa
nonb3oBaTtesien MOHUTOPUHI: PerynspHo nposepsnTe norn usMeHeHumn (audit log)
HacTponTe yBeoOMJIEHUA O KPUTUYECKUX U3MeHeHuAx OTcnexuBanTe LeNCTBUSA
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cyneprosib3oBaTenen PesepBHoe KonupoBaHue: PerynsipHo co3faBanTte pe3epBHble
kKonun 6a3bl faHHbIX XpaHWUTe pe3epBHble KOMUM Ha OTAe/lbHOM cepBepe
TecTupynTe BOCCTaHOBJIEHNE U3 pe3epBHbIX KOMUNA

2. YCTaHOBKa 1 3anyckK

2.1 TpeboBaHus

[JaHHbIN [OOKYMEHT OnuUCbiBaeT MUHUMaJIbHble N peKoMeHOyeMble CUCTEMHble
TpeboBaHna Ona pasBepTbiBaHMA cuctembl ACK JIEFTAPYC B 3aBucumocTm oOT
KOJIn4yecTBa NoJib3oBaTesIen N UCNOJIb30BaHUA PYHKLUUW HENPOCETEN.

TexHoNorn4eckminm cTek

CncteMa nocTpoeHa Ha cnefyrwmx TeEXHON0rnax:

Backend: Django 5.2.7 (Python 3.x) ba3a gaHHbIX: PostgreSQL 14+ c pacwumpeHunem
pgvector Kaw n ovyepenn: Redis 5.0+ Beb-cepsep: Nginx (obpaTHbIn npokcn) WSGI
cepsep: Gunicorn (popmyna workers: min((2*cpu)+1, 8)) ASGI cepsep: Daphne (gns
WebSocket 4epe3 Django Channels) ®oHoBble 3apayn: Celery + Redis; aons
pacno3HaBaHUA 3anmncen — oOTAeNbHbIN Bopkep celery-stt (oyepenb stt) OCR:
Tesseract, pdf2image Hemnpocetu: sentence-transformers, PyTorch CPU 2.10,
scikit-learn; pna 3anucen cosewaHun — GigaAM + Whisper + pyannote, cammapwu
yepe3s Ollama (Qwen3-4B); cuctemHo Hy>XeH ffmpeg

CueHapwumn UCrnosib30BaHMA

CueHapuin 1: 10 nonb3oBaTtenenm (MUHMMAJIbHbIE
TpeboBaHUA)

ba3oBoe ncnosib3oBaHMe CUCTEMBI O6pa60TKa 3a49BOK U 0OKYMeHTOB be3 akTMBHOro
MCNOJIb30BaHUA HernpoceTen (Knaccngpunkaums MoxeT ObITb OTK/IOYEHA)

CueHapun 2: 100 nonb3oBaTenen 6e3 HempoceTen

MNonHoueHHOe ncnosib3oBaHMe Bcex yHKunn ObpaboTka ansoB M LOKYMEHTOB
Knaccndpukaumsa 3aBOK OTKJIIOHEHA UM UCMOJIb3YeTCA pefKko

CueHapun 3: 100 nonb3oBaTesien C HeEMpPOCeTAMMU
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NonHoueHHOe ncnosb3oBaHWe BCeX (PYyHKUMN  AKTMBHOE  WCMOJIb30BaHue
Knaccudpumkaumm 3a8BoK 4epe3 ML leHepauums smbenaMHIOB OJ19 BEKTOPHOrO
noucka ExxeHepenbHoe nepeobyvyeHne moaenen

CueHapun 4: pacno3HaBaHue 3anucen cosewaHun (STT +
camMmmapwu)

TpaHckpubauma ayauo/snaeo, anapusauns, ntorm 4yepes Ollama Ha CPU: GigaAM +
Whisper large-v3 + pyannote + Qwen3-4B o4HOBpPEMEHHO B Muke MMHUMaIbHO
KoMmgopTHo: 16 'b RAM, =50 I'b ceoboaHo noag mogenun; Ha 4 I'b VPS — OOM 6es
swap NMogpobHocTn ycTtaHoBkK: 2.4 ML: STT, Ollama, mogenu

1. Mpoueccop (CPU)

1.1. MuHnmanbHble TpeboBaHMs (10 nonb3oBaTenen)

PekomeHpauunn:

Anpa: 2 agpa (4 notoka) ApxutekTtypa: x86_64 (AMD64) YactoTa: 2.0 GHz v Bbilwe
Mpumepsl: Intel Core i3 8-ro nokonennsa, AMD Ryzen 3, nav sKBUBaneHT
ObocHoBaHue:

Gunicorn: 2-5 workers (min((2*2)+1, 8) = 5) Daphne: 1 npouecc Celery: 1 worker
PostgreSQL: 6a3oBble onepauunn Redis: nerkas Harpyska

1.2. PekomeHayemsble TpebosaHua (100 nosb3oBaTenen
b6e3 HenpoceTen)

PekomeHpauwnn:

Anpa: 4 agpa (8 notokoB) ApxutekTypa: x86_64 (AMD64) YactoTa: 2.5 GHz v Bbilwe
Mpumepsl: Intel Core i5 10-ro nokoneHus, AMD Ryzen 5, nnm sKBuBaseHT
ObocHoBaHue:

Gunicorn: 8 workers (min((2*¥4)+1, 8) = 8) Daphne: 1-2 npouecca Celery: 2-3
workers (ana obpaboTkm ¢annos) PostgreSQL: cpefHsaa Harpyska C MHAEKCaMu
Redis: cpegHas Harpyska (kaw, oyepeamn, Channels)

JononHuntenbHble TpeboBaHUSA:

MNopnep>xka MHCTPyKuun SSE4.2 (onsa ontummsaumm PostgreSQL) Mopopepxka AVX
(ana NumPy/SciPy npu obpaboTke thannos)

1.3. PekomeHayemsble TpeboBaHna (100 nonb3oBaTenenm C
HenpoceTAMM)

PekomeHpauwnn:
Anpa: 8 apep (16 noTtokoB) wan bonbwe ApxutekTypa: x86 64 (AMD64) YacTtoTa:
3.0 GHz w Bbiwe TMpumepsl: Intel Core i7/i9, AMD Ryzen 7/9, Xeon, EPYC, wan
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SKBUBaNEHT

ObocHoBaHue:

Gunicorn: 8 workers (orpaHun4deHune B koge) Daphne: 2 npouecca Celery: 3-4 workers
(BkNto4aa 3apmaydm ML) PostgreSQL: BbicOKas Harpyska (BEKTOPHbIM MOUCK 4Yepes
pgvector) Redis: BbiIcOKasa Harpyska ML 3agayn: reHepaumnsa ambeganHros (\~2-5 ms
Ha CPU ong knaccudumkaumm 3asaB0K, Mmoaenb rubert-tiny2), obyyeHne monenen
HdononHuntenbHble TpeboBaHUSA:

Nopnnepxka AVX2 (onsa PyTorch m NumPy) Nopnnepxka FMA (Fused Multiply-Add)
0N YCKOpPEeHUsa  Bbl4UCNeHU PekomeHayeTcs: nopaepxka AVX-512 (gnsa
MakKCMMaJsibHOM Npomn3BoauTenbHoCcTn PyTorch)

MpumedaHue: Onsa obydvyeHna mopenen Ha 6onbwunx AaHHbIX (>10,000 npumepos)
pekoMeHOyeTCs WUCMoJib30BaTb OTAesIbHbIA cepBep ¢ 6onee mowHbIM CPU unu
BpeMeHHO yBenu4meaTb Kosmyectso Celery workers.

2. OnepaTtmBHasa namaTb (RAM)

2.1. MnHnmanbHble TpebosaHuA (10 nonb3oBaTenen)

PekomeHpauwnn:

Obwun obvem: 4 I'b RAM PacnpepenerHue: OnepaumoHHaa cuctema: \~500 Mb
PostgreSQL: 1 I'b (shared _buffers = 256 MB) Redis: 256 Mb Gunicorn (5 workers):
\~1Tb (200 MBb Ha worker) Daphne: 100 Mb Celery (1 worker): 200 Mb Nginx: 50 Mb
Peseps: \~900 Mb

ObocHoBaHue:

Hebosblloe KONMMYECTBO OOHOBPEMEHHbLIX 3anpocoB MwuHuMManbHaa obpaboTka

hannos be3 akKTUBHOIro NCMNosib3oBaHUA ML

2.2. PekomeHayeMble TpebosaHua (100 nonb3oBaTenen
b6e3 HenpoceTen)

PekomeHpauwnn:

Obwun obvem: 16 b RAM PacnpepeneHue: OnepaumoHHas cuctema: \~1 I'b
PostgreSQL: 4 I'b (shared buffers = 1 I'b, work_ mem = 64 MB) Redis: 1 I'b (ans
Kawa n odvepepnen) Gunicorn (8 workers): \~3 I'b (375 Mb Ha worker) Daphne (2
npouecca): 400 Mb Celery (2-3 workers): 1 I'b Nginx: 100 Mb ObpaboTka ¢annos
(OCR, BpeMeHHble hannbl): 2 ['b Pe3epB: \~3.5Tb

ObocHoBaHue:

CpefHsaa Harpyska C NMKoBbIMU 3HavYeHmnamun ObpaboTka annos go 50 Mb (KB) n 1
B (obwmm) OCR obpaboTka wunsobpakeHun u PDF KswwunpoBaHue pe3ynbTaToOB
rnouncka

onTumMmnsaumns:

HacTtponka shared buffers B PostgreSQL: 25% ot RAM (4 TI'b) HacTtponka
effective_cache_size: 75% ot RAM (12 I'b) Hactponka Redis maxmemory: 1 I'b ¢
nonutukon allkeys-Iru

DokymeHTaumsa ACK Jlerapyc | Bepcus: 2.3.1 | CTpaHunua 6



2.3. PekomeHayeMble TpebosaHua (100 nonb3oBaTenemn ¢
HenpoceTaMNn)

PekomeHpauwnn:

O6bwun obvem: 32 b RAM (pekomeHpayeTcs 64 b pgna komdgopTHON paboThbl)
PacnpeneneHue (ana 32 I'b): OnepaunoHHas cuctema: \~1 I'b PostgreSQL: 8 Tb
(shared_buffers = 2 I'b, work_mem = 128 MB) Redis: 2 'b Gunicorn (8 workers): \~4
'b Daphne (2 npouecca): 500 Mb Celery (3-4 workers): 4 I'b (Bknto4aa ML monenu)
Nginx: 100 MB ML wm™mopgenun B namatm: 2-4 TIBb sentence-transformers
(all-MiniLM-L6-v2): \~200 Mb SGDClassifier mogenu: \~500 MB (TuUnNM4YHO)
SIMbenanHru B namaTn (kaw): 1-2 b

ObpaboTka annos: 3 I'b Pe3epB: \~7 I'b

Ob6ocHoBaHue:

BbicOkasa Harpyska C oAHOBpPeMeHHbIMW 3anpocamy ML mMopenu 3arpy»xarkTca B
namsaTb ans ObicTporo  gocTtyna leHepauuns smbepnavHros  TpebyeT
NOMOJIHNTENIbHON NaMATU BekTopHbIM nouck 4vepes pgvector (MHpoekcel HNSW B
namaTtn) O6y4veHne wMopenem TpebyeT [OMNONAHUTENbHOW MaMATU (BpPEMEHHble
NaHHbIe)

OonTnmmnsauyuns:

Hactponka shared _buffers B PostgreSQL: 25% ot RAM (8 I'b ansa 32 I'b cuctemsbl)
HacTtponka effective_cache size: 75% ot RAM (24 TIBb) Hactponka Redis
maxmemory: 2 'b cnonb3oBaHune --preload aonsa Celery workers (3arpyska mogenen
OOWH pa3)

MpumevaHue: [Onsa oby4veHma mopesnen Ha o4eHb 6Honbwunx AaHHbIX (>50,000
nPUMepoB) pekKoMeHAyeTCs BpeMeHHO YyBenu4meaTtb RAM po 64 Tb waum
NCNOJIb30BaTb OTAEJIbHbIN cepBep Ans 0by4eHuns.

3. XpaHunuwe (Ounck)

3.1. Tunbl HaKoNMUTeNen N NX XapakTepucTuKn

HDD (PKecTKun guck)

IOPS (4TeHune): 100-200 IOPS I0OPS (3anuck): 100-200 IOPS T[lponyckHas
crnocobHocTb: 100-200 Mb/c 3apepxxka: 5-15 mc MNMpumMmeHeHne: He pekomeHayeTCs
ANa npodakuweHa

SATA SSD

IOPS (4Tenne): 50,000-100,000 IOPS 10PS (3anuce): 30,000-80,000 IOPS
MponyckHaga cnocobHocTb: 500-550 MB/c (4TeHune), 500 MB/c (3anucb) 3apepxxka:
0.1-0.5 mc MNpumeHeHne: MnHumanbHble TpeboBaHMSA, 6a3oBble cLeHapuu
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NVMe SSD

IOPS (4TeHmne): 100,000-1,000,000+ IOPS IOPS (3anwuck): 80,000-800,000+ IOPS
MponyckHasa cnocobHocTk: 2,000-7,000 MB/c (4TeHue), 1,500-5,000 MB/c (3anucb)
3apgepxka: 0.05-0.1 mc [llpuMmeHeHue: PekomeHayeTca ON8 BCeEX CUeHapues,
0COBEeHHO C HenpoceTsaMu

3.2. MnHuMmanbHble TpeboBaHna (10 nonbL3oBaTenen)

PekomeHpoauwnun:

Tun: SATA SSD O6bem: 50 I'b (MuHmMmMym), 100 I'b (pekomeHayeTcsa) IOPS (4TeHune):
5,000+ IOPS IOPS (3anuchk): 3,000+ IOPS MponyckHas cnocobHocTb: 200+ Mb/c
PacnpepneneHue:

OnepaumoHHaa cuctema: 20 b PostgreSQL (maHHble + WAL): 10 I'b Redis
(nepcucTteHTHOCTL): 1 b Meguna dannbl (media/): 10 I'b CTaTu4eckue dansbl
(assets/): 2 Tb Norn: 2 I'b Pe3epB: 5Th

ObocHoBaHue:

Hebonbwon o6beM paHHbIX MuUHMManNbHaAa Harpy3dka Ha Auck ba3osas
MPON3BOONTENIbHOCTb LOCTAaTO4YHa

3.3. PekomeHayemble TpebosaHna (100 nonb3oBaTenen
6e3 HenpoceTen)

PekomeHpoauwnn:

Tun: NVMe SSD (pekomenpyetcs) mnum SATA SSD (MuHumym) Ob6bem: 200 b
(MUHUMYM), 500 I'b (pekomeHayeTcs) IOPS (4TeHune): 20,000+ IOPS (SATA SSD) nnun
100,000+ IOPS (NVMe) IOPS (3anucb): 15,000+ IOPS (SATA SSD) nnan 80,000+ I0OPS
(NVMe) MponyckHas cnocobHocTb: 400+ MB/c (SATA SSD) nnan 2,000+ Mb/c (NVMe)
PacnpepneneHune (onsa 500 I'b):

OnepaumoHHasa cuctema: 30 I'b PostgreSQL (maHHble + WAL + mHaekcsl): 100 T'b
DaHHble: 60 'b WAL: 10 I'b NHaekcobl (GIN, HNSW): 30 I'b Redis (NnepCNCTEHTHOCTb):
5 b Meguna gannbl (media/): 200 I'b CtaTtnyeckme pannbl (assets/): 10 I'b Jloru: 20
'b BpemeHHble hannbl (06bpaboTka OCR): 50 I'b Pe3eps: 75 I'b

ObocHoBaHue:

CpegoHnn ob6bemM p[aHHbIX (OOKYyMeHTbl, annbl) O6paboTka dannos TpebyeTt
BbICOKOW CKOPOCTU YTeHusa/3anncm NMHpgekcol PostgreSQL (GIN gns nonNHOTEKCTOBOro
nMoucka, TpurpamMmmsbl) KawmnposaHue pe3ynbTaToB

onTnMmmlayns:

PasgeneHne paHHbiX PostgreSQL v WAL Ha pa3Hble OWCKKM (ecim BO3MOXXHO)
HacTtponka random_page_cost B PostgreSQL: 1.1 gna SSD (Bmecto 4.0 gna HDD)
HacTpownka effective_io_concurrency: 200 gnsa SSD

3.4. PekomeHayeMble TpebosaHua (100 nonb3oBaTenemn ¢
HenpoceTsaMn)

PekoMeHagauunn:
Tun: NVMe SSD (o6s3aTenbHo) Ob6bem: 500 I'b (MuHuMyMm), 1 Tb (pekoMmeHayeTcs)
IOPS (4TeHue): 100,000+ IOPS IOPS (3anuck): 80,000+ IOPS T[lponyckHas
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cnocobHocTbk: 2,000+ MB/c

PacnpegneneHue (ona 1 Th):

OnepaunoHHaa cuctema: 30 b PostgreSQL (paHHble + WAL + wuHAOeKCbl +
BEKTOpHble fgaHHble): 300 M'b LaHHble: 150 b WAL: 20 I'b NHaekcbl (GIN, HNSW):
100 I'b BekTopHble aMbenanHrn (384 namepenuns): 30 ' Redis (NepCUCTEHTHOCTL):
10 'b Meguna dannbl (media/): 400 I'b CtaTtuydeckue cannel (assets/): 10 I'b Jloru:
30 I'b BpemeHHble hannbl (0bpaboTka OCR, ML): 100 'b Mogenu ML (Ha aowucke,
pesepBHble konun): 20 I'b Pe3eps: 100 I'b

ObocHoBaHue:

Bonbwion obbeM AaHHbIX (4OKYMEHThl, (hanbl, SMbeanHIn) BeKTOpHble NHAEKCbI
HNSW TpebytoT BbICOKON CKOPOCTU YTeHus ObydyeHne MmoLesnien co3laeT BpeMeHHble
hannbl BoicOKas Harpyska Ha AUCK Npu reHepauumn smbenanHros

OonTnmmnsauyuns:

PazpeneHvne paHHbIX PostgreSQL m WAL Ha pa3Hble NVMe pauckum HacTponka
random_page_cost: 1.1 Hactpouka effective io_concurrency: 200 WUcnosb3oBaHue
pgvector ¢ nHpekcamm HNSW (onTtumusupoBaHbl ana SSD) PerynspHas o4MCTKa
BPeMeHHbIX hannoB

MpuMedaHne: Ona o4veHb 6onbwunx 06beMoOB AaHHbLIX (>1 Tb) pekomeHayeTcs
ncronb3osaTb RAID 10 (NVMe) nnun pacnpeneneHHoe xpaHuauLe.

4. CeTeBasd MHPPACTPYKTYpa

4.1. MuHuManbHble TpeboBaHus (10 nosb3oBaTenen)

PekomeHpauwnn:

MponyckHasa cnocobHocTb: 100 M6uT/Cc (BHYTpeHHAA ceTb) 3agepxka: \< 10 mc
(BHYTpeHHsAa ceTb) MpoTokon: TCP/IP

ObocHoBaHue:

Hebosblloe KoMM4YecTBO OLHOBPEMEHHbIX MoakKaoYeHnn ba3osble onepauun (HTTP
3anpockl, 3arpyska ¢annos)

4.2. PekomeHpyemble TpeboBaHus (100 nonb3oBaTenen)

PekomeHpoauwnn:

MponyckHasa cnocobHocTb: 1 GuT/c (BHYTpeHHAs ceTb) 3agepxka: \< 5 Mc
(BHYTpeHHAA ceTb) [MpoTokon: TCP/IP WebSocket: MNoponepxka WebSocket pns
Django Channels

ObocHoBaHue:

MHO>XeCTBEeHHble OAHOBPEMEHHbIe Mnogkao4eHns 3arpy3ka ¢awnos o 1 b
WebSocket coeaunHeHna ona ysenomseHUn B peasibHOM BpeMeHU CUHXPOHM3auus
yepes Redis Channels

JononHuntenbHble TpeboBaHMA:

HacTpoinnka Nginx ona noppnepxkm WebSocket (upgrade 3aronoBkun) HacTpowka
TanmayToB ang 6onblinx dannos (120+ cekyHa)

5. TpeboBaHUA K XOCTUHTY
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5.1. O6na4dHbin xocTuHr (VPS/Cloud)

MuHuManbHble TpeboBaHMa (10 Nonb3oBaTenen)

Mpoeangep: Jobon (TimeWeb, AWS, Hetzner, Yandex Cloud, n 1.4.) KoHgurypaums:
2 vCPU, 4 T'b RAM, 50 I'b SSD CtonmocTb: \~1000 py6./mecsu,

PekomeHayeMmble TpeboBaHus (100 nonb3oBaTenen 6e3
HeunpoceTen)

MNpoBanpep: PekomeHayeTca C  XOpowen MNpPOU3BOAUTENIbHOCTbIO  AUCKOB
KoHpurypauusa: 4 vCPU, 16 'b RAM, 200 I'b NVMe SSD CtommocTb: \~5 000-10 000
py6. /mecsL,

PekomeHayemble TpeboBaHuMa (100 nonb3oBaTenen C
HenpoceTaMn)

Mposanpgep: C BbicOKOW npoussoanTenbsHocTbio CPU un gmnckos KoHdpurypaumsa: 8
vCPU, 32 I'b RAM, 500 'b NVMe SSD CtoumocTb: \~20 000+ py6./mecsL,
PekomeHzaumm No nposBangepam:

Hetzner: Xopowee cooTHoweHne uUeHa/kKadyecTBo, NVMe SSD DigitalOcean:
CtabunbHOCTb, Xopowas AokyMeHTauus AWS EC2: MacwTtabupyemocTs,
MHOXecTBO onuunn Yandex Cloud: Ona poCCUUCKUX MOJib30OBaTesien, Xxopollas
JNloKanusaums

5.2. BbineneHHbin cepep (Dedicated)

MuHunmanbHble TpeboBaHusa (10 nonb3oBaTenen)

KoHdurypauusa: 2 agpa, 4 'b RAM, 100 I'b SATA SSD CtoumocTb: \~3 000-5 000
py6. /mecsL,

PekomeHaoyemble TpeboBaHusa (100 nonb3osaTesnen 6e3
HenpoceTen)

KoHdurypauusa: 4 agpa, 16 'b RAM, 500 'b NVMe SSD CtommocTb: \~8 000-15 000
py6./mecsL
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PekomeHayemble TpeboBaHunsa (100 nonb3oBaTenen
HenpoceTaMn)

KoHdurypauusa: 8 agep, 32 'b RAM, 1 Tb NVMe SSD CtoumocTb: \~25 000-40 000
py6./mecsu

PekomeHpauwnn:

BoigeneHHbin cepBep obecneymBaeT npenckasyemy MNpouM3BOAMTENbHOCTbL HeT
npobnem c "wymMHbIMKM cocegamn” (noisy neighbors) TonHbIN KOHTPOSb Han
pecypcamu

5.3. JlokanibHbIN cepBep

MuHuManbHble TpeboBaHMa (10 Nonb3oBaTenen)

dusnyeckn cepsep: MuHn-NMK mnnm cepsep HavasbHOro ypoBHsA KoHgpurypauus: 2
anpa, 4 'b RAM, 100 I'b SSD CeTteBoe nogknwyeHue: 100 MbuT/c

PekomeHayemble TpeboBaHuMa (100 nonb3oBaTenen be3
HeunpoceTen)

®dusnyvecknn cepsep: Cepsep cpenHero ypoBHs (1U wmnam 2U) KoHdurypauus: 4
anpa, 16 'b RAM, 500 'b NVMe SSD CeTeBoe nogktodeHune: 1 Féut/c OxnaxaeHue:
AnekBaTHoe oxhaxpaeHune ana ctabunbHonm paboTbl Pe3epBHoe nuTaHue: UPS
pekoMeHayeTCs

PekomeHayemble TpeboBaHuMa (100 nonb3oBaTenen C
HenpoceTAMM)

dusnyeckni cepsep: Cepsep BbICOKOro ypoBHSA (2U mnun Bbiwe) KoHpuUrypauns: 8
anep, 32 'b RAM (pekomeHayeTcs 64 I'b), 1 Tb NVMe SSD CeTeBoe nogkato4eHue:
1 T6ut/c (pekomeHayeTca 10 T[6ut/c) OxnaxpeHue: [lpodeccmoHanbHoe
oxnaxkaeHne (cepBepHble CToMKKM) Pe3epBHoe nuTaHme: UPS ob6a3aTensHo
MOHUTOPUHI: JaT4ukn TemnepaTypbl, MOHUTOPUHI 0bopyaoBaHUA

PekomeHpauunn:

Ncnonb3oBaHue cepsepHoro obopynosaHusa (Dell, HP, Supermicro) ECC namaTb ans
npepoTBpaweHmsa owmnbok RAID 1 nnm RAID 10 ona HageXHOCTU (eCcnm HEeCKObKO
OVCKOB) PerynspHoe pe3epBHoOe KonmpoBaHue

6. OnepaynoHHasa cuctema
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6.1. PekomeHgyemas OC

Ubuntu 22.04 LTS (pekomeHayeTcCs)

Donrocpo4Hasa noanep>xka oo 2027 roga Xopowas nogaep>xka scex Heobxoanmbix
nakeToB CtabunbHoCTb 1 6e3onacHoCTb NMogpobHaa AOKyMeHTauuns
AnbTepHaTUBbI:

Ubuntu 20.04 LTS (nognep»xka ao 2025 roga) P33 OC 8+

6.2. TpeboBaHMsa K cucteme

ApxuTtekTypa: x86_64 (AMD64) MwuHumanbHaa Bepcus sappa: Linux 5.15+
Moopepxka systemd: O6sA3aTenbHO (Ana ynpasBneHus cepsucamu) Mogaeprxka
Docker: OnuynmoHanbHO (N5 KOHTeNnHepusayunn)

7. NporpammHoe obecnevyeHune

7.1. Obsa3aTesibHble KOMMNOHEHTHI

Python: 3.10+ (pekomeHayeTcsa 3.11 nnam 3.12) PostgreSQL: 14+ (pekomeHAayeTCs
16 nnn 18) Redis: 5.0+ (pekomeHpgyeTca 7.0+) Nginx: 1.184+ (pekomeHAayeTCs
nocnenHsaa ctabunbHasa Bepcusa) Gunicorn: 21.2.0+ (ycTaHaBnAMBaeTCs 4yepe3 pip)
Daphne: 4.2.0+ (ycTtaHaBnuBaeTcsa 4epe3 pip) Celery: 5.3.44+ (ycTaHaBAMBaeTCH

yepes pip)

7.2. lonosIHNTEeNbHblE KOMIMOHEHTbI

Tesseract OCR: [Ona obpaboTku wunsobpaxkeHun Poppler: Onsa paboTel ¢ PDF
(pdf2image) antiword: Ons obpaboTku cTapbix .doc (annos unrtf: Ona obpaboTku
RTF channos ffmpeg / ffprobe: KonBepTaumna 3anucen cosewannmm B WAV nepen STT
Ollama: JlokanbHbIM LLM (cammapwn cosellaHuin, YepHOBUKKN cTaTen KB); mopenb
aernnoa — qwen3_4b_instruct_2507_g4_k m

8. Pe3ioMe no cueHapuam

CueHapun 1: 10 nonb3oBaTenen (MUHNMANbHbIE
TpeboBaHUSA)

KomnoHeHT TpeboBaHue
CPU 2 agpa, 2.0 GHz+
RAM 4 Tb
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IOwnck 50-100 I'b SATA SSD, 5,000+ IOPS
CeTtb 100 MbuT/C
XocTumHr VPS

CueHapun 2: 100 nonb3oBaTenen 6e3 HenpoceTen

KoMmnoHeHT TpeboBaHue

CPU 4 appa, 2.5 GHz+

RAM 16 I'b

Onck 200-500 'b NVMe SSD, 20,000+ IOPS
Cetb 1 IbuT/C

XocTuHr VPS

CueHapun 3: 100 nosb3oBaTesien C HENMPOCEeTAMMU

KoMmnoHeHT TpeboBaHue

CPU 8 agep, 3.0 GHz+, AVX2

RAM 32 I'b (pekomeHayeTcs 64 I'b)

Ounck 500 'b-1 Tb NVMe SSD, 100,000+ IOPS
CeTb 1 I'6uT/c (pekomeHayeTtca 10 FéuT/c)
XocTtuHr VDS

CueHapun 4: pacno3HaBaHue 3anucen cosewwaHnim (STT)

KoMmnoHeHT TpeboBaHue

CPU 4+ appa (ny4we 8)

RAM oT 16 I'b (Ha 4 'b — ToNbKO € swap, HecTabubHO)

Ounck +30-50 'b nog mopenu (ml_models, Ollama)

Nno ffmpeg, GigaAM, Whisper, pyannote, Ollama Qwen3-4B

Celery celery (—Q celery) + celery-stt (—Q stt, c=1, OMP=6 Ha 8 vCPU)

9. lonoNIHUTENbHbIE PEKOMEHJALLNN

9.1. MacwTabunpoBaHue

Mpwn NpeBbILLEHNN Harpy3kKu peKkoMeHayeTCs:

Fopun3oHTanbHOe MacwTabupoBaHne: Pa3geneHne Ha HECKOJIbKO CepBepoB
(npunoxenwne, b, Redis) icnonb3oBaHne 6anaHCMpPOBLUMKA Harpy3ku Pennunkaums
PostgreSQL BepTukanbHoe MacwTabupoBaHue: YsenndeHne CPU, RAM, omucka Ha
TekyLweMm cepeepe OnTumMmsauma KoHpurypaumm PostgreSQL n Redis

9.2. MOHNTOPWUHT
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PekomeHayeTCA HACTPOUTb MOHUTOPUHT:

Ncnonb3osaHne CPU, RAM, goucka lMpoussogntenbHoCTb PostgreSQL (MenneHHble
3anpockl) [lMpoussogntensHocTb Redis Jlorm npunoxeHns (Django, Celery)
JocTynHOCTb CepBnNCOB

9.3. Pe3epBHOE KOMUpoBaHue

Obs3aTesNIbHO HAaCTPOUTL:
ExxegHeBHOe pe3epBHOe konmnposBaHue PostgreSQL Pe3sepBHOe KonmpoBaHue mMmeamna
hannos XpaHeHne pe3epBHbIX KOMUW Ha OTAEJIbHOM cepBepe/XpaHunuuLe

9.4. be30oNacHOCTb

PerynapHoe o6HoBNeHMe cucteMbl W naketoB HacTpomka danpsona (UFW)
Ncnonb3oBaHue SSL/TLS pna HTTPS OrpaHmydeHmne pocTtyna K aAMUHUCTPATUBHbBIM
MHTepgencam PerynsapHeii ayanT 6e3onacHoOCTun

10. NMpnmeyaHund

Bce TpeboBaHuA yKasaHbl g5 O4HOro cepBepa (MOHONMTHOE pa3BepTbiBaHme) Mpu
pa3fesieHUn Ha HeCKoJIbKo cepBepoB TpeboBaHMS MOryT oT/myaTbca TpeboBaHMs
OCHOBaHbl Ha TWUMWYHOM Harpy3ke M MOryT BapbMpOBaTbCHA B 3aBUCMMOCTU OT
nCcnonb3oBaHMA PekomMeHAyeTCAa MNpPOBOAUTb Harpy3o4yHoe TecTUupoBaHMe nepen
pa3BepTbiBaHMEM B NpodakweHe O9 KPUTUHECKN BaXKHbIX CUCTEM PEKOMEHOYeTCs
3aknagbiBaTh 3anac pecypcos 20-30%

2.2 YCTaHOBKa

2.3 Ha4anbHble HaCTPOMKN

MNocne ycnewHonm yCTaHOBKU CUCTEMbl HEOOXOAUMO BbIMONHUTL MEepPBOHAaYasbHYIO
HaCTPOWKY. DTOT pa3fen onucbiBaeT MocsefoBaTesIbHOCTb OEeNCTBUN NS 3arnycka
cuctembl B paboTy. Ba)kHO: bBOSBWKMHCTBO HACTPOEK BbIMOJHAETCA 4epes
rnoJsib3oBaTesibCKYD aaMUHKy (/settings/). CuctemHas agmumHka Django (/admin/)
HYy>XHa Ona nepunoandeckux 3apad Celery Beat, Django Sites n oTpenbHbIX
cnyxebHbix onepauun. B onmcaHUM KakAoro uwara YykKas3aHo, rge WMEeHHO
BbIMNOJIHAETCA HaCcTpoOnKa.

[Topsa0K BbINOJIHEHNA NMepBOHAYaIbHOMN
HACTPONKU
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PekomeHayeTCs BbINOJIHATb HACTPOWKY B clefytolieM rnopsgke:

AkTuBauma nuueHsnm CospgaHue coTpyaHuka CuUCTeMHble HAaCTPOMKM MU JIOrOTUMbI
HacTponka »35eKTpoHHOM no4Tbl HacTponka LDAP (onuwoHanbHO) HacTpounka
Telegram-60ToB  (ONMUMOHAJIBHO) HacTtponka 60TOB  MecceHaXepa MAX
(onumoHanbHO) HacTponka Mattermost (onuuoHanbHO) HacTponka wabnoHos
yBegomneHun [LobasneHne nogpasgeneHnn HacTponka perynspHbiXx 3adad
HacTponka agpeca canTta BkaoydeHne monynemn

1. AKTuBauUnMa nnueH3nun

Nocne ycTaHoBKM cuctema paboTtaeT B npobHoMm pexume (Trial). be3 akTusBauum
KJIl04a O0CTYMN CO BPEMEHEM OrpaHuU4mnBaeTCs.

Bongnte nop cynepnosib3oBaTesieM, CO3haHHbIM Npu ycTaHoBKe [lepengute B
"HacTtponkn" - "License" (/settings/license/) BBeounTe JNMUEH3NOHHbLIN KJIIOY W
COXpaHuUTe ero

MoapobHee: 6. JInyeH3nsa n obHosneHme.

2. Co3pnaHne cCoTpyoHUKa

NMocne YyCTaHOBKM eCTb TOJIbKO Y4Y4éTHasdA 3anucb cynepnojb3oBaTend. [Onsd
nosceagHeBHOW paboTbl CoO34anTe NepPBOro COTPyaAHUKaA.

Co3paHune 4yepes Nosib30oBaTeNIbCKNUN NHTepdenc
(pekomeHpyeTCA)

MNpasa: rpynna Personal-Create_employee, Personal-Edit, Rules-TopMan wnu
cyrnepnosib30oBaTelb.

Mepengnte B pasgen "lMepcoHan" - "CoTpyaHukn" HaxmmTe KHoMKy "Co3paTb
coTpyaHuka" 3anosnHute dopmy (email, nmaponb, umda, damMunns, AOOJKHOCTb,
MobunbHbIN TenedoH n ap.) CoxpaHnTe 3anuch

NMpuMeYaHMe: ecnn HacTpoeHa 3JIeKTPOHHAsA noyTa, CUCTEMa MOXeT OTNpaBuUTb
MACbMO C NIOFMHOM K nNaponem. Insa paboTbl cepBuUC-gecka MoXxeT noTpeboBaTbCs
KJIMEHT Tuna «BHYTPEHHUN KINEeHT» — cUcTeMa npenynpennT npu Co34aHunun, ecamn
ero ewé HeT. NMNogpobHee: 3. YnpaBneHne nosib3oBaTeNsiMu.

Co3paHune 4yepes CUCTEMHYIO afAMUHKY

Bongnte B /admin/ Pasgen "Users" — "Users" —» pobasbTe nonb3osaTtensa: Email —
nornH Password — naponb User type — employee First name / Last name, Title,
Mobile number Is active — o6a3aTenbHo Is staff — ecnm Hy)xeH gocTyn K /settings/ n
/admin/ 3aTeMm "Personal” - "Employees" - npuBs»Xmnte co3gaHHoOro nosib3osaTensd,
ctaTyc Working

[(pynnbl 1 NpaBa

DokymeHTaumsa ACK Jlerapyc | Bepcusa: 2.3.1 | CTtpaHuua 15



CucTteMHble rpynnbl CO34atoTca npu Murpaymax (System-Settings, rpynnesl moaynen
n Ap.). Ha3HavybTe COTPYOHUKY HY>XXHble rpynrbl B KAPTOYKE COTPYAHUKA UIN Yepes
/admin/ - "Authentication and Authorization" - "Groups". [Ona pgocTyna K
HacTponkaM CUCTeMbl NoJib30BaTesib AO/DKeH BbITb B rpynne System-Settings (nnu
ObITb Cyrnepnosib3oBaTesiem).

3. CncTteMHble HAaCTPOUKU N NOrOTUMbI

CncteMHble HacTpomku 3apatoT 6a3oBoe noBefgeHMe  CUCTEMbl.  Ba)kHo:
HacTpauBalTCA 4Yepe3 MNoJib30BaTesIbCKYIO aAMUHKY /settings/, a He TOJIbKO Yepes
Django admin.

BonauTte noa y4éTHOM 3anmmcblo C npaBoM system.settings OTkpouTe "HacTponkun"
(/settings/) HacTponTe napameTpsbl B pasgene "CucTteMHble HaCTPOUKKN"

OcHOBHble NMapamMeTpbl:

SITE_TITLE — cnyxebHoe Ha3BaHWe cucTembl (oNa paga nognuvcem M naHesnn)
Mpumep: ACK Jlerapyc DEFAULT TIMEZONE — 4acoBoW moac no ymMoJs4aHwio ANA
HOBbIX roJsib3oBaTenen [pumep: Europe/Moscow ALLOWEDFILEEXTENSION —
pa3pewéHHble  pacwupeHnsa  gawnnos  (4epes  3andatyw) MAXSIZEFILE —
MakKCMMasibHbIA pa3mep annia B merabantax ITEMS ON_PAGE — 4ncno 3anucen Ha
CTpaHuue rno yMmoa4aHuio

MNMonHbIN NepeYvyeHb HacTpoek: CUCTEeMHble HACTPOWKMU.

Ha3sBaHue n norotunsl (MainSystemSettings)

OTobparkaeMoe Ha3BaHMe CUCTEMbl M NIOrOTUMbI 3a4al0TCA Ha BKNagke "ba3oBble
HACTPOMKKN" TON XKe CTpaHuubl /settings/:

System Name — Ha3BaHMe B 3arosioBkax CTpaHuy, (MMeHHO OHO WCMOJIb3yeTCs B
MHTepdence) System description — onucaHue cuctembl Main logo — OCHOBHOW
norotun (265x50) Favicon — uKoHKa BKaakum 6paysepa (.ico, pekomeHayeTcCs
32x32) Menu logo — norotun B MeHio (512x512) Login Page Logo — norotun Ha
cTpaHuue Bxoaa (225x225) Telegram bot QR code — QR-kog Telegram-6oTa
(150%x150) Telegram bot URL for employees / MAX bot URL for employees — cCbisiku
Ha 6oToB Ha cTpaHuue Bxoda Telegram notifications enabled / MAX notifications
enabled — rnobanbHble BbiKOYaTENN OTNPABKN YBEOOMIEHNIA B MECCEHOXKEPbI
3arpy3uTe nlobpakeHuns yepes popMy n Haxxmute "CoxpaHuTb".

4. HacTponKa 3/1eKTPOHHOMN MOYThI

HacTponka SMTP Hy>XHa O01a yBeOOMAEHUI N NUCEM C NapoOsISAMMU.

OTkpounTe /settings/ = pasgen "HacTponkun 3/1eKTPOHHOM NoYThl" 3anosHUTe Nons:
OcHOBHble NMapaMeTpbl:

Email Host — SMTP-cepBep (smtp.mail.ru, smtp.yandex.ru, smtp.gmail.com wn T.1.)
Email Port — 06bi4HO 587 (TLS) nnm 465 (SSL) Use TLS — pekoMeHAayeTCHa BKJIKYUTb
nnsa noptos 587/465 Email Host User / Email Host Password — y4éTHble faHHble
SMTP

ALpeca oTnpaBuTens:

Default From Email — nucbma coTpyaHukam Default sender address for external —
nncema kameHtam Server Email — cuctemHble yBefoOMIeHUSA agMUHUCTpaToOpaM
HaxmuTte "CoxpaHutb"

NpoBepka: co3ganvTe TeCTOBOro roJsib3oBaTensa Win OTNpaBbTe TecToBoe
yBegomaeHue u ybepmtecb, 4TO NMCbMO pgowso (nposepbTe «Cram» U noru
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NMPUNOXKEHUSA).

5. HacTtpownka LDAP

Ecnn ncnonesyetca Active Directory / LDAP — HacTponTe nHTerpauuio.

Ob6s3aTesibHble YCN0BUS

LDAP-aBTOpU3auuns paboTaeT TONbKO €C/In OAHOBPEMEHHO:
B "HacTponkn LDAP" Bknto4éH cnar Enabled B cucTteMHbIX HacTpounKkax (pasgen
"ABTOopu3aumna") sknaw4éH AD_AUTH

MapameTpbl LDAPConfig

OTkponTe /settings/ —» "HacTpounku LDAP" 3anonHuTe:

Mopkno4eHme:

Enabled — BKJIIOYNTb LDAP Server URI — HanpumMep
Idaps://Idap.corp.domain.com:636 Bind DN / Bind Password — y4éTHasa 3anucb An4
noucka lgnore cert errors — ToNbKO A5 TecToB; B production ny4ywe False

Nonck nosb3oBaTenen:

User Search Base, User Filter (Hanpumep (mail=%(user)s)), User Query Field

Mpynnbl (ONULUOHANBHO):

User Flags by Group — JSON Buga:

{ "is_superuser": "CN=ask-admins,OU=ASK,DC=corp,DC=domain,DC=com",
"is_staff": "CN=ask-users,OU=ASK,DC=corp,DC=domain,DC=com" }

Kntoy — nma cdnara nonb3osatens B ASK, 3HavyeHne — DN rpynnbl B AD.

Bkntounte AD_AUTH B CMCTEMHbIX HacTponKax u coxpaHute obe opmsbl [NpoBepbTe
BX0Q4 YY4ETHbIMN faHHbIMU AD

6. HacTtponka Telegram-6oToB

B cucteme ncnonbsytotca aea Telegram-6oTa:

BoT n4ona coTpyOHMKOB — 3ajaydun, OTCYTCTBUA, yBepomsieHus (tgbot, TokeH
EMPLOYEE_TELEGRAM_BOT_TOKEN) BoT Ans K/JINEHTOB — 3asBKW CepBUC-OECKa
(sdbot, TokeH TELEGRAM BOT_TOKEN)

Co3paHune 60T0B Yepes BotFather

B Telegram HanaonTe @BotFather —» /newbot 3apante nma n username (OosKeH
3aKaH4ymBaTbCA Ha bot) CoxpaHuTte TokeH Co3nanTe BTOopon 60T aHaNOrM4YHO

HacTtpoinka B ASK
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TokeHbl 3apgatTca B "HacTpomkn" - CUCTEMHbIE HACTPOMKM —  pasgen
"YBegomneHunsa" (/settings/):

EMPLOYEE_TELEGRAM_BOT_TOKEN — 60T coTpyaHukoB TELEGRAM_BOT _TOKEN —
00T KNMEHTOB TEXNOALEPKKN

[JononHnTenbHO Ha BKNaakKe "ba3oBble HaCTPOUKN":

ykaxute Telegram bot URL for employees (Hanpumep https://t.me/your_bot) npwu
HeobxogmmocTun 3arpysuTte QR-kon ybeautech, 4To Telegram notifications enabled
BKJIIO4EHO

3anycK cepBuycoB

BoTbl paboTailoT 4epe3 systemd (He supervisor): sudo systemctl status tgbot #
COTpyOAHUKK: manage.py tgbot sudo systemctl status sdbot # knueHTbl SD:
manage.py sdbot

sudo systemctl enable --now tgbot sdbot sudo systemctl restart tgbot sdbot

FOHNTBI co3patoTca nNpu yctaHoBKke (cM. 2.2 YcTaHoBKa). Celery (celery / celery-stt /
celerybeat) ynpasnseTcsa 4yepes supervisor.

7. HacTtponka 60oToB MmecceHaxepa MAX

AHanorunyHo Telegram, B ASK ecTb aBa 6oTa ansa mecceHaxxepa MAX:

BoT ona coTpyoHMKoB — KoMaHAbl runmaxbot, systemd-cepBuc maxbot, TokeH
EMPLOYEE_MAX BOT _TOKEN BoT pAna K/AMEHTOB TexmnoAdep)XKu — KOMaHAa
sdmaxbot, systemd-cepeuc sdmaxbot, TokeH MAX_BOT_TOKEN

Yepe3s MAX-60Tbl AOCTYMNHblI yBEOOMNEHUSA, perncrpaumsa no Homepy tenedoHa un
paboTa C 3aaBKaMu / OTCYTCTBUAMMU (B 3aBUCUMOCTHN OT 6oTa).

Co3spaHune 6oToB Ha nnatgopme MAX

Co3patb 60Ta MOXeET opraHmsauma C BepuPUUUMPOBaAHHBLIM NpoduieM Ha
nnatgpopme MAX ons napTHEPOB.

OTkponTe dev.max.ru un BblbepuTe BepudpMUMPOBaHHbIA npodunb Pa3sgen
«YaT-60Tbl» — «Co3paTb» 3anosIHNTE KapTodky 60Ta M OOXAUTECb MNPOBEPKU
Mocne onobpeHna oTkponTe 6oTa = «PacluMpeHHbIe HAaCTPOMNKU» = «HaCcTpouTb» U
ckonupynte TokeH Co3panTe paBa 6oTa (ONA COTPYOHUKOB W A1 KJIMEHTOB),
coxpaHuTe oba TokeHa

OdwuumanbHas pokymeHTauusa: CosgaHue 4vaT-6oTa, loarotoBka kK paspaboTke.
Ccbinka Ha 6oTa 06bl4HO mMeeT BuA https://max.ru/@HuK_6oTa (HUK BblOAETCSA
naatdgopmon).

HacTpoinka B ASK

B "HacTponkn" —» cmcteMHble HaCTponKn - "YeegomneHumsa":

HacTpoinka Ha3Ha4eHune

EMPLOYEE_MAX BOT _TOKEN TokeH 60Ta ans COTPYAHUKOB

MAX BOT TOKEN TokeH 60Ta ONA KJINEHTOB TexXnoanep>XKU

EMPLOYEE_MAX_BOT URL Ccbinika Ha employee-6oTa (oybnvpyeTca TakXke B
6a30BbIX HAaCTPONKaX)
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EMPLOYEE_MAX_NOTIFICATIONS_ON  BkIto4nTb  MNepcoHasibHble  yBeAoMJIeHUSA
coTpyaoHukam 4yepes MAX

Ha Bknanke "ba3oBble HACTPONKN":

MAX bot URL for employees — ccbisika Ha cTpaHuue Bxoga MAX notifications
enabled — rnobanbHbIn BbiKAOYaTENb MAX-yBEeOOMNEHNI

3anycK cepBrcoB

FOHUTBI maxbot mn sdmaxbot ™MoOryT oTCyTCTBOBaTb Cpa3y nMocjsie YCTaHOBKWU
CKPUNTOM — co3panTe nx no obpas3yy Telegram-60T0B: #
/etc/systemd/system/maxbot.service [Unit] Description=ASK Employee MAX Bot
After=network.target

[Service] Environment=DJANGO_SETTINGS MODULE=config.settings
User=askprodadmin Group=www-data WorkingDirectory=/var/www/ask
ExecStart=/var/www/ask_env/bin/python /var/www/ask/manage.py runmaxbot
Restart=always RestartSec=3

[Install] WantedBy=multi-user.target

# /etc/systemd/system/sdmaxbot.service [Unit] Description=ASK Servicedesk MAX
Bot After=network.target

[Service] Environment=DJANGO_SETTINGS MODULE=config.settings
User=askprodadmin Group=www-data WorkingDirectory=/var/www/ask
ExecStart=/var/www/ask_env/bin/python /var/www/ask/manage.py sdmaxbot
Restart=always RestartSec=3

[Install] WantedBy=multi-user.target

3anyck: sudo systemctl daemon-reload sudo systemctl enable --now maxbot
sdmaxbot sudo systemctl status maxbot sdmaxbot

Jlorn: journalctl -u maxbot -f, journalctl -u sdmaxbot -f. ABToObHOBNEHME K3
Beb-mHTepenca yuntboiBaeT cepmcbl maxbot n sdmaxbot, ecnm oHu ycTaHOBAEHDI.

Perncrtpauuna nonb3oBatenenm B MAX-6oTe

CoTpyaoHUK Unun 3asaBUTENb 3anyckaeT 60Ta B MAX n npoxoant npmuBsa3ky (06bl4HO
no MobmnbHOMy HOMeEpPY, KOTOPbIN A0/KEH ObiTb YKa3aH B KapTo4dke B ASK). MNMocne
yCneLwHon pernctpaunm B KapTodke nossaseTca npmsHak «B 6ote» (in_max_bot).

8. HacTtponka Mattermost

Mattermost ncnonb3yeTtcs ans yseaOMJIEHUA B KOPMNOPaTUBHbLIN MeCCeHXep.

Co3pnaHue Bebxyka B Mattermost

"Integrations" = "Incoming Webhooks" - "Add Incoming Webhook" Ykaxxute kaHan
n ckonmpymnte URL Bebxyka

HacTtpouka B ASK
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Bebxykun n dpnarv 3apgatotca B /settings/ - cucTeMHble HaCcTpPonKK = "YBegoMsieHunsa"
(He Tonbko B /admin/):

PUBLIC_MM_WEBHOOK / PUBLIC_ MM _ON — obwwun kaHan PRIVATE_MM_WEBHOOK /
SEND_PRIVATE_MM_ON — nepcoHanbHble ysepomneHns MATTERMOST URL —
6a3oBbi URL cepBepa Mattermost ansa ccbinok

Ona nepcoHaNbHbIX yBeAomseHUN ykakuTte Mattermost Username B KapTouke
coTpyaHuka (Personal » Employees), 6e3 cumBona @.

9. HacTtponka wabnoHoOB yBe4OMIEHUN

OTkpounTte "Hactpomkun" — "Notify Templates" (/settings/notify/) MNpaBo pocTyna:
system.settings (rpynna System-Settings) OTpegakTupynTe WwWabnoHbl 3N1EKTPOHHOWN
noyTbl N MmecceHa)xepoB (Subject, Body, Style)

OcHOBHble WabnoHbl: NpUBETCTBME COTPyAHUKA, cOpoc napons, yBeooMsieHUs no
3asBKaM W 3agadam, wabnoHbl Telegram / Mattermost / MAX. 3anacHom nyTb:
/admin/ - "System" — "Email templates" / "Messenger templates". NMogpobHee: 5.
LLIabnoHbl yBeOMAEHNI.

10. JobaBneHne noapasneneHunin

Moapa3neneHns 3a4aloT OPrcTPYKTYPY U BAMSIOT Ha NpaBa U MapLlipyTU3aLuio.

Yepes nosib3oBaTeNbCKNN NHTEPGENC

OTkpounTe "HacTtponkn" - "Personal" (/settings/personal/) Bknagka "Departments” —»
"0obaBuTb nogpasgeneHne" YKakuTe Ha3BaHWe, poauTesibCKoe noapasgesieHue
(s nepapxumn) n coxpaHuTe

MpocmoTp CTPYKTYpbI: "MepcoHan" - "Organizational Structure"
(/personal/org-structure/).

HYepes cncTteMHylo agMUHKY

/admin/ - "Personal" - "Departments" "Add Department" — 3anonHute nonsa u
coxpaHuTe

Mpumep nepapxun: OpraHunsaums — OTaen MHMOPMaLMOHHbLIX TexHonorun | F—
Fpynna noagepxku | L— Tpynna pa3spaboTku |— OTaen npomax L— Otaen
Kagpos

11. HacTpounka perynsapHbiXx 3agau

Mepuognyeckme 3agaHusa BoinonHawTca Celery Beat. HacTponka — 4epe3 /admin/ =
"Django Celery Beat" - "Periodic tasks". PacnucaHme wun3 config/settings.py
cuHxpoHusnpyetca B bl (DatabaseScheduler). YacTb 3apma4 nossasfeTcs
aBTOMaTM4YeCKn nocse 3anycka beat.
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3aga4un, colnaBaeMble aBTOMaTU4YeCcK (OCHOBHbLIE)

accrue_vacancy day — HauyucneHve gHen oTnycka (l-e 4ucno, 5:00)
notify vacation_departures / notify vacation _returns — yBepomneHus o6 otnyckax
(exxegHeBHO 9:30) check stale client statuses — cTaTycbl kKnaneHToB (l-e 4mcno,
9:00) check-expiring-pages-daily — ncrtekawwme ctpaHumubl b3 (exxegHeBHo 8:00)
remind_employees to_acknowledge /
notify_manager_about_unacknowledged_documents — nogTeBepXxaeHne
nokymeHToB b3 retrain-classifiers-weekly — o6y4yeHne knaccngpumkaTopoB 3asiBOK
(BockpeceHbe 4:00) check-license-daily — npoBepka nuueH3nunm Ha legarus.ru
(exxegHeBHO 3:00) check clients _contracts validity — porosopbl K/AMeHTOB

(noHepenbHUK 6:00) crm_* — HanoMmMHaHUA N akTyanusauumsa CRM, nposepka inbox
CRM calculate-kpi-monthly — KPI (1-e 4ucno, 2:00) send-task-custom-notify —
nosib30BaTesIbCKNe yBeLOoMIeHUS no 3apa4vyam (kaxxgyto MUHYTY)
send-request-alarm-notify — TpeBOXHble yBeAOMJEeHUs MO 3asaBKaM (Kakayto
MUHYTY; co3paBaTb BPY4HYO He HY>XHO) check-request-idle-watches,
cleanup-request-email-drafts-daily 3aga4un ¢unHaHcos/1C, CMDB, Bitrix24, Trading —
no pacnucaHuto B CELERY_BEAT_SCHEDULE

3a4a4u, KoTopble 0ObIYHO CO34al0T BPYYHYIO

Co3pante B "Periodic tasks", ecnm Hy>Hbl (PYyHKUUW cepBUC-Aecka / 3afad no
pacnucaHuio:

1. lNpoBepkKa BXoaAsLWEN MNOYThI

Name: check incoming _email Task: servicedesk.tasks.check incoming_email
Crontab: kaxable 5-10 MuUHyYT (*/5 nnn */10)

2. [Nlonb3oBaTenbCcKue yBEOOMJIEHNA MO 3adBKaM

Name: send_request_custom_notify Task:
servicedesk.tasks.send _request _custom_notify Crontab: kaxable 5-10 MuHyT (nnn
Ka>KAYl0 MUHYTY)

B kone 3apadva 3akoMMmeHTuMpoBaHa B CELERY BEAT SCHEDULE — 6e3 py4Horo
co3faHusa paboTtaTb He byperT.

3. E>xegHeBHbIN CNNCOK 3a8BOK

Name: daily_requests list Task: servicedesk.tasks.daily requests list Crontab:
Hanpumep exxegHeBHo B 9:00

4. ExxeaHeBHbIVN CMNCOK 3aaau
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Name: daily task list Task: tasks.tasks.daily task list Crontab: Hanpumep
exxegHeBHO B 9:00

NMpoBepka Celery

sudo supervisorctl status celery celery-stt celerybeat tail -f /var/log/celery/beat.log
tail -f /var/log/celery/worker.log tail -f /var/log/celery/worker-stt.err

Oxupaetca: celery, celery-stt n celerybeat B ctatyce RUNNING. O4epepb stt
obcnyxmeaet TONbKO celery-stt (pacno3HaBaHue 3anucen); 0b6bl4HbIE 3agayn —
celery. NogpobHee: 2.4 ML: STT, Ollama, mogenu.

12. HacTponka agpeca canTa

ALpec canTa Hy>XeH OJ19 KOPPEKTHbIX CCbIJIOK B MUCbMax WU yBeOOMJIEHUSX.

/admin/ - "Sites" - "Sites" Co3panTe nnm oTpenakTupymTe 3anucb ¢ ID = 2 (B
config/settings.py 3apaHo SITE_ID = 2; cant c id=1 no ymon4daHuio Django He
ncnonb3lyetcsa) Domain name: ask.example.com (6e3 https:// n nytun) Display name:
Hanpumep ACK Jlerapyc CoxpaHunTe n npoBepbTe CChIJIKM B TECTOBOM YBEAOMJIEHNN

13. Bknao4veHne moayneun

OTkponte "HacTpouku" - "Modules" (/settings/modules/) Bknio4nte Hy>XXHble
MoAynn KaTtanora (cepsuc-geck, CRM, npoekTtbl, Trading, VolP, CMDB wn gap.)
Ha3Ha4bTe COOTBETCTBYIOLME rpynnbl NpaB COTPYLHUKAM

MNogpobHee no moaynsam: 4. HacTporka moaynen, 7. YnpasiaeHne MmooynaMu.

[MpoBepKa 3aBepLUeHns HAaCTPONKN

Mocne BbINOMIHEHUSA LLIAroB NpoBepbTE:

JlnueH3nsa — kY akTuMBeH, cTaTyc He Trial/Expired Bxon — COTpyAHUKW BXOAOAT
NokanbHO nnun 4yepes LDAP lMoyTa — TecTtoBoe NncbMo goxoaunt Telegram — tgbot /
sdbot B systemctl, 60Tbl oTBe4atT Ha /start MAX — maxbot / sdmaxbot 3anyLeHsl
(ecnm wucnonb3ylTCa), peructpauma no TenegoHy pabotaetr Mattermost —
coobLLeHns yxooaT B KaHasbl Npu BKIOYEHHbIX (hnarax Celery Beat — HeT owmnbok
B Jlorax; Bxoasuwas noyta obpabaTbiBaeTcsa (ecnm 3apmadva co3pgaHa) CCblIKM — B
MMCbMax KOPPEeKTHbIN AoMeH (Site ID=2) Moaoynn — Hy>XXHble MOLYJIN BKJIHOYEHbI,
rnpaBa Ha3Ha4eHbl

2.4 ML — STT, Ollama, monenu

[JOKYMEHT OnucbiIBaeT KOMMOHEHTbI pacno3HaBaHUA 3anncen CcoBewaHun wu
NokanbHoOro LLM nocne ycTtaHOBKWM Mo 2.2 YcCTaHOBKa. TexHW4Yeckne petanm
nannJjanHa — B peno3uTopun ASK: ml_services/STT_PIPELINE.md,
ml_services/models/README.md.
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3a4eM 3TO HY>XHO

KomMnoHeHT Ha3HavyeHue

ffmpeg / ffprobe Bugeo/aygno (.webm, .mp4, ...) » WAV 16 kKI'u mono nepep STT
GigaAM-v3 RNNT Primary ASR (pycckuit)

faster-whisper large-v3 Fallback ASR Ha «nofo3puTenbHbIX» MHTEpPBaiax

pyannote [unapusauunsa (pasgeneHme crinkepos)

Ollama + Qwen3-4B CamMapu NpoToKoNa 1 reHepaumsa 4epHoBUKoB cTtaTen KB
Celery oyepenb stt Taxkénsle 3a4a4u transcribe_stt_result,
compute_voice_embedding

HF TOKEN OocTtyn K gated-mogensam Hugging Face (cM. Huxe)

BkntoyeHne cyHkumm B Ul: HacTtpomkm - 3apadm — «PacnosHaBaHue 3anucen
coBeLlaHum» (MEETING_RECORDING_SUMMARY_ENABLED, no YyMOJ14aHUIO
BbIKJIIOYEHO).

TpeboBaHUA K cepBepy

Ona STT Ha CPU pekomeHaoyeTcsd He MeHee 16 b RAM. Ha 4 I'b VPS 3arpyska
GigaAM/Whisper npusoanTt K OOM (Hy>XeH swap u concurrency=1, Ho paboTa byaeTt
MegneHHon). Ouck: mogenn Whisper + pyannote + GigaAM ckpt + GGUF Qwen —
nopsanka pgecatkm B csobomHoro mMecta B /var/www/ml_models/ n
/var/lib/ask-ollama.

CuncTteMHble nakeThl

sudo apt-get install -y ffmpeg ffmpeg -version ffprobe -version
be3s ffmpeg Celery norupyet No such file or directory: 'ffmpeg' n napaet Ha
load_waveform_tensor: oxxunpnaetca WAV, nonyyeH .webm.

Python / PyTorch

YcTaHaBAuBanTe OONHAKOBble CPU-konéca: pip install torch==2.10.0
torchaudio==2.10.0 --index-url https://download.pytorch.org/whl/cpu pip install -r
requirements.txt --extra-index-url https://download.pytorch.org/whl/cpu

CmeweHne CUDA-torchaudio n CPU-torch nomaet wmnopTt. [lMakeT GigaAM B
requirements.txt He pin‘ntcsa: git clone --depth 1
https://github.com/salute-developers/GigaAM.git /var/www/GigaAM pip install -e
"/var/www/GigaAM[torch]"

KaTanor mopenen posmkeH npuHagnexaTb nosb3oBaTento Celery (Hanpumep
askprodadmin): sudo mkdir -p /var/www/ml_models/gigaam sudo chown -R
askprodadmin:www-data /var/www/m|_models

Hugging Face TokeH — 3a4eM OH?

IT0 He «ToKeH P®» n He knod nnueH3nnm ACK. 3To nepcoHanbHbIM access token
Hugging Face. Hy>xeH, MOTOMY 4TO:
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Onapunsaumna ncnonblyet gated-monenb pyannote/speaker-diarization-community-1
(HY>KHO MNPWHATbL JNIMUEH3MI0 Ha CTpaHuMue MoJennm W CKadaTb Beca B
ml_models/pyannote-speaker-diarization-community-1/). GigaAM
transcribe_longform Bbi3biBaeT VAD Ha 6a3e pyannote/segmentation-3.0. be3
TokeHa (n 6e3 nokanbHoOro kawa) longform nagaeTt ¢ ownbkonm Model ... was not
found locally, and no HF_TOKEN was provided — nannfavH oOTKaTblBaeTCsa Ha
chunked GigaAM.

Ecnn mopenu yxe nexaT nokanbHO M longform He KpuUTUYEH, TOKEH MOXHO He
3apaBaTb. PekomeHpgyeTca nponucate B /var/www/ask/.env: HF_TOKEN=hf_...
HUGGINGFACE_TOKEN=hf ...

Django/ml_services HopManunsyoT oba nmeHu: GigaAM 4dutaeT umeHHo HF_TOKEN.
MNocne nsmeHeHus .env nepesanyctute Celery.

Ollama n mogenb cammapu

sudo bash /var/www/ask/ml_services/scripts/setup_ollama.sh

Ckpunt CTaBuUT TOJIbKO gwen3_4b_instruct_2507_g4 k m (ycTapesLias
gwen2 5 7b instruct q8 6onble He ucnonbsyetcsa B gennoe ASK).

MyTb Ha3Ha4veHne

/var/lib/ask-ollama Runtime blobs Ollama (user ollama; He knagute B /home/... C
npasamu 750)

/var/www/ml_models/qwen3 4b instruct 2507 g4 k m/ GGUF + Modelfile
NMpoBepka: systemctl status ollama --no-pager curl -s http://127.0.0.1:11434/api/tags
ollama list

NepemeHHble (onuuoHasnbHOo): OLLAMA BASE_URL, OLLAMA_SUMMARY_MODEL,
OLLAMA_KB_MODEL, OLLAMA EXTRACT MODEL — no yMmofa4aHuiO uMs MoAesnn
BblLLE.

Celery

[Ba BopKkepa (co3gaéTt deploy.sh, cM. TakXxe py4yHoOW war B 2.2 YCTaHOBKaA):
lMporpamma O4vepenb concurrency lNotokn BLAS/OpenMP MpumevaHune

celery celery 2 (Ha cnabom VPS — 1) 1 KopoTkue/l-O 3agayn

celery-stt  stt 1 6 Ha 8 vCPU (OMP_*, MKL_*, OPENBLAS *,
DIARIZATION_OMP_THREADS) nice -n 5, --prefetch-multiplier=1

celerybeat — — 1 MNnaHUPOBLUMK

3a4eM TaK: oOuH TxXEénbim STT-npouecc MoOXeT 3aHATb Ao ~6 saaep
(nnapwusauymnsa/PyTorch), nea aapa octatoTcsa Django/PostgreSQL/Redis n obbl4HOMY
Celery. ObbI4HbIN BOpKep He cnywaeT stt, STT-Bopkep He cnywaeT celery — nHade
KOpPOTKMEe 3ajaym un pacno3HaBaHue pepytca 3a CPU/namarte. MapuwpyTbl B
config/settings.py (CELERY_TASK ROUTES):

ml_services.tasks.transcribe_stt result - stt
ml_services.tasks.compute_voice_embedding - stt

Be3s nporpammbl celery-stt 3apaydm pacno3HaBaHUs ocTakTca B pending.
stopwaitsecs=600 y celery-stt — npnnMHHasa TpaHckpubaunsa He Oos>KHa 0bpbiBaTbCS
npwu restart. Ha VPS ¢ meHee 4em 12 'b RAM unn meHee 4em 4 vCPU B deploy.sh ons
STT BbicTaBnsaetca OMP=1. Jloru: /var/log/celery/worker.log, worker-stt.err, beat.log.

KaTanor mogenen (KpaTko)
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/var/www/ ask/ ask_env/ ml_models/ faster-whisper-large-v3/
pyannote-speaker-diarization-community-1/ gigaam/ # ckpt v3_rnnt (ckaduBaeTcs
npu nepsom 3anycke) gwen3_4b _instruct 2507_qg4_k m/ GigaAM/ # wncxXooHUKN
editable install
CkauymsaHue Whisper/pyannote — cM. ml_services/models/README.md B
penosnTopun.

Bkno4yeHne B Nnpoaoykrte

Y6enuntbcq, 4yTo ffmpeg, mopenu, GigaAM, Ollama v Bopkepsbl celery + celery-stt Ha
MecTe (supervisorctl status). Hactponkn — 3apaym - «Pacno3HaBaHue 3anucen
COBeLlaHnmM» = BKJIIOYEHO. Ha KapTo4yke CoBeLlaHna 3arpy3nTb 3anncb N 3anyCcTuUTb
06paboTKy.

3. YnpaBneHne nosib30BaTeNnssMu

3.1. Co3gaHune n yoasneHune nosib3oBaTesien

Co3oaHune noJsib3oBaTesia Yepes Nosib30BaTeNIbCKUN
nHTepdenc

CospaHune coTpynHUKa:

Bononte B cuctemMy noA y4eTHOM 3anmncCbio C NpaBaMu CO34aHUA COTPYLAHWUKOB
(rpynna "Personal-Create_employee") [epengute B pasgen "lMepcoHan" ->
"CoTpyaHukn" Haxmnte KHonky "Co3gaTb cCOTpyaHuka" wnam  "NobaBuTb
COTpyOHUKA" 3anonHuTe ¢dopMy co3paHusa nosb3oBaTtensa: Email (obssaTenbHoe
nose) - agpec 3NeKTPOHHOW MNOoYTbl, KOTOpbIN ByaeT MCNOAb30BaTbCA KaK JIOMMUH

Maponb (o6sa3aTenbHoe nMosie) - BPEMEHHLIN Maposb AN MNepBoro BXoAa
MoaTeepxneHne naponsa (obsizaTenbHoOe none) - MOBTOPHbIM BBOA Naponsa Mms
(onunoHanbHO) - wuMa nonb3oBaTens damunma (onunoHanbHO) - damunms

nosnb3oBaTensa LO/MKHOCTb UAM posib (MoXeT BbiTb 06s13aTesIbHbIM B 3aBUCUMOCTU
OT HACTPOEK) - OO/DKHOCTb CcOTpyAHMKa MobunbHbln TenedoH (MoXeT 6biTb
obs3aTeNIbHbIM B 3aBUCUMOCTM OT HACTPOEK) - HOMep MobunbHOro TenegoHa Agpec
ANa OTNpaBKM Napons (onuuMoHanbHO) - agpec 3NEeKTPOHHOW MOYThl, HA KOTOPbIN
byneT oTnpassieH Naposb (ecsm oTAnYaeTCcsa OoT OCHOBHOIro email) HaxxmMmuTe KHoMKy
"CoxpaHuTb"

YTo nponcxognT nocne co3gaHus:

Co3paeTca y4yeTHasa 3anncb nonb3oBaTens Ecnm ykasaH agpec Onsa OTNpaBKWK
naposis, Ha Hero oTnpaBAseTCs NMCbMO C NIOFMHOM W naponem Ecnm HacTpoeHa
nHTerpauma c Active Directory, moxeT ObITb co3faHa y4yeTHasa 3anucb B AD Ecanm
HaCTPOeHO co3faHme noyToBoro Awmka Exchange, moxeT 6bITb Co34aH NOYTOBLIN
ALLNK

FeHepayns cny4amHoro napons: B dopme co3pgaHusa nonb3oBaTens eCTb KHOMKa
"CreHepupoBaTb NMaposb", KOTOpas aBTOMaTUYECKM CO34AET HAOEXKHbIN C/yYalHbIN
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naposib. CreHepnpoBaHHbLIN Napoyib oTobpaxkaeTca B nose "Cny4anHbii Naposb" un
MOXeT OblTb CKOMMPOBaH.

Co3pnaHune noJsib3oBaTens qyepes CNCTEMHYIO aAMUNHKY

CospaHune nosib3oBaTens B CUCTEMHOWN agMUHKE:

Bongnte B CUCTEeMHYlO aAMUHKY Mo agpecy /admin/ nog y4YeTHOM 3anucbio
cynepnonb3oBaTtensa lNepengute B pasgen "Users" -> "Custom users" Haxmute
kKHonky "Add custom user" (Oo6aBuTb nosnb3oBaTensa) 3anonHuTte cdopmy: Email -
afpec 3/1eKTPOHHOM NoYyThl (NoruH) Password - naponb (byaeT 3anpolieH aBakAabl)
User type - Tun nonb3oBaTesnd: employee - coTpyZHUK client - knmeHT (ans
cepBuc-gecka) contractor - nogpagymk

First name - uma Last name - damunua Title - ponxHocTb Mobile number -
MOBUNbHBIN TenedoH Groups - rpynnbl A4OCTyNa (MOXXHO Ha3Ha4YnTb No3xe) Is staff -
dnaxxok "fdBnsgetca coTpyoHukoM" (mocTyn K agMuHke) Is active - dnaxok
"AKTMBeH" (MOXXeT BONTU B cUCTeMy) Is superuser - conaxxok "Cynepnosnb3oBaTenb”
(nonHbIN gocTyn) HaxxmuTe KHonky "Save"

OTnn4msa oT co3gaHna Yyepes nHTepdgenc:

B cuncrtemMHom agMmHKe MOXHO Cpa3y Ha3Ha4uTb rpynnbl foctyrna Mo)XHO cpasy
yCcTaHOBUTb dnarm is_staff u is superuser He oTnpaBnsieTca aBToOMaTu4yeckoe
MACbMO C NapoaeM (HYy>KHO OTNPaBUTb BPYYHYIO)

Co3gaHune BHelwHero nosab3oBaTtens (KNnMeHTa)

Co3paHune KNneHTa ons cepBuc-gecka:

BonauTe B cmcteMy nopj y4eTHOM 3anucbio C NpaBaMun ynpassieHUs CepBUC-0ECKOM
Mepengnte B pasnen "HacTtpomku" -> "BHewHMe nonb3oBaTenn" (Mnm cosgamTe
YY4ETKY W3 KapPTO4YKM 3asaBUTeNsd / KIMEeHTa B cepBUC-AecKe) HakMute KHOMKY
Co34aHnA BHeLWHero nosb3oBatensa 3anonHute gopmy: Email - agpec aneKTpoHHOW
no4yTel lMaposb - naposab Ana sxopma WMa - mma knmeHta damMmunaunsa - paMmnuns
KnneHTa MobunbHbin TeneoH - HoMep TenedoHa KnumeHT - BbIOOp KAMeHTa w3
cnucka (opraHmsauuna) Ponb - MeHed)xep / COTPYAHUK KAMEHTa / WUCNOJIHUTEsNb
Ha)xmunte KHonky "CoxpaHunTtb"

YTo nponcxognT nocse co3faHus:

Co3paeTcsa yyeTHas 3anucb mosib3oBaTena Tuna "client" Mpu HeobxoaMMOCTU Ha
email oTnpasnsgeTca NMUCbMO C JIOTMHOM U NaposieM ABTOMaTUYeCKN Co3[aeTCs Uan
npueBa3biBaeTcA 3aaBuTesb (Requester) gons atoro knmeHTta lNosib3oBaTesNlb MOXeT
BOMNTU B CUCTEMY M CO34aBaTb 3asiBKU B CEPBUC-OeCKe

CamMocToAaTeNbHas perncTpauns COTpyaHNKOB KJINEHTOB

COTpYLAHUKN aKTyasibHbIX KJIMEHTOB MOryT CaMW CO34aTb YYETHYIO 3aMncb, eciun nx
email y)xe eCTb B KapTO4Ke 3asBUTENS.

Ha cTpaHuue Bxona rnosib3oBaTeslb HaXXMMaeT «3aperucTtpupoBaTbCAa» YKa3blBaeT
email n npoxoanT Kan4y MNoagTeep>xfaeT perncrpaumio no cCbiyike N3 nucbMa (Cpok
nenctena 3apnaértca HacTtpomkon CLIENT SELF _REGISTRATION_LINK TTL MINUTES)
CuctemMa co30aéT BHeLWHero noJjib3oBaTesid C POJIbi0 «COTPYAHUK KIIMEHTa» un
oTnpaBaseT JIOrnH C naponaem

YnpaBneHne cdyHkunen — B "HacTpomku" — "CUCTEeMHble HACTPOUKK" — cekuuns
"be3sonacHocTb". [llogpobHee: CucteMHble HacTpouku. CrMCOK  BHELIHUX
nosib3oBaTesien: "HacTpownkn" - "BHewHne rnosib3oBartenun”
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(/settings/users/external/).

YOoaneHuve noJsib3oBaTtend

YpoaneHuve 4yepes noJsib30BaTeIbCKUN UHTepdenc:

Hanonte nonb3oBaTend B cnucke (pasgen "lMepcoHan" -> "CoTpyZLHUKW" wan
"CepBuc-geck" -> "KnneHtbl") OTKpoNTe KapTO4Ky NoJib3oBaTesnd HaXxMuTe KHOMKY
"YoanuTte" NogTBepavTe yaaseHne B LMaNIOr0OBOM OKHe

YpoaneHuve yepes3 CUCTEMHYIO afiMUHKY:

B cuctemHonm agmmHke nepenaunte B pasgen "Users" -> "Custom users" Hangute
nosib3oBaTtena B crnucke OTKpPOWTe KapTo4yKy nMoJsib3oBaTesid HaXXMuUTe KHOMKY
"Delete" B npaBoM BepxHeM yrny lNMoareepaouTe yoaneHue

Ba)xHo: YoaneHne nonb3oBaTensa He yaanseT CBA3aHHble AaHHble (3afayun, 3a8BKHU,
MPOeKTbl U T.4.), HO AeNnaeT UX HeakKTUBHbIMWU. [1oSIb30BaTesib HE CMOXXEeT BOUTU B
CUCTEeMY, HO ero faHHble COXpaHATCA B ba3e faHHbIX 418 NCTOpUN.

HeakTmnBauna nosib3oBartend

[JeakTmBauusa 4epes Nosib3oBaTeNbCKUN UHTEpPdeNnc:

OTKponTe KapTo4dKy nosb3oBaTensd Hangute gpnaxxok "AktneeH" CHUMUTE 1akKok
Ha)xmunte KHonky "CoxpaHunTtb"

JeakTmeBauns 4yepes CUCTEMHYIO aAMUHKY:

B cucrtemHom agMUHKe OTKPOMTE KapTo4Ky nosib3oBaTend B paszgene "Permissions”
cHuMKUTe hnaxkok "Is active" HaxxmuTe KHonky "Save"

Pe3ynbTaT feakTuBauuu:

NMonb3oBaTeslb He CMOXeT BOWTUM B cCuUCTeMy Bce pOaHHble noJib3oBaTens
coxpaHsatoTca MNMonb3oBaTenb He byaeT nony4aTb yBenomsaeHus lMonb3oBaTesb He
byneT oTobparkaTbCA B CNMUCKaX aKTMBHbIX MOsb30BaTeNEN

BoccTaHoBneHue nonb3oBaTtens: 19 BOCCTaHOB/IEHUSA A0CTYyMNa NPOCTO yCTaHOBUTE
dnaxkok "AkTneen" obpaTHoO.

3.2. U3meHeHne n cbpoc napons

N3meHeHNne MapoJsid noJib3oBaTesieM

N3mMeHeHMe naponsa 4yepes nHTepdenc:

BonauTte B cuctemMy Hakmmte Ha Balle MMSA B NMPaBOM BEpPXHEM Yyrjy CTpaHuubl
Boibepute "HacTtpomkn" wunu "Mpocduns" MNepenante Ha BKAaAKy "W3meHeHune
naponsa" Beeaute: TekyLWwnn Maposib - Baw TeEKYLW M Naposib HOBbIN NapoJsib - HOBbIN
naposb lMogTBep)xAeHWe Mnaposia - MNOBTOPHbIA BBOL HOBOro napons Haxmute
KHOMKY "3MeHnTb naposb"

MNMocne ycnewHoro n3amMeHeHns naponas Bbl yBugnte coobuwieHne ob ycnexe n bynete
aBTOMaTMYeCKN NepeHanpaB/ieHbl Ha F1aBHYIO CTpaHuLYy.

Cbpoc naposas agMUHUCTPATOPOM
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Cbpoc naponsa 4epes CUCTEMHYIO afMUNHKY:

Bongnte B cnctemMHyo agMmunHky lMepenaunte B pasgen "Users" -> "Custom users"
OTKponTe KapTo4dKy nonb3oBaTena B paspnene "Password" HaXMUTe KHOMKY
"Change password" (M3MeHUTb Naposib) BBeanTe HOBLIN Naposb ABakAbl HaxmuTe
KHonky "Change password"

OTnpaBka mnaponsa nosb3oBaTento: [locne cbpoca napons aaAMUHUCTPATOPOM
pekoMeHayeTCs:

CoobwnTb HOBLIN Maposb MoJsib30BaTeNtO Mo HGe3onacHOMYy KaHany cBasu Wanm
MoNpPOCUTb MOJIb30BaTENS UCMNOIb30BaTb PYHKLUMIO "3abbiin naponb?" Ha CTpaHuue
BX04a

BoccTaHoOBNeHMe Naposia noJsib3oBaTesieM

BoccTaHoBsieHMe Naposis Yyepes CTpaHuLy Bxoaa:

Ha cTpaHuue Bxoda HaxmuTe CcCbinky "3abbinv naponb?" BeBeaute appec
3/IEKTPOHHOW MOYTbl, YKa3aHHbI B Ballen Yy4YeTHOM 3anucy Haxmmte KHOMKy
"OTnpasuTb" NpoBepbTe NOYTY N NepenguTe No cCblylIke N3 NMcCbMa BeeanTe HOBbIN
naposib Asaxkabl Haxxmure KHonky "CoxpaHuTtb"

BoccTtaHoBneHne naponsa 4vepes Telegram-6oTa: Ecnm y nonb3oBaTens npussisaH
Telegram-60T:

OTkponte Telegram-6oTa gna coTpyaHuMKoB Bbibepnte nyHKT MeHio "CbpocuTb
naposib" BOT creHepupyeT HOBbIM NapoJsib U OTMPaBUT ero Bam Mcnonb3ynTte 3TOT
napoJsib Ana Bxoda B cuctemy llocse BXxofa peKOMeHOyeTCss U3MeHUTb MapoJib Ha
cBON

MpumeyaHne: [ns BOCCTaHOBAeHUS mapona Yepes Telegram-6oT Heobxoaumo,
4TOObI:

Y coTpyaoHuka 6bin npuBssaH Telegram-6oT (telegram _chat id B npodune)
Telegram-60T 6bl1 HACTPOEH 1 3anyLleH

3.3. Ponn v rpynnel goctyna

Cuncrtema posnen

B cucteme ACK Jlerapyc nmcnosb3yeTcs CUCTEMa rpynn A ynpaBJieHUa rnpaBaMu
noctyna. Kaxpasa rpynna uvMmeeT onpefesieHHble rnpaBa Ha Moay/n U OEeNCTBUA.
OcCHOBHbIe rpynnbl 4oCTyna:

[pynnbl gna moaoyna "®uHaHchl":

Rules-Fin-View - NnpoCcMOTp KaccCbl, 4OrOBOPOB, HA4YUC/IEHUN U yAEep>XXaHUN, 3apnnaT
n nnatexen Rules-Fin-Edit - pobaBneHMe U M3MEeHeHUe KaccCbl, HAYUCIEHUN u
yoep>xaHun, 3apnnaTt, gorosopoB u ycnyr Rules-Fin-Delete - ypaneHue 3anucen
KacCCbl, Ha4YuCNeHn n yaepxaHusda, 3apnnat, nnatexen, ycnyr Rules-Doc-View -
npocmoTp porosopoB Rules-Doc-Edit - pobasneHve wn ypaneHue [0OrosBopoB
Rules-Doc-Delete - ynaneHne gorosopos Finance - oocTyn K (pyHaHCOBOMY MOy /10
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Mpynnbl gna moaoyna "KnneHTbl":

Rules-Clients-View - npocMOTp KJAWMEHTOB, 3asaBUTENEn, naowanok, AOMEHOB
Rules-Clients-Edit - nobaBneHne n naMeHeHne KJNEHTOB, 3afABUTEesIen, NJoLWanokK,
nomeHoB Rules-Clients-Delete - ypaneHue KNMEHTOB, 3asBUTENEN, MNJOLWALOK,
AOMEHOB, LOrOBOPOB N yCNyr

pynnbl gna moaoyna "Cepsuc-geck":

Rules-TechDep-View - npocMoTp MHGOpPMaununm o KAMEHTaX, 3asBKax, 3adABUTENSX,
pecypcax, gomeHax, nnowankax Rules-TechDep-Edit - co3pgaHue U u3MeHeHune
3asBuUTENEen, pecypcos, gomMeHoB, nnowanok Rules-TechDep-Delete - ypnaneHwue
3asBUTENEN, pecypcoB, nOOMeHoB, mowanok TechDep-Operator - onepatop
Texnoonepxknm (He wmncnonbsyetcsa) TechDep-Manager - NpoCMOTp BCEX 3asiBOK,
Ha3HayeHne WCMONMHUTENEeNn Mo 3asaBKe, AOCTyn K pawbopny KoopaumHaTopa
System-SD-Settings - 4OCTYN K U3MEHEeHMNAM HacTpoek moaynsa ServiceDesk

Mpynnbl ona moaoyna "lMpoekTbl":

Projects-View - nNpocMOTp MPOEKTOB M CBSA3aHHbIX AOKYMeHTOB Projects-Edit -
MPOCMOTpP, CO3[4aHMEe U WU3MEHEeHMe T[POEeKTOB W CBA3aHHbIX [OOKYMEHTOB
Projects-Fin-View - npocmMoTp ¢uHaHCOBOM  MHGpoOpMauum no npoekTam
Projects-Delete - ynaneHne npoeKkToB

[pynnbl gna mooynsa “lMepcoHan":

Personal-View - npocMOTp COTPYAHWKOB; MOJIHbIA AOCTYN K OTYETYy [lepcoHan -
OT4YéTbl — AKTUBHOCTb (NpW BKJ/OYEHHOM Y4é€Te aKkTmBHocTen) Personal-Edit -
MPOCMOTpP, CO34aHMEe N WU3MeHeHWe COTPYAHWKOB; MOJIHbIA [AOCTYN K OTYETY
aKTmBHOCTU Personal-Create_employee - cozpgaHune coTpyaHuKoB Personal-Dismissal
- YBOJIbHEHNE COTPYAHNKOB

OTYET «AKTMBHOCTb COTPYAHUKOB»  (/personal/reports/activity/): pocTyneH

nonb3oBaTtensaM C npasoM personal.view item — HR-rpynnel, Rules-TopMan,
superuser, a Takxxe pykoBoguTensaMm C nogyYnHEHHbIMN. MeHenxepbl 6e3 HR-rpynn
BUOAT TOJIbKO NOAYNHEHHDIX. DyHKUNSA BKJIl0HaeTCA HacCTPONKOMN

ACTIVITY_TRACKING_ENABLED B cucCTeMHbIX HacTpolKkax (pa3gen  «Y4éT
aKTUBHOCTEN»). CM. OTYET «AKTUBHOCTb COTPYOHUNKOB>.

pynnbl gna moayna "3agayn':

Task-View - npocMoTp BCcex 3agay Task-Manage - co3gaHue, U3MeHeHne 1 yaaneHume
BCcex 3amay Task-ASAP - npaBo Ha yCTaHOBKY npuopuTeTa 3agad Task-TopMan -
pykoBoAUTeNn opraHmn3saunn. MNMosHbln 4OCTYN KO BCEM 3ajadvaM

Mpynnbl gna moayna "basa 3HaHuUn":
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Knowledge-Manage - poctyn K ynpasseHuto 6a3on 3HaHUN

Mpynnbel gna moaynsa "CosewaHunsa":

Meeting-View - npocMoTp Bcex coBewaHn Meeting-Manage - co3naHue, nsmeHeHue
N ypoaneHne BCcex CoBeLllaHunin

Mpynnbl gna moayna "[OoKyMeHTbI":

Files-View - npocMoTp BCex 3anmncen MOAYS yrpasaeHUs AOKyMeHTaMu (hannosbin
kaTanor) Files-Manage - co3paHue, U3MeHeHMe N yaasieHne BCcex 3anucen Monyns
yrnpaBieHuUs JOKYMEeHTaMu

JononHNTeNbHO [OCTYN K OTAEesIbHbIM KaTeropusaMm ¢anioB MOXXHO BblAaTb
noapasfeneHnsaM U coTpyaHukam B "HacTpouku" -> "YnpaBieHune fOKyMeHTamn"
(Bknagka «KaTteropum n npasa»). MNogpobHee: HacTponkm moaynsa «YnpasneHue
ONOKYMeHTaMun». YpPOBHM TMNpaB MO KaTeropumu: TOJNIbKO YTEHUe; YTeHne wu
nobasneHve; 4TeHne, pobasneHme u ypaneHme. [lpaBa noppasfeneHus
pPacnpoCTPaHAKTCA Ha BJIOXKEHHble roApa3fesieHus; npaBa KaTeropyum — Ha
noakaTteropum 6e3 cobCTBEHHbLIX NMpaBul.

[pynnbl gna moayna "CRM*":

CRM-View - NpoCcMOTpP KOMMNaHNN, KOHTAKTOB, COENOK U aKTuBHocTen B moayne CRM
CRM-Manage - npocMoTp, co3gaHne N N3MeHeHne KOMMNaHnm, KOHTaKTOB, COEJSIOK U
akTmBHocTen B moayne CRM

Mpynnbl ona moaoynsa "Toprosna':

Trading-View - NpoCMOTpP TOProBbIX orepawunmn

CucTteMHble rpynnol:

Rules-TopMan nnn Top-Man - pykoBoauTenu opraHnsaumu. NoaHbIN JOCTYN KO BCeM
3anuncam System-Settings - LOCTYN K USMEHEHNAM CUCTEMHbIX HAaCTPoOeK

Ha3HavyeHne posiel nosib3oBaTesnto

Ha3HavyeHue rpynn Yyepes noJjib3oBaTeNbCKNN NHTepdenc:

OTKponTe KapTo4dKy nosib3oBaTens lNepenante Ha BKNaaky "lMpynnbel" unan "lMpasa
noctyna" BbibepuTe rpynnbl M3 CNUCKa AOCTYMNHbIX rpynn HaXMuTe KHOMKY
"CoxpaHuTb"

Ha3Ha4veHune rpynn yepes CUCTEMHYIO aJMUHKY:
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B cmcteMHOM agMUHKe OTKPOMTE KapTO4Ky nosib3oBaTensa B pasgene "Permissions"
Hanpgute none "Groups" Boibepute rpynnbl U3 cnmcka (MOXXHO BblOpaTb HECKOJILKO,
yaepxusas Ctrl) Haxxmnte kHonky "Save"

MpumedaHue: Tlonb3oBaTesib  MOXeT OblTb  YJIEHOM  HECKOJIbKUX  rpynn
oAHoBpeMeHHOo. lNMpaBa AoCTyna CyMMUPYIOTCA N3 BCEX rpynm.

Co3gaHue HOBOW rpynnbl

Co3paHune rpynnbl 4epes CUCTEMHYIO aAMUHKY:

B cuctemHonm agMuHke nepengute B pasgen "Users" -> "Groups" Ha>xmMnte KHOMKY
"Add group" (OobaBuTb rpynny) 3anonHuTte ¢dopmy: Name - Ha3BaHue rpynnbl
(naTnHuuen, 6e3 npobenos, Hanpumep: "Rules-MyModule-View") Section - pasgen
(Hanpumep: "Mowm wMopynb") Description - onucaHue rpynnel B pa3spene
"Permissions" BbibepuTe npaBa gocTyna Ana rpynnbl HaxxmMuTe KHOMky "Save"
MpumedaHue: Co3faHWe HOBbIX FPynmn W Ha3HayYeHMe npaB Joctyna TpebyeTt
MOHUMaHMA cuUcTeMbl npaB pJocTtyna Django. PekomeHAyeTcAa WCMOJIb30BaThb
CylLlecTByloLWMme rpynnbl UM obpaTuUTbCa K TEXHUYECKOMY CreunanmncTy.

3.4. Noapa3aeneHns n rpynnoi

yl'lpaBJ'IeHI/Ie noapasneneHnamm

CospaHune nogpasneneHns Yyepes Nosib30BaTesIbCKUN NHTepdenc:

Mepengnte B pasgen '"lMepcoHan" -> '"lMopgpasgeneHmsa" HaXMUTe KHOMKY
"OobaBuTb noapasgeneHune" 3anonHuTe d¢opMy: Ha3BaHme - Ha3BaHue
nogpasgeneHns (obasaTtenbHoe none) PoauTenbckoe nojpasfeneHve - Bblibop
poAUTEeNbCKOro nogpasfesieHns AOns  co3gaHums  uvepapxum  (onuuoHasbHO)
OnucaHne - onucaHwe nogpasgeneHna (onumoHasibHO) Ha)XMuUTe  KHOMKY
"CoxpaHuTb"

CospaHune nogpasneneHns Yyepes CUCTEMHYIO aJMUHKY:

B cuctemHon agMunHke nepengute B pasgen "Personal" -> "Organigrams" HaxxmuTte
KHonky "Add Organigram" 3anonHuTe ¢OopMy aHasIorM4HO CO3haHUI0 Yepes
NHTepdenc Haxxmmnte KHonky "Save"

Nepapxusa nopgpaspneneHuin: TlogpasgeneHna MoryT ObiTb OpraHmM3oBaHbl B
nepapxmyeckyto CTPyKTypy:

(naBHoe noppa3geneHve (b6es pogutensa) [MoapasgeneHns nMNepBoro  YpPoOBHSA
(poouTens - rnaBHoe nogpasgeneHve) lNogpasgeneHna BTOPOro YpoBHA (poauTtenb
- nogpasgeneHune rnepBoro yposHsa) U Tak nanee

PepakTupoBaHue nogpasgeneHuns:

Hanonte nogpa3speneHue B cnucke OTKpOWTe KapTo4Ky noapasneneHus BHecuTe
n3MmeHeHna Haxxmute kHonky "CoxpaHnTtb"

YpoaneHve nogpasneneHns:

OTKponTe KapTo4dKy nopgpasgeneHns Haxmute kKHonky "YpanuTtb" lMoaTBepauTte
yhaneHue

Ba)xHO: YoaneHve nogpasgesnieHnsa He yaanseT COTPYAHUKOB, HO OTBSA3bIBAaeT UX OT
noapasneneHuvs. MNepen yoaneHneM pekoMeHOyeTcsA nepeHasHa4ynTb COTPYAHUKOB
B Apyruve nogpasaeneHus.
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Ha3HadyeHne coTpyaHUKa B Noapas3aeneHue

Ha3HadyeHue Yyepes3 KapTo4YKy COTPYLHUKA:

OTKponTe KapTOuKy coTpyaoHuka Hanmgute none "lMoppasneneHue" Bbibepute
nogpasneneHve n3 cnucka Haxxmmrte kHonky "CoxpaHuTb"

Ha3HadyeHue Yyepes3 KapTo4YKy COTPpYLHUKa B Moaye "lMepcoHan:

MNepengnte B pasgen "lMepcoHan" -> "CoTpyOoHukn" OTKPONTE KaPTOYKY
coTpyaHuka B pa3gene "OcHoBHasa nHhopmaumnsa" Hangute none "MogpasneneHne”
BbibepuTte noapasgeneHune n3 cnmcka Haxxmure KHonky "CoxpaHuTb"

MpumeydaHme: COoTpyOHMK MOXXeT OblTb Ha3Ha4YeH TOJIbKO B OO4HO nogpa3fesieHue.
Ona mnm3mMeHeHus noppasfeneHns npocTto BbibepuTe Jpyroe noapasneneHune m3
crnmcka.

YnpaBnaeHune rpynnamMmm COTpyaHUKOB

Fpynnbl COTPYOLHUKOB NCMOJIb3YIOTCA ONA:

Ha3HayeHua npaB pgocTtyna (cMm. pasgen 3.3) OunabTpauum AaHHbIX B OT4eTax
Ha3Ha4eHuns yBegomneHnn OpraHusaumnm paboTbl B MOAYIAX

MpocMoTp rpynn:

B cuctemHOM agMuHke nepenauTte B paspen "Users" -> "Groups" Bbl yBuauTte
CMNCOK BCEX FPYynn C UX onncaHnusamMmn

Co3pgaHne rpynnbl: Cm. pasgen 3.3 "Co3pgaHme HoBoM rpynnbl" Ha3HavyeHwue
nosnb3oBaTend B rpynny: CMm. pasgen 3.3 "Ha3Ha4deHune ponen nosb3osaTtento”

4. HacTpownka moaynen

Kaxxabli Monoy/nb WMEEeT CBOW HACTPOMKW, KOTOPblE MOXHO W3MEHATb 4epes
Nosb30BaTENbCKUIA UHTEPMENC UM CUCTEMHYIO aMUHKY.

HoCcTyn K HaCcTpomnkam Mmoaynen

Yepes nosib3oBaTes/IbCKUN NHTEPhENC:

Bonaute B cuctemy lMepenauTte B paspen "HacTponkm" (MKOHKa LWeCTEepPeHKU B
MeHI0) B neBoM MeH1o BbibepuTe Hy)XHbIA MOoAYb: CUCTEMHbIE HAaCTPOWKK - obLme
HaCTPOWMKWN cuctemMmbl ®PUHAHCBI - HACTPOWKKU m™Moaynsa duHaHcoB [lepcoHan -
HaCTPOWKW MoAyNnsa rnepcoHasna BHewHue nosb3oBaTenn - Y4YETHbIE 3anucu
KJIMEHTOB M NoapafgvYnkoB (MYHKT MeHK cpasy nocne «[lepcoHan») lpoekTbl -
HaCTPOMKN MOAYNs MpPoekToB (noapobHee): nmpepHacTpomka Jlant / CtaHpapT /
Mpocwn / SkcnepT, wabnoH cTaTyc-oT4€Ta CepBUC-OECK - HACTPOWMKM MOAYNSA
cepBuc-gecka basza 3HaHMW - HacTponkm mopynsa 6a3bl 3HaHUM CRM - HacTpownkun
moayna CRM 3apaym - HacTpouku Moayna 3ajad YnpassieHue [OKYMeHTaMu -
KaTeropuu, rnpasa A0CTyna M HacTponmku mopynsa cdamnos (/settings/files/) VolP -
HacTponkn TenecdoHnn CMDB - HacTpomkm 6a3bl KOHGQUrypauun KaneHpapu -
CalDAV, Google un AdHgekc (MHCTpyKumns); ko4 OAuth — B CUCTEMHbIX HacTponKax
(MHTerpaumnn)

CncTeMHble HaCTPOMKN
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DTOT pa3fen coaep>XuT NoJsiIHoe onncaHme BCex HaACTPOEK, OOCTYMHbIX Ha CTpaHuuUe
"CucteMHble HacTpomkn" (gocTtyn no agpecy /settings/). BaxxHo: Bce HacTpownkuy,
onncaHHble B 3TOM pa3fesie, HaCTpPamBalTCA 4Yepe3 MNoJIb30BaTesSIbCKYIO afgMUHKY
/settings/, a He 4Yepe3 cucTemMHyto aaMuUHKy Django.

CTpyKTypa HacTpoek

Ha cTpaHunuye "CucteMHble HaCTPOMKK" AOCTYMHbI cneaytowmne pasgenbl:

OCHOBHble CUCTEMHblIe HacTponku (SystemSettings) HacTponkn 31eKTPOHHOW MOYThbl
(EmailSettings) HacTtpowmkn LDAP (LDAPConfig) OCHOBHble HaCTPOMKW CUCTEMBI
(MainSystemSettings)

Cekuun SystemSettings BkOYalOT B TOM 4ucne pasgen «besonacHocTb» (2FA
AOMNUHUCTPATOPOB U caMoperncrtpauma COTPYOHUMKOB KJIMEHTOB) U «Y4eéT
aKTUBHOCTEN» (OTYET aKTUBHOCTU COTPYAHUKOB B Mofayne «llepcoHan»).

1. OCHOBHblE CUCTEMHbIE HACTPOUKWN
(SystemSettings)

OCHOBHbIE CUCTEMHbIE HAaCTPOWKW pa3aeneHbl Ha cekuun gns yaobctea HaBurayum.
Bce HacTpomkm [O0CTynHbl Ha CcTpaHuue /settings/ B paspnene "CucrtemHble
HacTpomkn".

1.1. Pa3zgen "OCHOBHbIe HAaCcTpouKN"

SITE_TITLE (String)

Ha3BaHue: Ha3BaHune cunctemol OnncaHune: HassaHne cnctembl 4SS UCMOJSIb30BaHUSA
B 3aroJioBKax CTpaHUL, M MaHennm agMuHucTpatopa Tun: String 3HayveHue no
ymondaHuio: ACK Mpumep: ACK Jlerapyc

SITESITE_DESCRIPTION (String)

Ha3saHune: OnuncaHne cuctembl OnncaHme: OnucaHne MHPOPMaLMOHHON CUCTEMBI.
Ncnonb3yeTcs B 3arosioBkax W Ha rfnaBHoW CTpaHuue. HeobsasaTenbHo ans
3anonHeHns Tun: String 3HavyeHMe no ymos4aHutoo: ABTOMaTU3NPOBaHHaA cCUCTeMa
ynpasnaeHusa koMmnaHuen MNMpumep: CuctemMa ynpassieHUa KoMnaHuen

ALLOWEDFILEEXTENSION (String)

Ha3BaHune: Pa3peweHHble pacwmpeHnsa dannos gna 3arpy3kum OnucaHue: Cnucok
pacwmnpeHnin annos, paspeLlleHHbIX 48 3arpyskm B CUCTEMY, Yepes 3anaTyro bes
npobenoB 1 nepeHocoB CTPoK Tun: String 3HavyeHne no ymonyaHuto: pdf,doc,docx,xI
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s, xlsx,txt,jpg,jpeg,ppt,pptx,png,gif,zip,7z,csv,tar,rar,odt,rdp,pst,svg,htm, ttf,pbix,pem
,cer,crt,der,pfx,pkcs,key,p7b Mpumep:
pdf,doc,docx,xls,xIsx,ppt,pptx,jpg.jpeqg,png,gif,zip,rar NMpumevaHue: MNpn N3MeHeHUN
CNNCKa pacwmpeHun ybeouTecb, H4TO HOBble paclWMPEeHUs He Cco3[alT yrpos
besonacHoCcTu

MAXSIZEFILE (Int)

Ha3sBaHne: MakcumMmanbHbIN pa3mep anna anda 3arpy3ku OnncaHne: MakCcnMasibHbIN
pa3Mmep ¢awnna Ana 3arpyskum B cuctemy B Merabamtax Tun: Int (uenoe 4mucno)
3HadyeHne no ymondaHuto: 150 [pumep: 200 T[MpumedaHune: Y4yuTbiBanTe
orpaHuyveHunsa seb-cepsepa (Nginx) n HacTponku client_ max_body size

ITEMS_ON_PAGE (Int)

Ha3BaHue: 3anucenm Ha cTpaHuue OnucaHue: KonmyectBo 3anucen (obpaweHun,
3a4a4 1 T.4.), oTobparkaeMblX Ha OOQHOW CTpaHuLUe No ymonydaHuto Tun: Int (uenoe
yncao) 3HaveHne no ymondaHuw: 50 Mpumep: 25, 50, 100 MpumeyaHue: bonblioe
KOJIM4eCTBO 3arnncen MoXXeT 3aMe/INTb 3arpy3Ky CTpaHuLbl

DEFAULT _TIMEZONE (String)

Ha3saHue: YacoBon nosic no ymondaHuio OnucaHme: YacoBon NOSAIC NO YMOJIHaHUIO
01 HOBbIX MNoJib30BaTesien cuctembl. icnonb3yeTcsa ona otobpakeHuss BpemeHu B
nHTepgence Twun: String 3HadeHue no ymondaHuto: Europe/Moscow [Mpumepsl
3HayYeHun: Europe/Moscow - MOCKOBCKOe Bpemsa Europe/Kiev - kKmesckoe Bpems
Asia/Almaty - Bpema Asnmatbel UTC - BCeMuUpHOe KOOPAMHUPOBAHHOE BpeMs
Europe/London - noHpoHckoe BpeMss America/New_York - HblO-MOPKCKOe BpeMs
MpumevaHue: Cuctema nogaepxmBaeT BCe CTaHAaPTHbIE YacoBble nosica. MosHbIN
CMUCOK A0CTYrMeH B ONUCaHUN HaCTPONKN

TRASH_DAYS (Int)

Ha3BaHune: Cpok XxpaHeHUsa 3anucenm B Kop3uHe OnucaHue: KonmyecTtBo OHEW, B
TeYyeHne KOTOPbIX yAaJIeHHble 3arnnucn XpaHATCSA B KOP3UHe nepen OKOHYaTesIbHbIM
yoaneHnem Tun: Int (uenoe 4ncno) 3HavyeHme no ymondaHuw: 7 lMpumep: 30 (ansa
XpaHeHna B TevyeHue wMecsaua) [pumedaHume: [locsie UCTeYEHUSA CpoKa 3arnucum
aBTOMaTUYeCKUN yOoansanTCsa U3 KOP3UHbI

SAFETY_ON (Bullet)

HaseaHune: ®OyHKUMOHaN oxpaHbl Tpyaa OnucaHue: BkAOYeHUe/OTKIIo4YeHne
dyHKUMOHaNa oxpaHbl Tpyaa B cucteme Twun: Bullet (nornyeckoe 3HayeHue:
True/False) 3Ha4deHme no ymonydaHuio: False BoO3MOXHble 3HaydeHusa: True -
dyHKUMOHaN BKAOYEH False - pyHKUMOHaN BbIK/IIOYEH
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PWA_ON (Bullet)

HaseaHune: MuHu-nipunoxxeHne OnucaHune: BkIOYEHNE/OTKYEHNE MNOAOEPXKKN
Progressive Web App (PWA) - BO3MOXXHOCTb YCTAaHOBKU CUCTEMbI KaK MPUI0XKEHUNS
Ha MobunbHble ycTponcTBa Tun: Bullet (normyeckoe 3HayveHue: True/False)
3Ha4yeHue no ymon4vaHuio: False Bo3Mo)XHble 3Ha4vyeHus: True - PWA Bkato4eHo False
- PWA BblkntodeHo [MpumedaHue: lNpun BkawdeHnn PWA nonb3oBaTesnn CMOryT
YCTAaHOBUTb CUCTEMY KaK MPUJIOXKEHNE Ha CBOW YCTPOMNCTBA

USE_INTELLIGENT_CLASSIFICATION (Bullet)

Ha3BaHue: Mcnonb3oBaTb WHTENIEKTYyallbHYIO KJaccudukaumio obpawieHnn
OnucaHue: BkloYeHWe aBTOMATUYECKOM Kraccuumkaumm 3adBOK MO Tuny wu
KaTeropmm C NoMoLLbio MawnMHHOro obydeHus Tun: Bullet (normnveckoe 3HaveHwue:
True/False) 3HadeHMe no ymon4daHuio: False Bo3MOXHble 3HaydeHusa: True -
WHTeNNeKTyasbHas Kraccudukaumsa BKIOYeHa False -  uWHTennekTyasbHas
Knaccupukauma BblikaoYeHa [lpuMedaHue: ABTOKNACCUPUKaAUUA BbINOJHAETCA
TOJIbKO ec/qiM B cuctemMe ecTb rortosas mopenb (dpnar Ready For Prediction B
CUCTEeMHOW aAMUHKe). Ha HoBOM cucTteMe nepBoe BpeMs 3asBKM  He
KnaccngpuumpyrotTca ML — mopenb obyyYaeTcs Ha JIOKaJibHbIX 3aKpbITbIX 3asfBKaX.
MNoppobHee: ABTOMaTM4YeCKas KnacCupukaumns 3asBoK.

SKIP_CLASSIFICATION_FOR_MANUAL _REQUESTS (Bullet)

Ha3BaHue: He knaccugpuumpoBaTb 3as8BKKU, Co34aBaeMble Bpy4HYy OnncaHmne: Ecnm
BKJIOYEHO, TO CO34aBaeMble BPYYHYI 3a8BKW He  KJaccnpuumpyoTcs
aBTOMaTM4YeCckn. Knaccugpukaumsa NnpuMeHseTcs TONIbKO K 3asBKaM, NoCTynatoLlwmnm
no noyte n 4yepes 60T Tun: Bullet (norn4yeckoe 3HavyeHue: True/False) 3HavyeHne no
ymMon4aHuio: True Bo3MOXHble 3HavyeHuA: True - He KaaccuduunmpoBaTb 3asBKW,
co3faHHble BpY4HYylo False - knaccugpuumpoBaTb BCE 3as8BKMW, BK/KOYAA CO34aHHbIE

BPYy4HYIO

ABTOMaTn4yeckada Knaccngpukaumna 3asaBok

HacTponkn Hum»xe ynpaBasioT NoporaMmm yBEPEHHOCTU, 0by4eHneM N roTOBHOCTbIO
ML-mopnenen. NMonHoe pPYKOBOLCTBO agMNHUCTpaTopa: ABTOoMaTunyeckas
KNlaccmpumkaumnsa 3aaBoK.

CLASSIFIER_MIN_CONFIDENCE_TYPE (Float)

Ha3BaHne: MuHuManbHas yBEpPeHHOCTb AJIA aBToTuna 3asaBku OnucaHue: Ecin
MoAaenb He yBepeHa Bbiwe 3Toro nopora (0.0-1.0), TuMn He Ha3HavaeTcs
aBToMaTm4yeckn Tun: Float 3Ha4yeHme no ymonyaHuio: 0.65
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CLASSIFIER_MIN_CONFIDENCE_CATEGORY (Float)

Ha3saHne: MuHMManbHas yBEpPeHHOCTb O aBToKaTeropum 3asfeBkn OnucaHune:
Ecnn mopenb He yBepeHa Bbiwwe 3Toro nopora (0.0-1.0), kKaTeropmsa He Ha3Ha4vaeTcs
aBToMaTum4yeckn Tun: Float 3Ha4yeHme no ymonyaHuio: 0.55

CLASSIFIER_ALLOW_UUID_FALLBACK (Bullet)

Ha3BaHune: Pa3pewwnTb fallback npun HecoBnageHunm UUID knaccos OnwucaHue: He
pekomeHpyeTcsa. Ecnm  BbIKAOYEHO, MNpu  HeCcoBNaAeHUM  CNPaBOYHUKOB
aBTOKJlAaCCUUKaLNS NPONyCKaeTCa BMECTO NMOACTAaHOBKN «MOXOXXero» Kaacca Twvn:
Bullet 3Ha4eHne no ymonyaHwutio: False

CLASSIFIER_AUTO_TRAIN_ENABLED (Bullet)

Ha3BaHune: ABTOMaTN4YeCKoe exeHenesibHoe obydyeHne kKnaccupukatopa OnucaHune:
BkntoyaeT 3apady Celery oby4deHusa/noobyyeHna mopenen no 3akpbiTbiM 3asiBKaM
(BoCcKpeceHbe, 4:00) Tun: Bullet 3HavyeHne nNo ymon4aHuto: True

CLASSIFIER_MIN_SAMPLES TO_TRAIN (Int)

HasgaHue: MMHUMyM npuMepoB AN nepBuyHOro oby4veHma OnumcaHme: CKONbKO
3aKpPbITbIX pPa3MeYeHHbIX 3afBOK HYXHO A5 nepBoro oby4veHus mogenn Ha
«4ucTom» cucteme Tun: Int 3HadyeHue no ymonydanutio: 100

CLASSIFIER_MIN_SAMPLES_TO_PREDICT (Int)

HaseaHne: MuHMMYM npumMepoB o718 aBToknaccndpukaumm OnucaHume: Mogenb
HayYMHaeT aBTOMaTU4YeCKM KhaccuunumpoBaTb 3a8BKN TOJIbKO MOCIe HaKOMJeHUs
3TOro 4ymcaa obyyatowmx npumepos Tun: Int 3HavyeHne no ymonydaHuto: 200

CLASSIFIER_MIN_ACCURACY_TO_PREDICT (Float)

Ha3saHne: MuHMManbHasa accuracy Ona aBToKJaccudukauumm OnucaHue: Mopenb
[OMNyCcKaeTCsa K aBTonpenckasaHuio TONbKO eC/in accuracy Ha TeCToBOM BblbOpKe He
Huxe nopora Tun: Float 3Ha4veHne no ymonyanuio: 0.70

CLASSIFIER_MIN_SAMPLES_PER_CLASS (Int)

Ha3BaHne: MMHMMYM NpmMepoB Ha knacc OnucaHue: Kakabl TUN UIn KaTeropus
NOJ)KEH NMETb He MeHblUe NnpumepoB B oby4vatowen Boibopke Tun: Int 3HaveHne no
ymon4daHuio: 10
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CLASSIFIER_TRAIN_ONLY_MANUAL_LABELS (Bullet)

Ha3aHne: O6y4aTb TONIbKO Ha pydHoOM pa3meTke OnucaHue: Wcknwo4vaeT wu3
obyyeHuna 3aaBKWU, raoe TUMN Uan Kateropus 6ol Ha3HadYeHbl aBTOMaTUYECKN Tun:
Bullet 3Ha4eHne no ymonyaHuio: True

CLASSIFIER_BOOTSTRAP_LOOKBACK _DAYS (Int)

Ha3BaHune: OKHO AaHHbIX O1a NepBUYHOro obyvyeHunsa (gHen) OnucanHme: NMpu nepsom
obydyeHnn bepyTCs 3aKpbiTble 3a8BKN 3a YKa3aHHbIN nepuod Tun: Int 3HavyeHne no
yMmon4daHuio: 90

1.2. Pa3pen "be3onacHocCcTb"

REQUIRE_ADMIN_2FA (Bullet)

HasBaHue: TpebosaTb 2FA 4ond aAMUHUCTPATOpPOB cuctemMbl OnucaHume:
ObsaszaTenbHasa aByxdakTopHas ayTeHTudunkauma (TOTP) anga cynepnosb3oBaTenen
N 4neHosB rpynnbl System-Settings. MNMoka 2FA He HacTpoeHa — AOCTYN TOJIbKO K
cTpaHunue HacTponku 2FA. CoBmecTmmo ¢ AHpgekc.Knwd, Google Authenticator wu
apyrmmu TOTP-npunoxennsamm Tun: Bullet (normdeckoe 3HaveHue: True/False)
3HayeHme no ymon4daHuto: False Bo3mMOXKHbie 3Ha4deHus: True - 2FA obsA3aTenbHa
ANs agMuHucTpaTopoB False - 2FA He TpebyeTcs

CLIENT _SELF_REGISTRATION_ENABLED (Bullet)

Ha3gaHue: Camopeructpauma COTPYLHUKOB kaneHToB OnwucaHue: Pa3spewaeT
nybnnyHyo perucTpaunio COTPYAHUKOB aKTyasibHbIX KJIMEHTOB no email wu3
KapTO4KU 3aaBuTENS. Ha CTpaHuue BX0/a nosiBNsieTCS CCblSIKa
«3apernctpupoBaTtbca» Tun: Bullet (nornyeckoe 3Ha4veHue: True/False) 3Ha4veHue
no ymosndaHuto: True Bo3MoOXXHble 3HadeHuA: True - camMopermcrTpaumsa LOCTYMHa
False - ccbifika 1 cTpaHuua perncrpaumn HegoCTyNHbI

CLIENT_SELF_REGISTRATION_MAX_ ATTEMPTS (Int)

Ha3BaHue: MakcMMyM MonbITOK caMoperucTpauum OnucaHme: HYmcno nonbITOK
ykasaHunsa email (no agpecy wunm IP) 3a OKHO y4éTa. [pn OOCTUXKEHUN nuMUTa
peructpaunsa brnokumpyetca (3awmTta oT nogbopa noyT) Twun: Int (uenoe 4ucno)
3Ha4yeHue no yMon4aHuio: 2
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CLIENT_SELF_REGISTRATION_ATTEMPT_WINDOW_HOURS (Int)

Ha3BaHune: OKHO y4€Ta nonblTOK camoperunctpayunm (4acos) OnucaHue: lMNepuon, B
Te4yeHne KOTOPOro CYMTATCA NOMbITKM peructpaunm ang antunonbopa email Tun:
Int (uenoe 4mncno) 3HavyeHMe No ymoay4aHuio: 24

CLIENT_SELF_REGISTRATION_LINK TTL_MINUTES (Int)

Ha3BaHune: CpoK CCbIIKM NOATBEPXKAEHUA pernctpaunn (MmMHyT) OnncaHne: Bpems
XKU3HW YHUKAJIbHON CCbIJIKN U3 MUCbMa NogTBepXAeHna camopeructpaumm Tun: Int
(uenoe 4ncno) 3HavyeHme No ymondaHuto: 60

Kak paboTaeT camoperucrtpauns:

COoTpyOHUK KJIMEHTa Ha CTpaHuue BXoAa OTKpbIBaeT «3aperncrtpupoBaTbCsa»,
yKa3blBaeT email u npoxoauT kKandy (image-kan4a 6e3 BHELWHUX CEPBUCOB).
Cunctema unwet email cpean 3aasuTenem co crtatycoMm actual y KameHToB CO
cTtatycom actual. Mpn poBHO OOHOM COBMagEeHUN N OTCYTCTBUWN YyXKe CO3OaHHOW
YY4ETKN  Ha no4YTy  OTNpaBsfAeTCca  MUCbMO  MOATBEPXAEHUSA (wabnoH
ClientSelfRegistrationConfirm). [lo ccbliKe w©“3 nNMCbMa CO30AETCA BHELHUN
nosib3oBaTesib Tuna client ¢ ponbio employee («COTPYAHUK KJIMEHTa»), 3a89BUTENb
npuBa3biBaeTCA K y4€TKe. Ha moyTy oTnpaBaseTcs NMCbMO C JIOTUHOM U MNapoJieM
(wabnoH ClientSelfRegistrationCredentials).

Ecnn agpec He HangeH, HanAeHO HeCKOJIbKO COBMNAAEHUN WX MNOJIb30BaTEsb YXe
3aperncTpmpoBaH — CUCTeMa MOKa3blBaeT COOTBETCTByOWee coobuweHne c
npocbbon 06paTUTLCA K MeHeO )Xepy.

1.3. Pa3pen "YBepomneHuna"

PUBLIC_MM_ON (Bullet)

Ha3saHne: OTnpaBnaTb obwme ypepomneHns B MM OnucaHue: BknwyeHue
OTNpaBKWN yBeAoOMJEeHUN B obWMIA KaHan opraHusaumm B Mattermost Tun: Bullet
(norn4yeckoe 3Ha4deHue: True/False) 3HayvyeHue no ymon4vaHuto: False Bo3MoXKHble
3HavyeHus: True - oTnpaBka B Mattermost BktoyeHa False - oTnpaBka B Mattermost
BbIKJIIOYEHA MpnMevaHune: ans paboTbl Heobxognmo HacTPOUTb
PUBLIC_MM_WEBHOOK

PUBLIC_MM_WEBHOOK (String)

Ha3saHue: Agpec WEBHOOK obuiero kaHana OnucaHue: URL Bebxyka Mattermost
0N OTrnpaBkKM obLKnX yBeOMIEHNIA B KaHan opraHm3auum Tun: String 3HavyeHue no
YMOJIHaHUIO: https://example.com/hooks/XXXXXXXXXXX Mpumep:
https://mattermost.example.com/hookS/XXXXXXXXXXXXXXXXXXXXXX MNpuMeyvaHune:
Bebxyk co3pnaeTtcsa B Mattermost B pasgene "Integrations" -> "Incoming Webhooks"
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PRIVATE_MM_WEBHOOK (String)

HassaHue: Appec Webhook Bot pans oTnpaBkm nepcoHasibHbIX YBeOOMJIEHUN
coTpyaoHukaMm B Mattermost OnucaHme: URL Bebxyka Mattermost ons oTnpasku
nepcoHasibHbIX YBeAOMEHUN COTpyAHUKaM Tun: String 3HavyeHne No yMOJIHaHUIo:
https://example.com/hooks/XXXXXXXXXXX Mpumep:
https://mattermost.example.com/hooks/yyyyyyyyyyyyyyyyyyyyyy lNpumedaruve: Ana
nepcoHasibHbIX YBEAOMIEHUN KaXXA0MY COTPYAHUKY HEOOX0AMMO yKa3aTb ero nMms
nonb3oBaTena Mattermost B KapTo4Ke COTpyaoHMKA

SEND_PRIVATE_EMAIL ON (Bullet)

HasBaHue: OTnNpaBnATb MepCoOHasibHble YBEAOMJIEHUA MO 3/EKTPOHHOM no4Te
OnucaHwne: BKAOYeHME OTNPaBKM NepPCOHasIbHbIX YBEAOMAEHUA NOSIb30BaTENAM MO
3/1IeKTpPOHHOM noyTe Tun: Bullet (nornyeckoe 3HaveHue: True/False) 3HayeHue Mo
yMon4daHuio: False Bo3MoXHble 3HavyeHUs: True - oTnpaBka no email BkatoyeHa False
- oTnpaBka no email BbikaoYeHa NMpumedaHune: Ona paboTbl HEOOXOANMO HACTPOUTb
SMTP-cepBep (cM. pa3gen "HacTponkm 3N1eKTPOHHOW NoYThbI")

SEND_PRIVATE_MM_ON (Bullet)

Ha3saHune: OTnpassiATb NMepcoHasibHble yBeaoMeHNs Yepe3 Mattermost OnucaHune:
BknlovyeHne oOTNpaBKM MepcoHasibHbIX YBeOAOMJIEHUA MNOJIb30OBaTeNIAM  4vepes
Mattermost Twun: Bullet (nornyeckoe 3HaveHue: True/False) 3HadyeHue no
ymondaHuio: False Bo3MoOXXHble 3Ha4deHusa: True - oTnpaBka 4epe3 Mattermost
BKJto4YeHa False - oTnpaBka 4epe3 Mattermost BbikatodeHa [lMpumedaHune: Ons
paboTbl Heobxogmmo HacTpouTb PRIVATE_MM_WEBHOOK w©n ykasaTb wumMA
nonb3oBaTena Mattermost Ana Ka)xaoro coTpynoHuKa

EMPLOYEE_TELEGRAM_BOT_TOKEN (String)

Ha3saHune: TokeH 6oTa Tenerpam And coTpyaHukoB OnucaHue: TokKeH
Telegram-6ota pana yesegomneHunm un 6oTa coTpygHukoB (tgbot) Twun: String
3HayvyeHne no ymonydaHut: - Mpumep: 123456789:ABCdefGHIjKIMNOpQqrsTUVwxyz
MpumedaHme: TokeH BbloaéT @BotFather. HacTpamBaeTca B /settings/ (pa3oen
«YBepgomneHus»). Cepsuc: systemctl status tgbot

TELEGRAM_BOT _TOKEN (String)

Ha3BaHune: TokeH 60Ta Tenerpam ONs KAMEHTOB Texnoaaepxkm OnucaHune: TokeH
Telegram-60oTa ana kKAMeHTOB cepsBuc-gecka (sdbot) Twun: String 3HayveHue no
YMOJTHaHUIO: - Mpumep: 987654321:XYZabcDEFghiJKLmnopqgrsTUVwxyz
MpumevaHne: TokeH BblOaaéT @BotFather. HacTpauBaeTtcs B /settings/. Cepsuc:
systemctl status sdbot
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MAX_BOT TOKEN (String)

Ha3eaHune: TokeH 60oTa MAX ons KNnMeHTOB TexnopaepXkum OnuncaHue: TokeH 6oTa
MecceHaXepa MAX pgna 3aasutenen cepsBuc-gecka (sdmaxbot) Twun: String
3Ha4veHune No yMmon4daHuio: - NMpnmedvaHue: TokeH co3naéTcsa Ha nnaTtgopme MAX ons
napTHépoB. HacTpanBaeTca B /settings/. CepBuc: systemctl status sdmaxbot. Cm.
2.3 87

EMPLOYEE_MAX BOT_TOKEN (String)

Ha3BaHune: TokeH 6oTa MAX ansa coTpyaHukos OnuncaHue: TokeH employee-6oTa B
MecceHpXxepe MAX (maxbot / runmaxbot) Tun: String 3HavyeHMe No yMOAYaHUIO: -
MpumevaHune: HactpamneaeTcs B /settings/. Cepsuc: systemctl status maxbot

EMPLOYEE_MAX_BOT_URL (String)

HassaHue: Appec MAX-6ota pana coTtpygHukos OnucaHue: Ccbllka Ha
employee-6ota MAX (oTobparkaeTcsa Ha CTpaHuue Bxoda 1 B npoduae) Tun: String
3Ha4eHune no ymonydaHuio: https://max.ru/ Mpumep: https://max.ru/@id123456 bot

EMPLOYEE_MAX NOTIFICATIONS_ON (Bullet)

Ha3saHue: OTnpaBnsATb MepcoHasibHble yBegomsieHUs 4Yepe3d MAX OnwucaHwue:
Bkalo4yeHne nepcoHanbHbIX YBEAOMJIEHUA COTpyaoHMKaM 4epe3 MAX-6oTa Twun:
Bullet 3HayeHne no ymonvaHwuio: True TlMpumedaHwue: [nobasbHbLIN BbIKJOYaTENb
MAX Takxe ecTb B MainSystemSettings (max_notifications_enabled). Ans oTnpasku
Hy>xeH EMPLOYEE_MAX BOT_TOKEN v npuBsi3ka nosib3oBaTtens K 60Ty (in_max_bot)

MATTERMOST_URL (String)

HaseaHune: Appec KopropaTuBHOro cepsepa Mattermost OnwucaHne: URL
KoprnopaTMBHOro cepeepa Mattermost Onsg reHepaunn CCbIJIOK Ha KaHajlbl W©
coobuweHunsa Tun: String 3HavyeHMe no ymonydaHuto: mattermost://teams.domain.ru/
Mpumep: https://mattermost.example.com/ [lNpuMmedyaHue: Wcnonb3yeTca AOns
reHepauun CCblJIOK B YBEeAOMJIEHUAX

1.4. Paspgen "ABTOpUn3ayna”

AD_AUTH (Bullet)
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Ha3saHue: Wcnonb3oBaTb MS Active Directory ans asTopu3aumm rnosb3oBaTesien
OnucaHune: BkayeHne ncnonbsoaHns Microsoft Active Directory Domain Services
0N aBTOpu3auuu rnosib3oBaTenen B cucteme Tun: Bullet (nornyeckoe 3HaveHwue:
True/False) 3HadeHMe no ymon4daHuio: False Bo3MOXHble 3HadeHusa: True -
aBTopusaumsa 4depe3 AD BkJodeHa False - aBTopusauma 4epe3 AD Bbik/O4YeHa
MpumedaHue: Npun BKIKOYEHUN MOJIb30BaTENIM CMOTYT BXOAUTb B CUCTEMY UCMOMb3YS
y4yeTHble paHHble Active Directory. [Ons HaCTPOMKW WUCMONb3YyNTE pasfen
"HacTpoinku LDAP" Ha cTpaHuue /settings/.

AD_SERVER (String)

Ha3saHune: Appec cepBepa OnucaHue: ALpec LOMEHHOro KoHTpoJsiiepa Microsoft
Active Directory (IP-agpec nnmn FQDN) Tun: String 3Ha4veHne no ymondanuio: 0.0.0.0
Mpumep: 192.168.1.10 nnm dcOl.corp.domain.com lMNpumMevaHune: Ncnonb3lyeTtca ans
nogkatoveHnsa K Active Directory. PekomeHayeTcsa ncnonobsosatb FQDN.

AD_USER (String)

Ha3saHune: Nma nonb3osatensa OnucaHue: iMa nonb3oBaTens C npasamMuy Co3faHUSA
n 6nokmpoBaHMsA Yy4YeTHbIX 3anucen B Microsoft Active Directory B dopmaTte
domain\user Twun: String 3HayeHue no ymonyaHuto: domain\user [lpumep:
CORP\service_account lNpuMevaHue: Y4yeTHaa 3anucb [OJ/DKHa MMeTb MpaBa Ha
co3flaHue n ynpasJsieHne Nnosib3oBaTesnaMu B ykaszaHHbIx OU

AD_PASSWORD (String)

Ha3saHue: MNMaponb OnucaHue: MNMaposb y4eTHOW 3anncu Ass ynpaBiaeHUs y4eTHbIMU
3anuncamm B Active Directory. Y4eTHasa 3anucb fosixxHa obnagatb npasamu Ha OU, B
KOTOpbIX co3palnTcsa U 6/10KMpYOTCA yY4eTHble 3anucn nosb3oBaTesnen Tun: String
3Ha4yeHMe no yMmondaHuio: password lMpumep: SecurePasswordl23! lMpumevaHue:
MNaponb xpaHUTca B 6ase faHHbIX B 3alUM(POBAHHOM Buae

AD_BLOCK_USERS_OU (Bullet)

Ha3zsaHune: TllepemewaTb 3ab50KMpOBaHHbIE Yy4yeTHble 3anucm  OnucaHune:
NepemMewaTb Yy4YeTHble 3anucu nocne OBNOKMPOBKM B Apyroe opraHu3aunoHHOoe
nogpasneneHne (OU) Active Directory Domain Services Tun: Bullet (norundeckoe
3HavyeHue: True/False) 3HayeHne no ymonyaHuto: False Bo3Mo)XHble 3Ha4vyeHus: True
- nepemMelleHne BkO4YeHO False - nepemewieHne BbikOYeHO [MpumedaHune: Mpn
BKJIOYEeHUN Heobxoammo ykasaTb OU ana 3abnokmpoBaHHbIX MNOJib30BaTesien B
HacTponke AD BLOCK OU

AD_BLOCK_OU (String)

Ha3eaHune: OU aonsa 3abnokmpoBaHHbIX Nosnib3oBaTesnen OnucaHue: DN (Distinguished
Name) opraHusaunoHHoro noapasgeneHnsa (OU) Active Directory Domain Services
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Ons 3abnoKMpPoOBaHHbBIX y4YeTHbIX 3anmcen Tun: String 3HadyeHWe Mo yMOJIHaHUIO:
CN=Users,DC=example,DC=com Mpumep:
OU=Disabled,OU=Users,DC=corp,DC=domain,DC=com MpumMeyvaHune:
Ncnonb3yeTcs TONbKO ecnin BKJlOYeHa HacTporka AD_BLOCK USERS OU

AD_MANAGE_USERS (Bullet)

Ha3BaHune: YnpasnsaTb Yy4eTHbiMM 3anucamMu AD DS OnucaHme: Co3paBaTb W
b6nokmpoBaTbh y4eTHble 3anmcm B Microsoft Active Directory Domain Services npu
CO34aHUN W YBOJIbHEHUM COTPYOHUKOB B cucteme Tun: Bullet (normyeckoe
3HavyeHue: True/False) 3HayeHne nNo ymonyaHuto: False Bo3Mo)XHble 3Ha4vyeHuns: True
- yrnpaBJieHMEe Y4YeTHbIMW 3annucsaMm BKJIKOYEHO False - ynpaBsieHMe Y4YeTHbIMU
3anucamm  BbikaoYeHo  lMpuMmedaHume: T[pu  BKAYeHUM cuctema  byper
aBTOMaTU4YeCKN co3faBaTb Yy4YeTHble 3anucnm B AD npu co3fgaHum COTPYOHUKOB U
610KNMpoBaTb X NPU YBOJIbHEHUN

UPN (String)

Ha3BaHune: Cydpgpunkc UPN OnucanHme: UPN cydpdukc (UserPrincipalName) Active
Directory Domain Services gns aBTOMaTU4YeCKOro rMpuUCBOEHNS MNOJIb30BaTENO MpWU
co3gaHun y4eTHon 3anucm Tun: String 3HavYeHMe NO yMosl4aHuio: example.com
Mpumep: corp.domain.com wnan domain.local MNMpumedaHne: UPN mncnonbsyertcsa ans
BXOQa B CUCTEMY B popMaTe username@domain.com

AD_USERS OU (String)

HassaHue: OU nonb3oBaTenen AD DS OnwucaHue: DN (Distinguished Name)
opraHmsaumoHHoro nogpasgeneHma Active Directory Domain Services pns
XpaHeHna y4yeTHbIX 3anucen. B 3tom OU Takxe 6yayT mckaTbCA 3anncu Ans
61oKMpoBKM  Npu  yBOJIbHEHUMM Tun: String 3HayYeHMe NO  YMOJIHaHUIO:
CN=Users,DC=example,DC=com Mpumep:
OU=Employees,OU=Users,DC=corp,DC=domain,DC=com lMpumevaHune: Ybeonrtecs,
4YTO YyKasaHHaa ydeTHasa 3anucb (AD_USER) wumeeT npaBa Ha co3gaHue
nonb3oBaTtesnien B 3ToM OU

CREATE_EXCHANGE_EMAIL (Bullet)

Ha3saHune: Co3pasaTb no4yToBbIN AWwMK Exchange OnuncaHne: Co3gaHme no4YToBOro
AlWMKa Ha cepBepe Exchange nocne co3gaHua nonb3oBaTens B Active Directory Tun:
Bullet (normyeckoe 3HaveHue: True/False) 3Ha4deHMe Mo ymon4vaHuio: False
Bo3MOXXHble 3Ha4deHusa: True - co3gaHMe Mno4YToBOro suWKMKa BKAoYeHO False -
co3faHMe MOYTOBOro fAuWMKa BbiKAOYeHO [MpumevaHue: Ona paboTbl Heobxognmo
yKa3aTb agpec cepBepa Exchange B HacTponke EXCHANGE_SERVER

EXCHANGE_SERVER (String)
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Ha3BaHue: Agpec no4ytoBoro cepsepa Exchange OnucaHue: MNOAHbIN BHYTPEHHUN
FQDN-agpec cepBepa Exchange. Wcnonb3yetca Os9 aBTOMATMYEeCKOro co3faHus
MOYTOBOro fAWMKa npun gobaBneHUM HOBOro coTpyaHuka Tun: String 3HayveHue no
ymon4aHuio: exchange.corp.domain.com [lpumep: mail.corp.domain.com wnnun
exchangeO1l.corp.domain.com lNpuMedaHue: NIcnonb3yeTcsl TOJIbKO €C/IN BKJI0YEHa
HacTponka CREATE_EXCHANGE_EMAIL

1.5. Pa3zpgen "Y4é€T akTMBHOCTEN"

ACTIVITY_TRACKING_ENABLED (Bullet)

Ha3BaHue: Y4ET akTUBHOCTEN COTPYAHMKOB OnuncaHme: BKA4YnTb COOp CTaTUCTUKKU
AKTUBHOCTWN COTPYLAHWUKOB B cUCTeMe N OTYET lNepcoHan - OTYETbI = AKTUBHOCTb
Tun: Bullet (nornyeckoe 3HaveHume: True/False) 3HayveHme no ymonydaHuto: False

Bo3MoXHble 3HaveHus: True — y4€T aKTUBHOCTEN BKJIIOYEH: cOobbITUA
3anucbiBaloTca B 0a3y, NMYHKT MeHo oTobparkaeTcs nosib3oBaTeNsM C MpaBoM
noctyna K pasgeny «llepcoHan» False — y4é€T BbIKJKOYEH: COObITUA He

3anMnCbIBalOTCH, MNYHKT MEHK CKpbIT, CTpaHuMua OT4éTa HepocTynHa (404)
MpuMedaHme: TMpun BbIKIIOYEHHOW HACTPOMKe MNpoBEpKa BbIMOJIHAETCA A0 3arnucu
CobbITUA — Harpyska Ha CMCTeMY MUHMUMaJbHA. NoapobHee 0 TUNax y4NTbIBAaEMbIX
NENCTBUN U OTYETE — B PYKOBOACTBE MN0JIb30BaTeNA.

2. HacTponkun anekTpoHHOW noyThl (EmailSettings)

HacTpomkm 3NeKTPOHHOW MO4YTbl [OCTYMNHbl Ha CcTpaHuue /settings/ B pa3pene
"HacTpoOnKN 3NeKTPOHHOW MoYThbI".

2.1. OcHoBHble napaMeTpbl SMTP

Host (String)

Ha3saHune: Email Host Onuncanune: Agpec SMTP-cepBepa 419 OTNPaBKMN 3JIEKTPOHHOWN
noyTel Twun: String 3Ha4dYeHMe nNo yMon4YaHuiwo: mail.example.com T[lpumepsl:
smtp.mail.ru - gna Mail.ru smtp.gmail.com - gnga Gmail smtp.yandex.ru - ona AHgekc
smtp.corp.domain.com - Ons KOpropaTMBHOro cepsepa [lMpumevaHune: Ybepntecs,
4YTO CepBep AOCTYNEH C cepBepa NPUSIOXKEHUS

Port (Int)

Ha3saHune: Email Port OnuncaHue: MopT SMTP-cepBepa ana nogknwyeHma Tun: Int
(uenoe 4ncno) 3HayeHue Mo ymonyaHuw: 587 BO3MOXHble 3Ha4veHus: 25 -
CTaHOapTHbIA NopT SMTP (6e3 wundposaHuns) 465 - nopt SMTP ¢ SSL 587 - nopT
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SMTP c TLS (pekomeHnpyeTcs) lNMpumedaHune: Ona noptoB 465 n 587 pekomeHayeTcs
BKJ1OYNTb TLS

Use TLS (Bullet)

Ha3BaHune: Use TLS OnucaHme: Wcnonb3osaTb TLS (Transport Layer Security)
wngpoBaHne pana nogkawdeHns kK SMTP-cepsepy Twun: Bullet (norudeckoe
3HavyeHwue: True/False) 3HayeHne Mo ymonyaHuto: True Bo3MOXXHbIe 3Ha4YeHus: True -
TLS Bkto4YeH (pekomeHayeTcs) False - TLS BbikntoyeH NMpumMmeyaHue: PekomMeHayeTcs
BKJ1l0OYaTb 4219 nopToB 587 n 465

Username (String)

Ha3BaHune: Email Host User OnucaHne: imsa nosnb3oBaTens As8 aBTopu3auum Ha
SMTP-cepBepe Tun: String 3HaydyeHMe no yMonYaHuto: nycto [lpumep:
noreply@example.com wunu service_account@corp.domain.com [llpumMevaHue:
O6bbl4HO coBnagaeT C aapecoMm oTnpasBuTens. Ona Gmail moxxeT noTpeboBaThCs
"Maponb NpuNoXKeHnsa" BMecTo 0bbI4YHOro Napons

Password (String)

HassaHue: Email Host Password OnwucaHue: T[laposb A1 asBTopusauuMm  Ha
SMTP-cepsepe Tun: String 3HadyeHue nNo ymon4daHuo: nycto [lpumep:
SecurePassword123! TllpumeyvaHue: Ona Gmail Heobxogumo co3paTb “"lMaponb
NpUIoXXeHna" B HaCTporKax akkayHTa Google

2.2. Aopeca oTnpasuTens

From Email (String)

Ha3eaHune: Default From Email OnucaHne: Agpec oTnpaBuTensa no ymosa4aHuoo An4
BHYTPEHHUX nucemMm (coTpygHukam) Twun: Email (agpec 31€KTPOHHOW MOYTbl)
3HayYeHne no yMmonyaHuo: nycTto [lMpumep: noreply@example.com [lMpumevaHue:
Ecnn He yKa3aH, ncnonb3yeTcs agpec n3 HacTponku "Server Email”

From Email External (String)

Ha3saHune: Default sender address for external OnucaHue: Agpec oTnpasuTensa ans
BHELWHNX nNucem (KnneHtam). Ecam He ykasaH, Ucnosib3yeTca agpec oTrnpaBuTens
rno ymonyaHuio Tun: Email (agpec 3N1eKTPOHHOW NO4YTbl) 3HAYeHMEe Mo YMOJIHaAHUIO:
nycto Mpumep: support@example.com lNMpumevaHune: Ncnonb3yeTcs ANA OTNpPaBKuU
MnMCceM KJIMeHTaM 1 BHELWHMM NOoJib30BaTesNIaM
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Server Email (String)

Ha3BaHune: Server Email OnuncaHne: Apgpec oTnpaBuTensa npu oOTMNpaBke
yBegomneHnn o6 owwmnbkax agmMmHuctpatTopam Tun: Email (agpec 3n1eKTPOHHOWN
Mo4YTbl) 3HavYeHMe Mo yMon4YaHuto: nycto [pumep: system@example.com wnun
errors@example.com lMpumeyaHne: Ncnonb3yeTcsa A9 CUCTEMHbIX YBELOMIEHUA
coobuieHun 06 owmnbkax

3. HacTpoinku LDAP (LDAPConfig)

HacTponkn LDAP gocTynHbl Ha cTpaHuue /settings/ B pa3gene "Hactponkn LDAP".

3.1. OCHOBHbIE€ HACTPOWKW MOAKIIIOYEHUNS

Enabled (Bullet)

Ha3BaHue: AKTMBMpoOBaTb LDAP OnucaHwue: BkntoyeHne/oTkNo4eHne
ncrnonb3oBaHusa LDAP (Active Directory) ona asTopusauuu nosnb3oBaTenen Tun:
Bullet (norun4eckoe 3Ha4veHue: True/False) 3HayvyeHme no ymon4daHui: False
Bo3Mo>xHble 3Ha4veHuns: True - LDAP Bknto4veH False - LDAP Bbik/ito4eH MNMpumedaHume:
Mpwn BKKOYEHUWN MOJSIb30BaTENM CMOrYyT BXOAUTb B CUCTEMY WCMOJIb3YA Yy4YeTHble
naHHble Active Directory

Server URI (String)

Ha3saHune: LDAP Server URI OnucaHue: URI cepBepa LDAP/Active Directory Twun:
String 3HavyeHue no ymondaHuto: Idaps://Idap.corp.domain.com:636 [lpumepsbl:
Idaps://Idap.corp.domain.com:636 - gna LDAPS (3awuweHHoe coefuHeHue)
Idap://ldap.corp.domain.com:389 - pana LDAP 6e3 wwudpoBaHusa [MpumedaHune:
PekomeHayeTcs ncnonb3oaTtb LDAPS (ldaps://) ans 6e3onacHoro coegnHeHus

Bind DN (String)

Ha3ssaHume: Bind DN OnwucaHue: Distinguished Name (DN) nonb3oBaTensa nans
noaknwo4yeHna K LDAP-cepsepy Tun: String 3HadeHMe Mo yYMOJYaHWUIO:
cn=admin,dc=corp,dc=domain,dc=com Mpumep:
CN=service_user,CN=Users,DC=corp,DC=domain,DC=com T[lpuMe4vaHune: Y4yeTHas
3anncb AOJIKHA MMEeTb NnpaBa Ha YTeHMe MHopMaL MK O NoJib30BaTeNAX U rpynnax

Bind Password (String)
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Ha3BaHune: Bind Password OnucaHune: lMaponb nonb3oBaTens Aas nogkalO4eHUs K
LDAP-cepepy Tun: String 3HayeHue o yMonYaHutwo: nycto [lpumep:
SecurePassword123! T[pumedaHue: TMaponb XxpaHuTca B 6a3e QOaHHbIX B
3awndgposaHHOM Buae

Ignore cert errors (Bullet)

Ha3saHue: Ignore cert errors OnucaHne: NrHopmnpoBaTb owWKnbKM cepTudmnkaTta npu
noaknyeHun K LDAP-cepsepy (TosnbKo onsa tectuposaHus) Tun: Bullet (nornyeckoe
3Ha4veHue: True/False) 3HavyeHne No yMon4aHuio: True Bo3aMOXXHble 3HavyeHUsa: True -
nrHopupoBaTb owmnbKM cepTudurkaTa False - nposepsaTb cepTudmkaT lNMpumevaHue:
B npopakweHe pekoMeHAyeTCA YCTaHOBUTb False u mcnonb3oBaTb BasJMOHbIN
cepTnukaTt

3.2. Nonck nonb3oBaTenien

User Search Base (String)

Ha3saHue: User Search Base OnucaHue: Bba3osbin DN (Distinguished Name) nns
noucka nonb3oBaTtenen B Active Directory Tun: String 3HayeHue NO YMOJIHaHUIO:

cn=Users,dc=corp,dc=domain,dc=com Mpumep:
CN=Users,DC=corp,DC=domain,DC=com nnu
OU=Employees,OU=Users,DC=corp,DC=domain,DC=com MpumMeyvaHune:

Yka3biBaniTe OU, B KOTOPOM HaxoAATCA y4eTHble 3anncu nosib3oBaTesnen

User Filter (String)

Ha3saHue: User Filter Onucanne: ®dunbtp LDAP ana nowucka noJsib3oBaTesien.
Ncnonb3syeTca nepemeHHasa %(user)s ona nogcTaHOBKU 3HA4YeHUA JiorMHa Twun:
String 3Ha4deHme no ymondaHuto: (mail=%(user)s) Mpumepsbl: (mMail=%(user)s) -
NOUCK no email (userPrincipalName=%/(user)s) - NMOUNCK no UPN
(sAMAccountName=%(user)s) - MoOUCK Mo MMEeHW y4YeTHOM 3anucu [lNpumevaHwue:
OuNbTP [OJNIXKEH cooTBeTCTBOBAaTL (hopmaTy LDAP

User Query Field (String)

Ha3BaHune: User Query Field OnwucaHue: [Mone p[ona noucka noJib3oBaTens.
Ncnonb3syetca B uabTpe noucka Tun: String 3HayvyeHuMe Mo  YyMOSYaAHUIO:
(userPrincipalName=%(user)s) [Mpumepbl: (mMail=%(user)s) - nouck no email
(userPrincipalName=%(user)s) - nouck no UPN TllpumedaHue: [ONXKHO
CoOoTBETCTBOBaTb HacTpouke "User Filter"

3.3. Co3gaHme nonb3oBaTeneun
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User Create Base (String)

Ha3saHune: User Create Base OnwucaHue: basosbin DN (Distinguished Name)
OpraHM3auMoHHOro noapa3feneHnsa A9 Co3aaHma nonb3oBaTenem B Active
Directory (onumoHanbHO) Tun: String 3Ha4vyeHune no YMOJTHAHWNIO:
cn=ASK,cn=Users,dc=corp,dc=domain,dc=com Mpumep:
OU=ASK,0U=Users,DC=corp,DC=domain,DC=com T[llpumeyaHue: Wcnonb3yeTcs
TONIbKO €CNiM CucTemMa co3aaeT nosb3oBaTtenen B AD aBTOMaTUYECKN

UPN (String)

Ha3BaHue: UPN OnuncaHne: Cyhdukc UPN (UserPrincipalName)  gons
aBTOMATMYECKOro MNPUCBOEHUS MOJIb30BATENO MPX CO3A4aHUM YYETHOW 3anucu B
Active Directory Twun: String 3HadeHme no ymondaHuto: domain.com T[lpumep:
corp.domain.com nnmn domain.local NMpumevyaHue: UPN ncnonb3yeTca ons Bxoda B
cuctemy B hopmaTe username@domain.com

3.4. Tlonck rpynnmn

Group Search Base (String)

Ha3saHue: Group Search Base OnucaHue: ba3osbin DN (Distinguished Name) ons
nouncka rpynn B Active Directory (onunoHanbHO) Twun: String 3HadeHue 1o
YMOJTHAHUIO: dc=corp,dc=domain,dc=com Mpumep:
OU=Groups,DC=corp,DC=domain,DC=com [MpumeyaHne: Wcnonblyetca [N«
rMoucKa rpynn n HasHa4YyeHus npaB A4OCTYyMNa Ha OCHOBEe 4JieHCTBa B rpynnax AD

Group Filter (String)

Ha3saHue: Group Filter OnucaHue: ®dunbTp LDAP gna noucka rpynn (onumoHasbHO)
Tun: String 3HayeHme no ymonydaHuto: (objectCategory=Group) [pumep:
(&(objectCategory=Group)(cn=ASK*)) - nouck rpynn, HadYuHatowmxca c¢ "ASK"
NpumevaHne: PunbTp A0JIKEH COOTBETCTBOBAaTbL popMaTy LDAP

3.5. MannuHr atpubyTos

Attribute Mapping (JSON)
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Ha3BaHue: Attribute Mapping OnucaHune: JSON-mannuHr aTtpmbyToB NoJib30BaTesNs
n3 Active Directory Ha nons nonb3oBaTensd B cucteme Tun: JSON 3HadeHue no
yMOJTHaHUIO:

{ "first_name": "givenName", "last_name": "sn", "email": "mail", "title": "title",
"mobile_number": "mobile", "telephone_number": "telephoneNumber", "ip_phone":
"ipPhone", "manager_source": "manager”, "thumbnailsphoto": "thumbnailPhoto" }
OnuncaHue nonen: first name - umA nonb3oBaTens (MannuTca Ha givenName)
last_ name - hamumnma nosnb3oBatena (MannNUTCA Ha sn) email - agpec 3/1IeKTPOHHOMN
no4vTol (MannuTca Ha mail) title - pomxHOCTL (MannuTca Ha title) mobile_number -
MobuNbHLIN TenedoH (MannuTca Ha mobile) telephone_number - paboynn TenedoH
(MannuTca Ha telephoneNumber) ip_phone - IP-TenedoH (Mannutca Ha ipPhone)
manager_source - pykosBoguTesb (MannuTca Ha manager) thumbnailsphoto -
oTorpacpusa (mannutca Ha thumbnailPhoto) T[MpumevaHue: Tpn wn3MeHeHUN
MannuHra ybeguntecs, 4To aTpubyThl cywecTBytoT B Active Directory

3.6. 'pynnbl 1 npaBa

User Flags by Group (JSON)

Ha3saHue: User Flags by Group OnucaHue: JSON-mannuHr rpynn Active Directory Ha
dnaru nonbsoBaTtensa B cucteme Tun: JSON 3HavyeHMe No yMOJSIHAHMUIO:

{ "is_superuser": "CN=ask-admins,OU=ASK,DC=corp,DC=domain,DC=com",
"is_staff": "CN=ask-users,OU=ASK,DC=corp,DC=domain,DC=com" }
MNpumep:

{ "is_superuser": "CN=Domain Admins,CN=Users,DC=corp,DC=domain,DC=com",
"is_staff": "CN=ASK Users,OU=Groups,DC=corp,DC=domain,DC=com" }

OnuncaHue: is superuser - DN rpynnbl, 4YneHbl KOTOPOW MOJyYalT TrpaBsa
cynepnonb3oBatena is staff - DN rpynnbl, 4neHbl KOTOPOW nMoJsy4aloT npasa
coTpyoHuka (gnoctyn K aamMuHke) [lpumedaHue: [pu W3MEHEHUM ManmnuHra
ybenuTech, 4TO rpynnbl cyuiecTBytoT B Active Directory

Find Group Permissions (Bullet)

Ha3saHune: Find Group Permissions OnucaHue: MickaTb npaBa [oCTyna Ha OCHOBe
rpynn Active Directory Tun: Bullet (nornyeckoe 3Ha4deHue: True/False) 3Ha4vyeHuMe no
yMon4aHuio: True Bo3MoOXKHble 3Ha4YyeHua: True - NOUCK nMpas Nno rpynrnamM BKJIOYEH
False - nouck npas no rpynnam BbiKJO4YeH [puMmedvaHue: MNMpu BKAKOYEHUN cucTema
byoeT aBTOMaTU4YeCKM Ha3Ha4vaTb MpaBa [OCTyNna Ha OCHOBE YJleHCTBa
nosib3oBaTtensa B rpynnax AD

Cache Groups (Bullet)

Ha3saHue: Cache Groups OnucaHume: KawumpoBaTb MHGPOPMaUUO O rpynnax and
yckopeHus pabotbl Tun: Bullet (nornyeckoe 3HaveHue: True/False) 3HaveHne no
yMon4aHuio: True Bo3MOXHble 3HaveHusA: True - Ka3WMpoBaHMe BKJO4YeHO False -
K3WmnpoBaHMe BbIK/OYeHO lMpuMedaHmne: KawmnpoBaHne ycKopseT MNpoBepKy Mnpas
[0CTyna, HO n3MeHeHus B rpynnax AD MOryT NpMMeHATLCA C 3a4epPXXKOWn

DokymeHTaumsa ACK Jlerapyc | Bepcusa: 2.3.1 | CTpaHuua 48



Group Cache Timeout (Int)

Ha3BaHune: Group Cache Timeout OnucaHue: BpeMsa XXU3HM K3LWa rpynn B CeKyHOax
Tun: Int (uenoe 4ncno) 3HayvyeHne no ymonyaHuwo: 3600 (1 yac) Mpumep: 1800 (30
MUHYT), 7200 (2 4yaca) [lMpumeyvaHme: Wcnonb3yeTcs TOJIbKO €CJN BKJIIOYEHO
K3LWMpoBaHMe rpynn

3.7. Onunm NnoaKAYEeHNS

Connection Options (JSON)

Ha3BaHune: Connection Options OnncaHne: JonosHNTENbHbIE OMUWX MOOKIIOYEHUS K
LDAP-cepepy Tun: JSON 3HayeHMe no yMoJHaHUIO;

{ "OPT_DEBUG_LEVEL": 1, "OPT_REFERRALS": 0 }

OnuncaHue onuunn: OPT_DEBUG_LEVEL - yposeHb oTnagku (0-9, roe 0 - 6e3 oTnankn)
OPT_REFERRALS - cnepoBaTb pedepanam (0 - He cneposaTb, 1 - cnenosaThb)
MpumMmedaHme: NI3MeHeHne 3TUX ONUMN MOXXET NOBAUATbL Ha paboTy MOAK/YEHUS K
LDAP

3.8. JononHnTeNnbHble NapaMeTpbl

Always Update User (Bullet)

HasBaHue: Always Update User OnwucaHue: Bcerga o6HOBAATbL MHGMOpMauUUo 0O
nonb3oBaTtenie n3 Active Directory npu kaxpgom Bxoge Tun: Bullet (nornyeckoe
3Ha4veHue: True/False) 3HavyeHne No yMmon4aHuio: True Bo3MOXXHble 3HavyeHUs: True -
obHOBNEHME NMpU Ka>KAoM BXoae BKJoYeHO False - obHoBNeHne TONbLKO Npu NepBoM
Bxofe [lMpumevaHue: MNpu BKAOYEHUU MHGPOPMaUUs O nosib3oBaTene (umsa, email,
OOJDKHOCTb U T.4.) 6yaeT cMHXpOoHU3npoBaTbhCcsa ¢ AD npu Ka)KgoM Bxoae

4. OCHOBHbIE HACTPONKN CNCTEMDI
(MainSystemSettings)

OCHOBHble HACTPOWMKWM CUCTEMbl AOCTYMNHbI Ha CTpaHuue /settings/ B pasgene
"OCHOBHble HAaCTPOWKWN CUCTEMBI".

4.]1. TeKCTOBble HACTPONKMN
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System Name (String)

Ha3saHune: System Name OnucaHue: Ha3BaHue cucTeMbl, oTobpakaemoe B
3arosioBke cTpaHuubl Tun: String 3HadveHne no ymondaHuto: ACK lMpumep: ACK
Nerapyc wnm Cuctema ynpaBneHus kKoMmnaHuen lMpumedaHume: OTobparkaeTca B
3arosioBke 6pay3epa 1 Ha CTpaHMLUax CUCTEMDI

System description (Text)

Ha3eaHue: System description OnucaHue: OnucaHme cmnctemsol, oTobpakaemoe Ha
CTpaHuue agMmuHuctTpatTopa Tun: Text (MHOMOCTPOYHLIA TEKCT) 3Ha4veHue no
ymMondaHuio: nycto [lpumep: ABTOMaTuU3MpOBaHHAsA CUCTEMa  YrpaBJleHUS
KoMnaHunen MNMpuMedaHue: icnonb3lyeTca A8 NHHPOPMALMOHHbLIX Lienen

4.2. JloroTunbl n n3obpaxeHus

Main logo (Image)

HassaHue: Main logo (265x50) OnwucaHue: OCHOBHOW JIOrOTUN OpraHu3auuu,
oTobpakaeMbln B  UHTepdence cuctembl Tun: Image (n3obpakeHune)
PekomeHaoyembin  pa3Mmep: 265x50 nwukcenen ®opmatel: PNG, JPEG, SVG
MpumedaHue: N30bpakeHne aBTOMaTUYECKM U3MEHAETCA A0 YKa3aHHOro pasMepa
npu 3arpy3ske. OTgesnbHOM HacTponku SITE_ LOGO HeT — ncnonb3ymnte 3TO Nnose.

Favicon (Image)

Ha3BaHue: Site favicon (.ico) OnncaHue: IkoHKa canTa, oTobparkaemMas BO BKlagke
bpay3epa Tun: Image (n3obpakeHmne) dopmart: .ico PekomeHayeMbIN pa3mep: 32x32
nukcens MNMpumevaHne: Mcnonb3lyeTca Kak favicon bpaysepa

Menu logo (Image)

HasBaHue: Menu logo (512x512) OnucaHwue: Jlorotun ansa otobpakeHns B MEHH0
cuctembl Tun: Image (n3obpaxeHne) PekomeHayembin pa3mep: 512x512 nukcenen
®opmaThl: PNG, JPEG, SVG MNMpuMedaHue: N3o06parkeHne aBToMaTUYECKN N3MEHAETCS
[0 yKa3aHHOro pasMepa rnpu 3arpyske

Login Page Logo (Image)
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Ha3eaHue: Login Page Logo (225x225) OnwucaHune: Jlorotun, oTobparkaeMbln Ha
CTpaHuue Bxoda B cuctemy Tun: Image (n3obpaxkeHne) PekoMeHOyeMbln pa3Mep:
225x225 nwukcenen ®opmatbl: PNG, JPEG, SVG [lpumevaHune: WN3obpaxeHue
aBTOMATMYECKU U3MEHSETCH 0 YKa3aHHOro pasmMepa npu 3arpyske

Telegram bot QR code (Image)

Ha3saHune: Telegram bot QR code (150x150) OnucaHune: QR-koa ons nogkato4eHns
K Telegram-60Ty, oTobOpa)kaeMbll B MEHI W Ha CTpaHuue Bxoga Tun: Image
(n3o0bpaxkeHne) PekomeHgyembln pa3mep: 150x150 nukcenen ®opmaTthl: PNG, JPEG
NMpumedaHne: QR-KO4 MOXHO CcreHepupoBaTb Ha caunTe https://qrcode.tec-it.com/
NN aHaNorMYHbIX CepBUCaXx, YKasas CCblJIKY Ha Telegram-6oTa

Telegram bot URL for employees (URL)

Ha3eaHune: Telegram bot URL for employees OnuncaHue: Ccbinka Ha Telegram-6oTa
COTPYAHUKOB Ha CcTpaHuue Bxona lMpumep: https://t.me/ask_employees bot

MAX bot URL for employees (URL)

Ha3ssaHne: MAX bot URL for employees OnwucaHume: Ccbinka Ha MAX-6oTa
COTPYOHUKOB Ha cTpaHuue Bxoaa lNMpumep: https://max.ru/@id123456 bot

Telegram notifications enabled (Bullet)

HaseaHue: Telegram notifications enabled OnuncaHne: FnobanbHoe
BKJIIOYEHME/OTKIIO4YeHNne oTnpaBku Nobbix Telegram-yBefoMneHun 3Ha4veHume Mo
ymon4daHuio: True

MAX notifications enabled (Bullet)

Ha3BaHue: MAX notifications enabled OnucaHune: FnobanbHoe
BKJIlOYEHMe/oTKAoYeHne oTnpaBkn nwbbix MAX-yBeaoMAeHUN 3Ha4vyeHue 1o
yMosi4aHuio: True

PepnakTupoBaHMe HacTpoek

[oCcTyn K HacTponKam
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BonauTe B cmcteMy nof y4eTHOM 3arnncblo C MpaBaMn HAaCTPOWKK CUCTeMbI (rpynna
"System-Settings") Mepenante B pasgen "HacTpomkmn" (MKOHKaA LWWeCTepeHKu B
MeHI0) unum no agpecy /settings/ BoibepuTe HY>XHbIN pa3aen HacTpoek

PepnakTupoBaHme HacTpoek SystemSettings

B paspene "CucrtemHble HaACTPOWMKW" HaAMOUTE HYXHYI HACTPOMKY B CrUCKe
HacTponkn crpynnupoBaHbl No cekumam: OCHOBHble HacTpoMkn be3onacHOCTb
YBenomneHms ABTopusaumsa YYET aKTUBHOCTEN HaXxmMuTe Ha HaCTpPoOuKy AN
pefakTupoBaHUs Mi3MeHNTe 3HadyeHne B COOTBETCTBUM C TUMNOM HacTpouku: String -
BBeOUTE TeKCTOoBOe 3Ha4veHue Int - BBeauTe uesnoe 4ucno Float - BBeauTe 4ncno ¢
nnasatowen To4kom Bullet - Bbibepute "BkawyeHo" wunu "BbikaoveHO" Hakmute
KHonky "CoxpaHuTb"

PepnakTupoBaHmne HacTtpoek EmailSettings

B pa3gene "HacTpomku 3neKTpoHHOW noyThl" 3anonHuTe ¢dopmy: Host - agpec
SMTP-cepBepa Port - nopt SMTP-cepBepa Use TLS - ycTaHoBUTe (1aXXOK AOn4
ncnosnb3oBaHUa TLS Username - nmsa nonb3oBaTensa aaa astopusaumm Password -
naposib ansa astopusaunm From email - agpec oTnpasuTensa ona BHYTPEHHUX NMUCEM
From email external - agpec oTnpaBuTena Ana BHEWHUX NuceM Server email - agpec
oTnpaBuUTeNns Ans CUCTEMHbIX yBegoMneHun Haxxmurte KHonky "CoxpaHnTb"

PenakTnposaHue Hactpoek LDAPConfig

B paspene "HacTtponku LDAP" 3anonHuTe ¢dopmy: Enabled - ycTaHOBUTE hyia)xok
nns skawdeHusa LDAP Server URI - agpec LDAP-cepsepa Bind DN - DN nonb3oBaTtens
ana nogknwydeHma Bind Password - naponb nosb3oBaTensa User Search Base -
b6asoBbin DN pna nowucka nosb3oBaTenen User Filter - unbTp [na noucka
nonb3oBaTtenien N pgpyrve HacTpoOMKM B COOTBETCTBUM C Balleh KOHpurypaumen
Haxxmute KHonky "CoxpaHuTtb"

PepnakTupoBaHme HacTpoek MainSystemSettings

B pa3pene "OCHOBHble HACTPOMKW cuUCTeMbl" (BkNagka 6a30BbiX HACTPOEK)
3anonHnTte d¢opmy: System Name - Ha3BaHMe cucTeMbl (oTobparkaeTca B
3arosioBkax) System description - onucaHue cuctembl Main logo - 3arpys3uTte
ocHoBHOM sorotun (265x50) Favicon - 3arpy3mTe WMKOHKY canTa Menu logo -
3arpysuTte norotun gnsa meHio Login Page Logo - 3arpysnTte norotun gas CTpaHuubl
Bxona Telegram bot QR code - 3arpy3uTte QR-koa Telegram-6oTa Telegram bot URL
for employees / MAX bot URL for employees - ccbinikm Ha 60TOoB Telegram
notifications enabled / MAX notifications enabled - rnobanbHble BbIKAOYaTENN
MecceHaXepoB HaxxmuTte kHonky "CoxpaHuTb"

Tunbl 3Ha4YeHUN HaACTPoOEK
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String (S)

OnuncaHune: TekcToBoe 3HayeHue [lpumepbl: ACK Jlerapyc, smtp.example.com,
Europe/Moscow OrpaHunydyeHnda: MakcnmasnbHas gamHa 255 cnmMBo10B

Int (1)

OnuncaHune: Uenoe 4ucno lMpumepsl: 150, 50, 3600 OrpaHnyveHunsa: TosibKO uesble
yucna (6es gpobHon HYacTn)

Float (F)

OnuncaHune: Yucno c nnasatowen To4vkown lMpumepsl: 2.3, 10.5, 0.1 OrpaHuY4eHuns:
MNMopnep)xmBaeT AecATUYHbIE apobn

Bullet (B)

OnuncaHue: Jlornyeckoe 3HavyeHume (ga/HeT) Bo3MoOXKHbIe 3HaYeHusa: True - BKJII0YEHO
False - BbiknoyeHo OTtobpaxkeHue: B wuHTepdence oTobpakaeTca Kak
"BkatovyeHo"/"Bbiknto4yeHo"

[MpMedaHuns

N3meHeHna npumeHsaoTca cpa3dy: [locne CcoxpaHeHUss HaCTPOMKU UN3MEHEeHUSd
NnPMMeHsATCAa HeMmepsieHHo, 6e3 nepe3arpy3ku cepsepa [lpoBepka 3Ha4YeHUNR:
CncteMa aBTOMATUYECKN MNPOBEPSAET KOPPEKTHOCTb 3HAY€HUAN B 3aBUCUMOCTU OT
TUNa HAaCTPOMKN 3HAYeHUs Mo ymondaHuto: NMpun HeobxoanMOCTN MOXKHO BEPHYTb
HaCTPOWKY K 3HAYEHWUIO MO YMOJIHAHMUIO, YKa3aHHOMY B OMMcaHuUn be3onacHOCThb:
HekoTopble HAaCTPOMKM (Napoan, TOKEHbI) XPaHATCA B 3aundpoBaHHOM Buae B base
NaHHbIX Pe3epBHOe KonNupoBaHMe: PekoMeHOyeTCa peryaspHoO co3aaBaThb
pe3epBHble Konun 6a3bl AaHHbIX, BKJOYasd HAaCTPOWNKN CUCTEMBI

HacTponkn moayns "3agayn

[oCTyn K HacTponKam:

MNepengute B pasgen "Hactponkun" -> "3agadmn"” nm B cuctemHom agMuHke: "Tasks"
-> "Tasks settings"

HacTponkun pasgena "OCHOBHble HACTPONKN":

SUBORDINATE_ALL (Bullet) - OenervpoBaTb 3afayyn MOXHO BceM WHavye TosibkO
NOAYUNHEHHBIM, TO eCTb COTPYAHWKaM, Y KOTOPbIX AeNerupynLliunin ykKasaH B
KayecTse pykosoouTens 3HavyeHue no YMOJTHaHUNIO: False
MEETING_RECORDING_SUMMARY_ENABLED (Bullet) - PacnosHaBaHue 3anucen
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coelwaHnn BkovaeT 6710k 3anMce Ha KapTo4YKe COBelWaHus, BKJAOKWU
«TpaHckpunT» / «UToru», 3anyck STT (GigaAM/Whisper + gnapusauuvs) n cammapu
yepe3 Ollama 3Ha4veHue no ymonyaHuio: False lMepepn BkaovYeHUeM HyXHbl ffmpeg,
mozenn B ml_models/, GigaAM (nnn pexum whisper_only), Ollama wn Celery ¢
oyepenblto stt — cm. 2.4 ML: STT, Ollama, mogenwu

CnpaBoYHUKN MOAYNIA:

NCTOYHMKIM 3a4a4 - NCTOYHNKM CO3JaHunA 3aaau

MNpaBa (rpynnsbl): Task-View, Task-Manage, Task-ASAP; Meeting-View,
Meeting-Manage; Top-Man / superuser (tasks/rules.py). T[lonb3oBaTenbckue
BO3MOX>XHOCTU KapTO4KM (nporpecc, HanoMmHaHuda, Mapkepsbl, take/grab): 3apayn
2.1+.

HacTponkn mogynsa "CepBuc-geck

Hactponkn moaynsa "Cepsuc-geck"

Moaynb cepBuc-geck (Texnoggep>xka) nNpenocTaBssieT KOMMJEKCHY CcuUctemy
ynpasneHusa obpaweHnsamMm n 3aaBkamun. HacTpomku MOAYNS L[OCTYMHbl 4epes
pa3gen "HacTtponkn" — "Servicedesk" B Nnosib30BaTe/IbCKOW agMUHKE.

CTpYyKTypa HacTpoek

HacTponkn moaynsa opraHn3oBaHbl B HECKOJIbKO BKJ1a40K:

SLA - HacTpoWka cornaweHun ob yposHe obcny>xmeaHusa (B T.4. Service x Priority)
CnpaBOYHUKN - KaTanor ycayr, cTaTycChbl (3awmta cucteMHbix), «lMoyta = ycnyra»,
K/to4YeBble C/NloBa KOMaHA HacTpomkm - OCHOBHble napaMeTpbl MOAyNs
(TEAM_ASSIGNMENT_PRIORITY u ap.) ABTOMaTuyeckas Kjhaccuukauma 3afaBOK -
ML-knaccugpumkaumsa Tuna un KaTeropum, obyydyeHme wmopgenenm Hactpomkm KPI -
HacTponka cuctembl pacdeTa KPl UHTerpaumsa ¢ Bitrix24 — CMHXPOHM3aUMA 3a8BOK
n 3apay; none Default service KPI v2 (c Bepcum 2.1.0) HacTpoinka oueHok paboTbl (C
Bepcun 2.1.0) VolP — HacTpomnka TenegoHun (c sepcun 2.1.0) CMDB — HacTponka
obopynoBaHus (c BEpCUn 2.1.0) KomMmaHabl NCcnosiHnTenen —
/settings/servicedesk/executor-teams/ (CRUD B CMDB); yBefoMsieHne
TEAM_ASSIGN_REQUEST — cM. 3. HacTtpounkn n user-manual KomaHabl Timesheets
— /servicedesk/timesheets/settings/ (Tex. cornacywowun, email 6yxrantepun,
CTaBkM); user-manual VY4éT 4vacoB KOHTponb nNpocTod — NapaMeTpbl
REQUEST IDLE_* B 3. HacTpouku; user-manual KoHTponb npocTtos LabnoHbl nnaHa
paboT (4eknucTtbel) —  /settings/servicedesk/checklist-templates/ LabnoHsbl
pernaMeHTHbIX 3a8BOK — /settings/servicedesk/maintenance-templates/;
pacnuncaHua — /servicedesk/maintenance/schedules/

Pabouyne pykoBoacTBa Ansa cneumanucTos: KaTanor ycnyr, MapwpyTusauus
KaHanos, SLA Ha 3asBKe, PernamMeHTHble 3a9BKMW.

[JoCTyn K HaCTpPOMKam

MNepengute B pasgen "Hactponku" — "CepBuc-geck" Nnm B CMCTEMHOW afgMUHKE:
"Servicedesk" - "Servicedesk settings"
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1. SLA

HOocTtyn: HacTpomkm -> Servicedesk -> SLA URL: /settings/sla/ Bknagka SLA
npegHa3HavyeHa 018 HaCcTpoWku cornaweHun ob yposHe obcnyxuBaHus (Service
Level Agreement). SLA onpenenstoT CPOKN peakLunn 1 BbIMOJHEHNS 3asBOK.

1.1. HacTtponkun SLA

SLA ON (Twn: Bullet, No ymon4aHuio: True)

HasBaHuMe: YcTaHaB/MBaTb CPOK peakuum M BbiNoJHEHUA 1o SLA OnucaHue: Ons
KoppekTHon paboTbl SLA Heobxogummo onpegeneHme pacnucaHms paboTol
(support.schedules.Schedule) Pazgen: SLA

SLA BY_PRIORITY (Twun: Bullet, Mo ymon4yaHwuio: True)

Ha3saHue: Ha3sHa4vaTb SLA no npuoputeTy OnunucaHue: Ecnm BKIOYEHO, NnpuoputeT
cyuTaeTca U3 BAUAHUA, NOonpaBku kaTteropuu m VIP 3aasutena/nony4vatens; SLA
BblbMpaeTca no uenoyke client+service —» ServicexPriority = default ycnyru — SLA
npuoputeta (cm. n. 1.3). CyuwecTBywlMne 3adaBKM aBTOMATU4YeCKU He
nepecymTbiBatoTCA. Pasgen: SLA

VIP_PRIORITY_ADJUST (Twn: Int, No ymon4aHuio: -1)

Ha3BaHune: MNMonpaska npuoputeta gnga VIP Onuncanne: Casur ypoBHSA nNpuopuTeTa,
ecnn cpenwn 3aasutenen wam nony4vatenen ectb VIP. OTpuuaTenbHoe 3HavyeHue
rnoBbIlWaeT CPOYHOCTb. Pazgen: SLA

WORKAROUND_PRIORITY_ADJUST (Twun: Int, Mo ymon4daHuio: 1)

Ha3BaHue: MNonpaBka npuoputeTa npm obxoaHoMm nyTm OnucaHue: COABUI YPOBHSA
npuopuTeTa, ecain y 3as8BKN OoTMeYyeH 06xoaHon nyTb. 0N0XXNTeNnbHOE 3HaYeHune
MOHM>XXaeT CPOYHOCTb. Pasgen: SLA

SLA PRIORITY_INCIDENT _TYPES (Twn: String, o ymon4aHuio:
NHunpeHT)

HasBaHuMe: Tunbl 3a9BOK C aBTonpuoputetoM OnncaHue: Yepes 3anaTyo — TuUnMbI,
O KOTOPbIX NpuopuTeT cyuTaeTca u3 BansgHusa/kateropun/VIP. OcTasibHble Tunbl
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NCNoNb3yT NPMOpUTET NO yMon4daHuio Tuna (+ VIP / obxoaHom nyTh). Pasgen: SLA

drnkcaumnsa akTN4eCKoro BpeMeHmn peakumnm

TN HACTPOMKU PUKCUPYIOT (hpakKTudeckoe BpeMs peakuumn (respondedtime), a He
BbIbMpaloT cornaweHmne SLA 1 He nNepecHMTbLIBAOT MJIaHOBbLIN CPOK (responsetime).
Ecnm peakuma yxxe 3anucaHa, NOBTOpHoe cobbiTue eé He 3aTupaeTt (Kpome
nepexona B pabo4uninn ctatyc npu Bkao4éHHoM RESPONSE_TIME_WORK).

RESPONSE_TIME_EXECUTOR (Tun: Bullet, Mo ymon4daHuio: True)

Ha3BaHue: YcTaHaB/MBaTb BpeMsA peakuun rnpu nepBoM HasHa4YeHUU UCNoJIHUTeNS
OnucaHne: ®ukcupyetT respondedtime npu nNepBoM Ha3HaAYeHUU JINYHOIO
ncnonHuTena. Pasgen: SLA

RESPONSE_TIME_WORK (Tun: Bullet, No ymonyaHuto: True)

Ha3BaHue: YcTaHaBAMBaTb BpeEMS peakumm npu nepexone B ntobon pabo4umin ctaTtyc
OnucaHune: dukcmpyeT respondedtime npu nepexone 3asBKM B CTAaTyC C TUMNOM
WORK (Hanpumep «B paboTe», «K ncnonHeHuwo», «HoBas» — ecnm y ctatyca Tun
WORK). Pazgen: SLA

RESPONSE_TIME_COMMENT (Twn: Bullet, Mo ymonyaHuio: True)

Ha3BaHune: YcTaHaBnMBaTb BpeMs peakumm npu pobaBieHUNn KOMMeHTapus
OnucaHune: ®ukcupyet respondedtime npu pobaBneHMn KOMMeHTapuUsa K 3asBKe.
Pa3spen: SLA

RESPONSE_TIME_STARTDATE (Tun: Bullet, Mo ymon4daHuio: True)

HaseaHuMe: YcTaHaB/MBaTbL BPEMS peakuuu Mnpu yKasaHUm cpoka «[puctynmtb»
OnucaHne: odukcmpyet respondedtime B MOMEHT MepBOro YyKa3aHUsA CpoOKa
«Mpuctynutb» (startdate) Ha HOBOM wNAM YyXxe 3aperncTpupoBaHHOW 3asiBKe.
CpabaTbiBaeT npu perncrpaumun, npaBke CpOKa B KapTOyKe, CMeHe MCMNOoJIHUTenNs,
nepeTackmBaHum B KaneHgape u nybnmkaumm 4YepHOBMKA, €CAM CPOK yxe
3arnoJsiHeH. oBTOpPHasa CMeHa WM O4YUCTKa CPOKa BPeEMSA peakuunm He MeHSIT. Yxe
3anuncaHHoe respondedtime He nepe3anuceiBaeTcd. Pasgen: SLA

1.2. Co3gaHune n ynpasseHune SLA

Monga SLA: Ha3BaHue, onucaHwue, BpemMs peakuunmn " BbIMOJIHEHUSA
(AHWM/9acbl/MNHYTHI), «He y4nTboiBaTh paboyune Yacbl», «BKIOYHEHO».
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1.3. Ha3sHa4deHune SLA (pexxum SLA BY PRIORITY)

PekomeHoyemas cxema:

BnvaHne - 6asoBbin npuoputeT (base priority) KaTeropma — nonpaska
priority_adjust (oTpuuaTenbHoe nosbilaeT CPOY4HOCTL) VIP 3asBuTens/nony4vatesnsb
- VIP_PRIORITY_ADJUST O6xogHon nyTb - WORKAROUND PRIORITY ADJUST
NTorosbin npnoputeT - SLA BbibMpaeTcs B nopsgke: KIMEHTCKoe npasuso client +
service + category + type (n meHee cneuundunyHble client+service); legacy
client-npasuna 6e3 ycnyru; Service x Priority SLA (Bknagka «KaTtanor ycnyr» B
cnpaBoYHUKax); service.default sla; SLA, npuBaA3aHHbLIA K NPUOPUTETY; CUCTEMHbIN
Default SLA.

CnpaBO4HUKM HacTpamBatoTca B HacTponkn —» CnpaBoyYHUKN SD:

KaTanor ycnyr: special statuses, default SLA, maTpuua Service X Priority BavsiHue:
CucTemMHoe Ha3BaHue (code), ypoBeHb, 6a30BbIN MPUNOPUTET, rasoyka yBeooOMIEHUS
MeHepxepy, KPl-BaxxHOCTb (cM. § 2.6 CnpaBo4HukU) [lpropuTeTbl: YpPOBEHb
(P1...P4), SLA Kateropuu: ycnyra, KPl cnoXHoOCTb, nonpaska npuopuTteTa Tunbi:
yCAyru, npuopuTeT No yMmoa4aHuio (418 HEMHUMAEHTHbIX TUMOB)

Py4yHas cMeHa npuopuTeTa Ha KapToudke qukcmpyeT ero (priority locked); kHonka
«ABTOMNpPMOpPUTET» CHUMaeT qukcaumio. User-manual: SLA Ha 3asaBke, OLA Ha
3aaBKe, KaTasor ycnyr.

1.4. Legacy-maTpuua (SLA BY_PRIORITY BbIK/ItOYEH)

Ecnm SLA_BY _PRIORITY=False, ncnonbsyetcsa matpuua € y4€TOM yCNyru:

Obwume SLA (SLADefined)

Ycnyra (ecnu 3agaHa) + kateropusa (HeobasatenbHo) + Tun (obs3aTtenbHO) = SLA;
nanee fallback Ha default ycnyrmn n cnctemubin Default SLA

SLA ona knmeHTtoB (ClientSLADefined)

Mopsaok noucka (c ycnyrown, 3atem legacy 6e3 ycnyrn):

KnneHT + ycnyra + kateropusa + tun KnneHT + ycnyra + Kateropus / Tun / TONbKO
ycnyra Legacy: KnmeHT + KaTeropus + Tun (n MeHee cneunduyHblie 6e3 ycayru)
Obwume npasuna - Default SLA

la. OLA n 3ckanauyms

HocTtyn: HacTtponkn — Servicedesk — OLA URL: /settings/ola/ OLA (Operational Level
Agreement) — BHyTpeHHUE CpOoKK paboTbl Ha NHUK NOAAEPKKU. KnneHTCckun SLA
Npu 3TOM HE MEeHseTCS.

HacTponkwu
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OLA ON (Bullet, no ymonyaHuto True)

Bknto4ynTb Ha3HavyeHne nonnTmkn OLA 1 y4é€T ypoBHEN Ha 3asiBKaXx.

OLA AUTO_ESCALATE (Bullet, no ymon4yaHuio True)

MNepuoanyeckn (Kaxkaywo MUHYTY) NpPoOBepATb Mpocpo4veHHbln ola_deadline wu
3CKanMpoBaTb Ha Cnenyuwnin ypoBeHsb.

YPOBHU NOoOOEPKKN

CnpaBOYHUK nnHUA (L1 / L2 / L3 ...): KoA4, NOpAfoK, KOMaHga no yMoJi4aHUio
(CITeam), onunoHanbHbIN KaHan Mattermost.

[MTonNTUKM N Wwarnm

Monntmnka noabmnpaeTcs no Hanbonee cneyndPmyHoMy coBnageHunio: client / service /
priority / type (nycTtoe none = nwobon). LLar nonntunkn:

Mone CmbiCn

YpoBeHb TekyLiasa nmHusa

OnutenbHocTb OLA HW / Yacbl / MUHYThI

Escalate to level Cnepywowmnm yposeHb npu breach

Clear executor CHATb ncnosiHMTenA (No ymon4aHuio aa)

Assign level team Ha3Ha4uTb default team cnepytouwiero ypoBHs

Notify MM YBenomneHue B Mattermost

Raise priority MoBbICUTb MPUOPUTET Ha OAVNH YPOBEHbL

Cnpgbl nocne murpaunu: nonntnka Default OLA — L1 15 MuH = L2 30 MmuH = L3 60
MWH.

[loBeaeHMe Ha 3asBKe

Mpwn co3paHum / nybnnkaunm 4epHoBMKa cTapTyeT nepsbin war OLA. MNMay3a cTtaTyca
(slatimer=False) ctasnT OLA Ha nay3y BMmecTe co SLA. lNpesBbilleHne geananHa nau
KHOMKa 3cCKanauusa: CHATUE WCNONHUTEeNs, rnepexon Ha chefylwmin YypoBeHb,
XXypHan, MM. Mpu CHATUM nUcnonHUTens co ctaTtyca «B pabote»/«HoBas» cTaTycC
nepeBoanTCcsa B «K NCNONHEHNIO» (KaK MpU PYYHOW CMEeHe Ha3Ha4deHus). 3akpbiTue
3a8BKM ocTaHaBauBaeT OLA-Tanmep.

Ha kapTouke: 6bengxx ypoBHS / gepnaniHa OLA psgom Cc npuoputeToM; B 6Bnoke
MoJsIHOM MHGopMaLUnMnM — CTpoka «YpoBeHb / OLA».

Backfill oTKpbITbIX 3a9BOK
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.venv/bin/python manage.py backfill ola --dry-run .venv/bin/python manage.py
backfill_ola

2. CnpaBOYHUKHN

LocTtyn: HacTponkn -> Servicedesk -> CnpaBoYHUKN URL:
/settings/servicedesk/directories/ Bknagka  "CnpaBO4YHUKW"  COLEPXUT  BCe
CNpaBOYHbIE AaHHbIE, UCMOJIb3YEMbIE B MOAY/1€ CEPBUC-AECK.

2.0. KaTtanor ycnyr (RequestService)

OnepaumnoHHaa rpaHunua npouecca: ACL, cTaTycbl, Tunbl, KaTteropuu, SLA wu
MapwpyTusauua. Bknagka Ul: «KaTanor ycnyr». [lona ycnyru:

Kog (slug, yHUKasnbHbIN), Ha3BaHWe, onncaHne, NopsLoK oTobpa>keHnsa AKTUBHA, Mo
yMon4aHuio (Tosibko ofHa) Pexxum snaumocTu: staff_wide (TechDep) nnn restricted
(koMmaHabl/nogpasgeneHnsa npocMoTpa) KomaHabl / nogpasfesieHns npocMoTpa
(viewer_teams, viewer _departments) KomaHga vucnonHuTenenm no ymosvaHuio, SLA
no ymonyaHuio Special statuses: cTtaTyc aBTOCO34aHUA, PYYHOW perucTpauyunmn, «B
paboTe», nepeoTkpblTUa lNpueaskn: kKateropum (FK Ha ycnyry), Tunbl U CTaTycChl
(M2M)

Ha Tom e Bkjnagke —  Tabnuua SLA  ycnyrum X npuopuTeT
(RequestServicePrioritySLA). YnpaBneHue:

Co3paHue: /settings/servicedesk/service/create/ PepnakTunpoBaHue:
/settings/servicedesk/service/update// YoaneHue / heakTmeauuns:

/settings/servicedesk/service/delete// (ycnyry no yMon4aHuio yoaanTb HeNb3d; npu
HanM4nUn 3a9BOK — AeaKTuBaLus)
User-manual: Katanor ycnyr, MapwpyTusaumnsa KaHaos.

2.1. KaTteropumn 3asaB0K (RequestCategory)

Nepapxunyeckass CTPyKTypa KaTeropuint 3asaBoK. KaTeropum MoOryT UMeTb
poauTenbCckMe KaTeropuu. Mons:

HasBaHue (oba3aTenbHOe, YHMKaNbHOE) - HasBaHWe KaTeropuu OnucaHue
(HeobsizaTenbHoe) -  onucaHue  KaTeropum  PoguTenbckas  KaTeropus
(HeobsizaTenbHoOE) - ANS CO3OaHUS Mepapxun Ycayra — KaTeropus npuHagnexuT
oAHOWN ycnyre KaTasora Fpynna ucnonHuTenen no ymondaHuto, KPI-CNOXXHOCTb,
nornpaska npuopuTeTa

YnpaBneHune:
Co3pnaHue: /settings/servicedesk/category/create/ PenakTupoBaHue:
/settings/servicedesk/category/update// YpoaneHwue:

/settings/servicedesk/category/delete//

2.2. Tunbl 3a8B0K (RequestType)

Tunbl 3a9BOK onNpenenstoT xapakTep obpalieHus. Mons:
HasBaHue (o6sA3aTenbHoe, yHMKasbHOE) - Ha3BaHMe Tuna 3aABku [lpyMedaHue
(Heobs3aTenbHoOE) - gononHUTeNnbHaa MHgopmaumna Mo ymonyaHuto (Bullet) - Tun,
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KOTOopbIn ByaeT BbibpaH Mo yMO4aHUIO MPU CO34aHNN 3a9BKU (MOXKET BbiTb TONBKO
oaunH) Ycnyrm (MHOXEeCTBEHHbIN BbiI6Op) — ONA KaKuUxX ycayr Tun AONyCTUM
MpuopuTeT MO YMOJHYAaHNIO — OJ19 TUMOB BHE aBTONPUOpUTETa MO BAUSHUIO
YnpasneHune:

Co3paHue: /settings/servicedesk/type/create/ PepnakTupoBaHue:
/settings/servicedesk/type/update// Yaanenune: /settings/servicedesk/type/delete//

2.3. CtaTychl 3asB0K (RequestStatus)

CTaTycCbl onpenenstoT TekyLlee COCTosAHUeE 3aaBKN. Mons:

Ha3saHne (ob6a3aTenbHoe, YyHWUKaNbHOE) - Ha3BaHMe cTaTyca [lpumevaHue
(Heobs3aTenbHOE) - gononHUTeNbHaa nHhopmauna Tun ctaTtyca: B pabote (WORK)
Ha nayse (PAUSE) 3akpbiT (CLOSE) Tammep SLA Bkawo4deH (Bullet) - y4uTbiBaTbh
BpemMsa B SLA ansa 3Toro ctaTtyca LBeT - uBeT otobpaxkeHus ctaTtyca (Dark Blue,
Grey, Green, Blue, Orange, Red, Black, Light gray) No ymon4yaHuio (Bullet) - cTaTyc
Mo ymondaHuio (MoxeT 6bITb TONbKO 0anH) Paboyninn ctatyc (Bullet) - anaeTcs nn
ctaTyc paboymm Mopanok otobpaxkeHmsa (1-20) - NOPAAOK COPTUPOBKU (MEHbLUE =
Bblle) Ycnyrn (MHOXKECTBEHHbIN BbIBOp) — 019 KaKUX ycnyr cTaTyC AONyCcTUM

3alWnTa CUCTEMHbIX CTaTyCOB

[eBsaTb MMEH 3awnTbl B BusHec-noruky. lNMepenmeHoBaTb WM yAaAUTb UX HENb3S
(dpopma, Ul, Django Admin, ORM):

HoBass K wncnonHeHunto B paboTe [dencrteme TpeTbenm CTOPOHbI OTBET KJ/MEHTa
OnnaTa lNocTaBKa BbinosiHeH OTMeHeHa

Co3gaHme CTaTycoB C 3TUMWU MMEeHaMWU MpU NepBUYHON 3arpyske (PUKCTypbl)
pa3peweHo. OcTanbHble aTpmbyTbl (UBET, MOPSAAOK, TWUM, MPUBSA3KA K yCsyram)
penakTupyrTCca Kak 06bl4HO. [Mosb30BaTeNbCKMEe CTaTyCbl C OPYrMMW MMEHaMU
MO>XHO MepenMeHOBbIBaTb U yOansaTb. YripaBieHue:

Co3paHue: /settings/servicedesk/status/create/ PenakTupoBaHue:
/settings/servicedesk/status/update// YaoaneHue:
/settings/servicedesk/status/delete//

2.4. lNepexonbl cTaTycoB (StatusTransition)

OnpepnensaoT, Kakue CTaTyCbl MOXHO YCTaHOBUTb W3 Tekylwero craTyca pAnns
KOHKpeTHOoro nogpasneneHus. Nons:

MNoppa3sneneHne (HeobasaTenbHOE) - €C/IN HE YyKa3aHo, NMPaBUIo NPUMEHSAETCA KO
BCeM nogpasneneHnsam Ycnyra (obssaTenbHoe) — nepexon OeNCTBYeT B paMKax
ycnyrn katanora Tekywuin cTtaTyc (obs3aTenbHoe) - CTaTyC, M3 KOTOPOro
BbiNosIHAETCA nepexon Crnepywowme cTaTycbl (obA3aTesnbHOE, MHOXECTBEHHbLIN
BbIOOP) - CTaTyChbl, B KOTOPbIE MOXKHO MepenTun

YnpasneHune:
Co3pnaHue: /settings/servicedesk/statustransition/create/ PepakTnpoBaHue:
/settings/servicedesk/statustransition/update// YoaneHwue:

/settings/servicedesk/statustransition/delete//

2.5. MNMpuopuTteTbl 3a89B0K (RequestPriority)
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MpropunTeThbl ONpenensaioT BaXXHOCTb 3asaBKW. [Mons:

HasBaHune (oba3aTenbHOe, YHWKaNbHOE) - Ha3BaHue npuoputeTta OnucaHue
(HeobsA3aTenbHoe) - pononHuTenbHas WHgopmauma Mo ymondaHuio (Bullet) -
NnPUOpMTET MO YMONYaHMIO (MOXeT 6biTb TONILKO OAMH) YPOBEHb M MPUBA3AHHbIN
SLA (pexxum SLA_BY_PRIORITY)

YnpaBneHue:
Co3paHue: /settings/servicedesk/priority/create/ PepnakTupoBaHue:
/settings/servicedesk/priority/update// YaoaneHwue:

/settings/servicedesk/priority/delete//

2.6. BnnaHumne 3aaBokK (Requestimpact)

BansHue onpepnenset macwTab BO3AenCTBUSA 3a9BKU Ha paboTy kameHTa. OT Hero
3aBucAT 6Gasosbl npuoputeT (ANa umHumpgeHtos), KPl-BaxHocTb (KPI v2) n
(onumoHanbHO) yBeaoMIeHNne MeHeaXepy KaneHTa o6 nHungeHTe. Nons:
CucteMHoe Ha3BaHue (code) — cTabuibHbIN TeXHUYECKUA K4 (naTuHWua a-z,
undpbl, ). icnonb3lyeTca B KoAe U MHTerpaumnax; otobpa>kaemoe Ha3BaHME MOXKHO
MeHATb cBoboaHO. Ha3BaHue (oba3aTenbHOe, YyHUKalIbHOE) — NOAMUCH B
nHTepgence lMpumedaHne (HeobazaTenbHoe) YpoBeHb BAUAHUA (level) — 4em
MeHblle 3HayeHue, TeM wumpe mMacwTab (1 = BCA KOMMNaHuA, 5 = oOuH
nosb3oBaTesib). iIcnonb3yeTcs AN COPTUPOBKU B CUCKaX; He y4acTByeT B pacyéTe
npuoputeTa/SLA. Mo ymonyaHuio (Bullet) — BaMaHne no ymon4yaHumio npu cosgaHmm
3a8BKU (MOXeT ObITb TOJIbKO 0A4HO) Ba3oBbIn NpuopuUTeT — CTApPTOBLIV MPUOPUTET
ona  unHUnpgeHTtoB (pexwum SLA BY PRIORITY) YBenomnatb MeHepxepa 06
nHumpeHTtax (notify_manager_on_incident) — ecnn BKJIOYEHO, MpU MHUMUAEHTE C
3TUM  BJIMAHUEM  MeHe)Xepy KJIMeHTa yxoauT  ysegomjeHue  (wabnoH
IncidentNotificationToClientManager). Mo yMonyaHuio BbikO4YeHO. KPI-BaXXHOCTb
(kpi_importance) — MHOXUTeNb 6annos 3aa8ku B KPI v2

NMone VIP B Mopenun coxpaHeHO AOad COBMECTUMOCTW, HO He ucnonbsyetca: VIP
3aABUTENb/NONy4HaTe b noBbIlWaeT npuopuTeT yepes HaCTPOWNKY
VIP_PRIORITY_ADJUST, a He 4epe3 noaMeHy BJINAHUA.

YBenomneHne MeHen)xepy KJIneHTa

Ycnosue «KputuHeckoe BAnAHUEe» 6onblle He 3aBfA3aHO Ha CUCTEMHbIA Kof.
PeweHne npuHuMaeT rasnodka notify_manager on_incident Ha 3anucu BAUSHUS.
YBegomneHne  (wabnoH IncidentNotificationToClientManager)  oTnpaBnseTcs
MeHeLKepy KJIMEeHTa, eC/in 3a8BKa — UHUMOEHT N BbINOJHAETCHA XO0Ta 6bl O4HO U3
yCNoBUN:

y BblOpaHHOro BAMSHUS BKIOYEHO «YBeLOMNATb MeHep)xepa 06 MHUMOEHTax»;
cpeon nonyyaTtenem ecTb «Bce cOTpyAHUKM»; (MpU MU3MEHEeHUUN 3asBKU) Takxe
y4nTbIBaETCA nosiBNeHune nokaummu — CM.
send_notification_if incident _conditions_met B servicedesk/notify.py.

HacTpanBaeTcss B crnpaBoOYHWUKE BAUSAHUN (hopMa co3faHusa/pefakTUpoBaHUSa U
KosoHKa B /settings/servicedesk/directories/#impacts).

CuctemMmHoe Ha3BaHue

roe NMNoBepeHune
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CnpaBo4yHukm SD (/settings/servicedesk/directories/#impacts) KonoHka «System
code». Mpun co3faHUM MONbL30BATENbCKOrO BAUAHUA KoL Heobsa3aTeneH. locne
COXPaHEHMA C KOAOM — U3MEHUTb HeMb34.

Django Admin (/admin/servicedesk/requestimpact/) Kon oTobpakaeTca m MoxxeT
OblTb N3MEHEH agMUHUCTPATOPOM (C NpoOBEPKON hopMaTa U YHUKANbHOCTHN).

API GET/POST/PATCH /api/servicedesk/impacts/ — nons code,
notify_manager_on_incident; y cywecTBylowen 3anucm C KOAOM nosie code
read-only. B 3asBke: impact_code (read-only).

CTtaHOapTHbIN Habop (dbukcTypa)

Mpw nepsou yCTaHOBKe, ecnu CMpaBOYHUK BJINAAHNIA nycT, n3
sd_request_impacts.json co3patoTca 3anucu:

code Ha3BaHune no ymon4yaHuio level basoBbin npnoputeT YBen. meHenxepy KPI
oneemployee OaunH nonb3oBaTtenb 5 Hu3kunm Het 1,00

someorvip Heckonbko nan VIP 4 Obbl4yHbIM aa 1,20

department Otgen 3 Boicokun HeT 1,40

site NMnowanka 2 Boicoknn HeT 1,60

company Bcsa komnaHua 1 Kputundeckun ga 2,00

Echm B B yXe ecTb XxoTa 6bl OOHO BAMAHWE, (PUKCTypa MNpyv MUrpaumsax He
noarpy>xaetcsa noBTOpHO. lNpn obHoBNeHuMU cyuwiecTtByowen b murpaums 0115
BKJIHOYAET rajloyky y company nm someorvip, 4Tobbl COXpaHUTb NMpe)xKHee rnosefeHune
yBeOOMJIEHUN.

3alWNLLEHHbIE CUCTEMHbIE BJINAHUS

Tpyn Koda 3awuweHbl OT ypaneHus (company, oneemployee, someorvip). B
MoJib30BaTE/IbCKMX CMPaBOYHUKAX UX Hesb38 yAauTb (KHOMKa yaaneHnsa cKpbiTa).
B Django Admin yganeHune Takxe 3anpelweHo. [lepontHoe BANSHNE HOBOWN 3a8BKWU
— 3anucb ¢ default=True (0bbl4HO oneemployee). YBeaoMneHuUss MeHedxXepy He
npuBs3aHbl K KoLy — TOJIbKO K rasodke notify_manager on_incident. BanaHus
department u site nMelT CUCTEMHbIE KOAbl, HO He 3awuleHbl oT yaaneHusa B Ul
CMpaBOYHUKOB. YrnpasseHue (Nojsib3oBaTesibCKas agMUHKA):

Co3paHue: /settings/servicedesk/impact/create/ PenakTupoBaHue:
/settings/servicedesk/impact/update// YaoaneHue:
/settings/servicedesk/impact/delete// (kpome 3aLUULWLEHHbBIX KOLOB)

Django Admin (3asBkKK): hunbTp NO BAUAHUIO, MaccoBoe aencteue «Change impact
for selected requests».

2.7. cTo4yHUKKM 3aaBOK (RequestSource)

NcTo4YHMKM onpenensioT, OTKy4a NocTynuia 3aaska. Mons:

Ha3BaHue (ob6sa3aTesibHOE, YHMKaJIbHOE) - Ha3BaHWE WCTOYHUKA [lpuMedaHue
(HeobazaTenbHoe) - pononHUTenbHaa uWHGopMauusa [lo ymondaHuio (Bullet) -
WCTOYHUK N0 YMOJSIHaHuio (MoXXeT OblTb TOJIbKO OAMH) Ycsyra no ymoJsi4aHuio
(default_service) — fallback B resolver, ecnu KaHan He 3agan ycnyry siBHO

YnpasneHune:
Co3pnaHue: /settings/servicedesk/source/create/ PepakTnpoBaHue:
/settings/servicedesk/source/update// YoaneHwue:

/settings/servicedesk/source/delete//
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2.8. Tunbl nnueH3nposaHuMsa (Licensing)

Tunobl nnueH3npoBaHNA NCNOJb3YIOTCA ANA KJ'IaCCVIqI)VIKaLI,VIVI KNneHToB. MNons:

HasBaHue (obs3aTenbHOe) - Ha3BaHMe TuNa AuuUeH3uMpoBaHusa [lpuMedaHue
(HeobsA3aTeNnbHOE) - AONONHUTENbHAA NHOPMaLMSA

YnpaBneHue:

Co3paHue: /settings/servicedesk/licensing/create/ PenakTupoBaHue:
/settings/servicedesk/licensing/update// YaoaneHwue:

/settings/servicedesk/licensing/delete//

2.9. PacnucaHunsa paboTtbl (Schedule)

PacnucaHuna onpepensatoT paboyme vackl gnsa pacyeta SLA. MNons:

Ha3BaHune (obsa3aTenbHOE) - Ha3BaHMe pacnucaHma NMNpumedvaHue (HeobazaTenbHoe)
- onncaHue pacnucaHums

HacTponka paboymx pHen: Ona KakAoro pacrnucaHma HacTpauBalTca paboyume
OHW:

OeHb Hepenu - TloHepenbHWUK, BTopHukK, Cpepna, Yetsepr, MatHuua, Cy66o0Ta,
BockpeceHbe Havano paboTbl - BpeMsa Havana paboyero gHsa (no ymondaHuto 09:00)
OKOH4YaHue paboTbl - BpeMsA OKOH4YaHuA pabovero AgHA (no ymonydaHuto 18:00)
Ha4ano nepepbiBa (HeobsA3aTenbHoe) - BpeMsa Hayana obepneHHOro nepepbiBa

OKOH4YaHue nepepbiBa (Heoba3aTenbHoe) - BpeMsa OKOHYaHUSA obedeHHOro
nepepbiBa

YnpasneHune:

Co3pnaHue: /settings/servicedesk/schedule/create/ PepnakTunpoBaHue:
/settings/servicedesk/schedule/update// YoaneHwue:

/settings/servicedesk/schedule/delete//

2.10. NMoyTa - ycnyra (EmailServiceRoute)

MapLwpyTusaumsa Bxogawen noyThbl B YCAyry Katajsora no agpecy To. He nyTaTb C
EmailFilter (oTbpacbiBaHMe nucem). Bknagka Ul: «MoyTa — ycnyra». Mona: agpec
nonyyaTens, onuuoHanbHbIM mMailbox, ycnyra, nNopsaaok, akKTUBHO. YMnpaBreHue:
/settings/servicedesk/email-service-route/create|update|delete/... MoapobHee:
MapLpyTusaumsa KaHaloB.

2.11. Knto4yeBble cqioBa Ha3Ha4YeHUA KOMaH bl
(TeamAssignmentKeyword)

ABTOHa3HayeHMe KOMaHAbl MO BXOXOEHUIO KJIIOYEBOro CJloBa B TeMy U TeKCT
obpaweHna. Bknagka Ul: «KniodeBble cnoBa». lNons: KAw4YeBOe CNOBO, KOMaHAa,
onuMoOHaNbLHO YycCsyra, NopsAaoK, akTuBHO. [MpmnoputeT keyword vs KaTeropus
3apaétca HacTponkon TEAM_ASSIGNMENT _PRIORITY (3HaveHusa keyword / category)
Ha BKNagke «HacTpomnkm». User-manual: KomaHObl ncnonHUTENen.
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3. HacTponkn

HdocTtyn: HacTtpomku -> Servicedesk -> HacTtpomkm URL: /settings/servicedesk/
Bknagka "HacTpowmkn" copoepXmuT BCe MNapaMeTpbl MOAYNA CepBUC-OECK,
OpraHM30BaHHbIE MO pa3genam.

3.1. 9ckanaynga n NnomMoLlb

ESCALATION TO_MM (Twun: Bullet, Mo ymonyaHuto: True)

Ha3saHune: Sckanauma B Mattermost OnucaHune: Ecnnm BKAOYEHO, Ha KapTovke
3a89BKW OOCTYMNHa KHOMKa «3CKasnauusa»: oTnpaBnseTca coobuweHne B Mattermost
(webhook / KaHan M3 HaCcTpoOEeK HMXKE) K 3annCb B XKYPHaa 3adBKU. NICMOMHNTENb C
3a8BKM He CHMMaeTcA. Pasgen: Dckanaumsa v nomoLlb

ESCALATION_MM_WEBHOOK (Twvn: String, Mo ymonyaHuto: ")

Ha3BaHune: Mattermost gna sckanauymm OnwucaHue: Agpec WEBHOOK Paspen:
dcKanauuns n nomMoLlb Mpumep:
https://teams.example.com/hooks/XXXXXXXXXXXXXXXXXXXXXX

ESCALATION_MM_CHANNEL (Twun: String, Mo ymonyaHutio:
"escalation")

Ha3BaHune: KaHan gna sckanauymm B Mattermost OnuncaHune: Paspen: Sckanaumsa wm
nomMoulb

HELP_TO_MM (Tun: Bullet, Mo ymon4daHuio: True)

HasBaHuMe: 3anpoc nomowm n3 3asaBkm B Mattermost OnuncaHune: Pasgen: ckanaums
“ NOMoLLb

HELP_MM_ CHANNEL (Twn: String, lNo ymon4aHwuto: "town-square")

Ha3saHune: KaHan gnsa 3anpoca nomowm OnucaHue: Pasgen: 3ckanaunsa n noMmoLlb

3.2. YBeQOM/IeHUSs 3as9BUTenam
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EMAIL TO_CLIENTS (Twn: Bullet, No ymon4aHuio: False)

Ha3BaHue: YBenoMNATb 3asaBUTENEN Mo 3JIeKTPOHHOW noyTe OnucaHue: Obuias
HacTpoMKa OTMPaBKW YBEAOMJIEHMA KAWeHTaM. Ecnu BbIKNOYEHO, HUKaKue
yBEOMNEHUS HUKAKUM KJIMEHTAM He oTnpasnatTcs. Pa3pen: YeenomneHus
3a9BUTENaM

REQUESTER _REQUEST _CLOSE (Tun: Bullet, Mo ymon4aHuio: True)

Ha3BaHne: YBeOoomneHme 3asBUTENI0 O BbINOJIHEHUN/OTKNOHEHNN obpaweHuns
OnuncaHve: Pa3pgen: YBegomMaeHus 3aaBuUTensam

REQUESTER REQUEST RESUME (Twn: Bullet, Mo ymonyaHwuo:
True)

HaseaHune: OTnpaBndaTb 3aaBUTEO pe3toMe no 3adske OnuncaHue: ECcnum BKJOYEHO,
TO 3asBUTENO B NMUCbME O BbINMOJHEHUM ObpaleHna oTnpaBasSeTCa KOMMEHTapui,
OCTaBJIEHHbIN CNeunaancToM Npu 3akpblTUN. Pasgen: YeegoMsieHUs 3a9BUTENAM

REQUESTER_REMIND_INVOICE (Twun: Bullet, Mo ymonyaHuio: True)

Ha3BaHune: YBegomsieHne 3assButento ob onnate cyeTa noctaBku OnucaHme: HE
PABOTAET. HanomunHaHue 3asaBUTENl0 O HeobxoAuMOCTM onnaTbl paHee
BbICTABJIEHHOro C4Y€Ta A4Ona 3aBepweHus pabotr no obpaweHuto Paspen:
YBenoMIeHUA 3as9BUTENAM

REQUESTER REQUEST UPDATE (Twn: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: YBemomneHume 3asButento 060 BcCex W3MEHEHUsAX Mo 06paLLl,eHI/II'O
OnwucaHune: Ecnn BKNOYEHO, TO 3asBUTENIO OoTrnpaBnAaeTCA coobuieHune npum NtobbIX
N3MeHEHNAX - CMEHa CpOoKa, wucnoaHmTenda, CtaTtyCa, MNpUopmnTETa, BJINAHUA,
KaTeropunm n T1.n. Paspen: YBegoMneHna 3asgsBuTensam

REQUESTER _CHANGE_EXECUTOR (Tun: Bullet, Mo yMmon4aHuio:
True)

Ha3BaHue: YBeooMieHne 3aaBUTENO O Ha3HavYeHun ncnonHutena OnncaHune: Ecnnm
BKJIIOHEHO, TO 3adaBUTEJIb 6y,ueT noay4yaTb yBeAOMJIEHUA O Ka>XOOM Ha3Ha4YeHUn m
CMEHE NCMNOJIHNTENA MO 06pau_|,eH|/|+o. Pa3gen: YeegoMneHns 3aaBUTENAM

REQUESTER_REQ_REQUEST (Twun: Bullet, Mo ymon4yaHuto: True)
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Ha3BaHune: YBeoomneHume 3asBUTEN0 O peructpauum obpaweHunsa OnucaHune:
Paspnen: YBenoomneHus 3asa9BUTENAM

RECIPIENT_REQ_REQUEST (Tun: Bullet, No ymonyaHuto: True)

Ha3BaHue: YBegomaeHue nosy4daTtesnio o perncrpaumm obpaiweHmnsa Onuncanne: Ecnm
3aABUTENb W MojayyaTenb OAHO AuLo, TO npaBwio He paboTaeT Paspen:
YBeAoMNIeHNA 3a9BUTENAM

REQUESTER REOPEN _REQUEST (Twn: Bullet, Mo ymon4daHuio: True)

Ha3BaHune: YBenoMseHne 3asaBuTesnto 0 Bo3BpaTe obpaweHua B paboty OnucaHume:
Pasnen: YBeaoMIeHUs 3a8BUTENSAM

REQUEST_CANCEL (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: YBegomnenHune 3assutento o6 otmeHe obpaweHus OnucaHue: Paspen:
YBeooMNeHns 3aaBuTensam

REQUESTER_REQUEST DONE (Twun: Bullet, Mo ymondaHuio: True)

Ha3sBaHne: YBepnomsieHne 3asiBUTENO O BbiNOJHeHUM obpaweHna OnucaHune:
Paspen: YBeoMIeHUS 3a9BUTENSAM

REQUESTER REQUEST RESUME_FEEDBACK (Twun: Bullet, Mo
yMonyaHuio: True)

Ha3saHune: ObpaTHasa cBA3b No obpaweHnto OnucaHmne: Ecnm BKAKOYEHO, B MUCbMO
3a8BUTENI0 O 3aBepleHnn paboT MoxeT BKYaTbCA ONOK C 3anpoOCOM OLEHKWU
KadectBa. OTOoenbHO OT BHYTpPeHHUX oueHok [/[] B uHTepdence (cMm. OueHka
paboTbl). Pazgen: YBeooMneHns 3aaBuTensam

3.3. YBeoOMJIeEHUA MeHea)xepam

MANAGER VIP_REG _REQUEST (Tun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: MeHepxepy o perucrtpaummn obpaweHua ot VIP OnucaHue: Paspen:
YBenomneHua MmeHen>xepam
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MANAGER _FROM_DISMISS (Twun: Bullet, Mo ymonyaHwuio: True)

Ha3BaHue: MeHenxepy 06 obpalleHnn OT YBONEHHOrO COTPYAHWUKA KIAWEHTAa
OnuncaHue: Pasgen: YBeaoMaeHNa MeHea xepam

MANAGER FROM NOACTUAL_CLIENT (Twun: Bullet, Mo ymon4aHuio:
True)

Ha3zBaHune: MeHepxepy 06 obpalleHun oT COTpyAHMKA He aKTyaJlbHOro KJMeHTa
OnucaHune: Pa3gen: YBefoMIEHUA MeHeaXepam

EMAIL ANSWER_MANAGER NOACTUAL CLIENT (Twn: Bullet, MNo
yMonyaHuio: True)

Ha3sBaHwue: OTI'IpaBJ'IﬂTb no4yToBoe yBeaOMJIEHNA MeHeO)Xepy eC/In 3adBKa OT He
adKTYyaJIbHOINo KJINEHTa OnwucaHune: Pa3pen: YBeaomMeHns MeHe>XepaM

EMAIL ANSWER_MANAGER NOACTUAL REQUESTER (Tun: Bullet,
Mo ymon4vaHuto: True)

Ha3sBaHwue: OTI'IpaBJ'IﬂTb rno4yToBoe yBeadoMJIeEHUA MeHepO)Xepy €eCJin 3adaBKa OT
YBOJIEHHOIO 3aABUTENA OnucaHwne: Paszgen: YBeaoMsieHNS MeHed)KepaMm

3.4. YBegoMAeHNa NCNOJHUTENISAM

EXECUTOR_ANSWER REQUESTER (Tun: Bullet, Mo ymon4aHwuio:
True)

Ha3saHue: NUcnonHuTeno o6 oteBeTe (KoMMeHTapuu) 3aasutena OnncaHune: Paspen:
YBeoOMJIeHNA NCNONHUTENAM

CHANGE_COMMENT (Twn: Bullet, Mo ymonyaHuio: True)

Ha3saHne: WcnonHutento o6 wnsMeHeHUn KoMMeHTapusa OnwucaHune: Paspen:
YBeooMNeHUsa NCNoJIHNTensam
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EXECUTOR_ASSIGN_REQUEST (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: UcnonHUTento o Ha3HayeHun obpalleHuns K UcnosHeHuto OnucaHue:
BkntoyaeT wabnoH AssignExecutorRequest npu HazHa4YeHUU JIMHHOMO UCMOSTHUTENS
(B T.4. KOrga B KOMaHAe POBHO OAMH YYACTHMK M OH HA3HAYAETCS aBTOMATUYECKN
npwn co3naHum 3asBkun). Pasgen: YBeaoMaeHNs UCMONHUTENSM

TEAM_ASSIGN_REQUEST (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHne: KomMaHae O Ha3HayeHun obpalieHma K ucnosHeHuto Onucanune: Mpu
co3gaHuK 3as8BKK C nonem «pynna ncnonHntenen» (n 6e3 INYHOro NCMOSTHNTENS)
n ecam B KomaHae 6onblle 0oOHOro y4YacTHMKa — wabnoH AssignTeamRequest
YyXOAUT BCEM aKTUBHbLIM YJleHaM KOMaHAbl (Kpome co3paTens). [pun cMeHe KOMaHAbl
y>Xe B KapTO4Ke 3asBKW 3Ta paccbisika He Bbi3biBaeTca. [loapobHee pans
rnosib3oBaTtenen: KomaHabl ncrnosHntTenen. Paspen: YsegomneHuUsa NCNOJIHUTENAM

TEAM_ASSIGNMENT _PRIORITY (Twun: String, Mo ymon4aHuio:
keyword)

HaseaHue: [lNpunopuTteT aBTOHa3Ha4dYeHUA KOMaHAbl OnucaHme: YTO Ba)kHee npu
nonbope KoOMaHAbl N0 yMon4aHuto: keyword (Knto4yeBble CNOBa B TEME/TEKCTE) Uan
category (KomaHga KaTeropuu). [anbwe — KOMaHAa YCayrm u KJAWeHTa.
CnpaBoYHUK KOYeBbIX C/10B; 2. CripaBo4YHUKW. Pa3zgen: HasHayeHMe / KOMaHObI

EXECUTOR _NEW_EXECUTOR (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: cmonHuTento o Ha3Ha4YeHun HoBoro mcnonHutensa OnucaHue: Paspen:
YBegoMneHnsa NCNOAHUTENSM

EXECUTOR _CHANGE_PRIORITY (Tun: Bullet, Mo ymon4daHuio: True)

Ha3sBaHue: McnonHuTesnt o0 CMeHe npnMopuTETa 06paLLI,eHI/IFI OnwucaHune: Paspen:
YBenoMneHna NCroJIHUTEeNsaIm

CREATE_REQUEST TASK REQUEST _EXECUTOR (Tun: Bullet, Mo
yMon4aHuio: False)

Ha3sBaHue: NcnonHuTeno 3asBKWU npn co3pgaHumM 3ada4dnm Mo 3adaBKe OnucaHune:
Pa3pgen: YBegoMneHUs NCNONHUTENAM
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CREATE_REQUEST TASK EXECUTOR (Twun: Bullet, Mo ymondaHuio:
True)

Ha3BaHune: WcnonHuTenwo 3agayvm npu cospgaHum 3apadm OnucaHue: Paspen:
YBenoMneHusa NCcnosiHnTenam

OLD_EXECUTOR _REASSIGN_REQUEST (Twun: Bullet, MNo
yMonyaHuio: True)

Ha3BaHune: YBeoOMATL Mpe)XHero UCrosIHNTeNa no 3asdBke 0 CMeHe NCNOJIHUTEeNA
OnucaHune: OTI'IpaBJ'IﬂTb yBeOooMJieHne UCNOJHUTENII0O Mo 3adBKe eCc/in Obina
npomnsseneHa CMeHa ncnosHuTend. Pazgen: YeefoMneHUa UCMNONHNTENAM

3.5. Peructpayna obpawieHunn

EMAIL CREATE_FROM_DOMAIN (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: PernctpmnpoBaTb 3asdaBuTenen n obpalleHns oT HEM3BECTHbIX agpecaToB
C OOMEHOB KaneHToB OnucaHue: Ecnm BKAKOYEHO, TO NpW NOCTYMNJI€HUX NUCbMa B
CUCTEeMYy OT HEM3BECTHOro agpecaTta, HO JOMEeH KOTOPOro coBnagaeT C MMeLWmmMcs
B CMCTeMe OOMEHOM KJMeHTa, agpecaT OyaeT 3aperucTtpupoBaH Kak 3asBUTENb
KNneHTa n co3naHo obpalweHune. Paszgen: Pernctpaumnsa obpawieHnn

EMAIL CREATE_UNKNOWN (Twun: Bullet, Mo ymonyaHuio: False)

Ha3BaHue: PeructpupoBaTb obpalleHnss OT HEeW3BECTHbIX ajapecaTtoB OnucaHue:
Ecnn BkAtoYeHo, To ByayT perncTpmpoBaThbCs 3aBKWM HA OCHOBAHWU MOCTYMNAOLWMX
Mo 3/IEKTPOHHOW NOYTE NMUCEM OT HEUM3BECTHbIX aapecaToBs. MNpn 3ToM oTNpaBuUTENb
He [o/KeH ObITb B YEPHOM CMUCKE WUAM COOTBETCTBYWLIMX MNpaBunam GuabTpa
3/1IeKTPOHHOW No4Thl. Pa3zgen: Peructpauuns obpalieHnn

REQUEST_ANSWER_DAYS (Tun: Int, Mo ymon4aHuio: 3)

Ha3BaHune: Cpok nepeoTkpbiTUA 3asBKKM OnuncaHune: Konnm4ecTtBo AHEN, B TeyeHue
KOTOPbIX 3aKpbiTas 3asiBKa MOXeT ObiTb aBTOMaTU4YeCKM BO3BpalleHa B cTaTyc "B
paboTe" Npn nony4yeHnn nnucbMa oT 3aaBuTtena Pasgen: Peructpauma obpalwieHnn

MONITORING_SYSTEM_EMAIL (Tun: String, No ymon4aHuto: "")
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HasBaHue: Apapec oTnpaBuTens CUCTeMbl MOHUTOpMHra OnucaHme: Email,
NCMoJib3yeMbI ANS OTMPABKN CUCTEMHbIX YBEAOMJIEHUA U OTYETOB MOHWUTOPUHIa
Paspen: Pernctpaumnsa obpaigeHuin MNpumep: monitoring@example.com

ASK START DATE_ON_STATUS CHANGE (Tun: Bullet, No
yMon4aHuio: False)

Ha3BaHue: 3anpawwuBaTb AaTy Ha4dana paboT npm cMmeHe ctaTtyca OnucaHue: Ecnum
BKJIOYEHO, TO NMPU CMeHe cTaTyca 3asBKM OyneT 3anpawumsBaTbCA [aTa Ha4vasna
paboT. MNepBoe yKasaHume cpoka «MpucTynnTb» MNpPU BKJIKOYEHHON HacTpowmke SLA
RESPONSE_TIME_STARTDATE TakXe duKkcupyeT (akTn4eckoe BpeMs peakummn —
cM. SLA. Pasgen: Pernctpaumnsa obpalieHuin

SHOW_COMMENTS_FOR_EXTERNAL_USERS (Twun: Bullet, Mo
yMon4aHuio: False)

Ha3BaHue: BHewHMe Nonb3oBaTeNIN KJAMEHTa BUOAT BCe KOMMeHTapuu OnucaHue:
Ecnun Bbikl0OYEHO, TO BHELLHME MO0J1b30BaTeNIM HE BUAAT KOMMEHTapun BHYTPEHHUX
COTpyAHUKOB. Pasgen: Perncrpaumsa obpalieHui

LIMIT_EXTERNAL EXECUTOR REQUEST VIEW (Tun: Bullet, Mo
yMon4aHuio: False)

Ha3eaHune: OrpaHu4yeHmne BMONMOCTU 3a8BOK OJ19 BHELWHMX MNOJIb30BaTEsIN C POJIbIO
'ncnonHuTens' OnmncaHne: Ecnm BKIIOYEHO, TO BHELUHUE MOJIb30BaTeNN KJANEHTA C
ponbio 'CrioNiHUTesNb' BULAAT TOJIbKO Te 3adBKW, rAe OHW SABNAIOTCHA aBTOPOM,
3aaBuTenemMm, nosiydatenem mnm 3aaBkm 6e3 mcnonHmtens. Paspen: Peructpauyums
obpaweHun

3.6. [Npoyne ysegomMieHuUs

REQUEST_CANCEL _UNKNOWN (Twun: Bullet, Mo ymon4yaHwuto: False)

HasBaHue: OTnpaBnsTb yBegomseHne o6 oTmeHe obpaweHns HensBeCTHbIM
agpecaTtam OnucaHune: Pasgen: MNMpoyne yBegomMieHus

EMAIL_ UNKNOWN (Twun: Bullet, Mo ymon4yaHuio: True)

Ha3sBaHue: YBeOoMJieHMe HeW3BeCTHbIM agpecaTaM 006 OTKJIOHeHUM obpalleHus
OnucaHue: Ecnm BKAOYEHO U BbIK/IOYEHA HAacTpoika "PernctpupoBaTb obpalleHuns
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OT Heu3BeCTHbIX ajpecaToB"”, TO OTNpPaBuUTeNO OTnpasnseTca coobuieHne 6e3
pernctpauun 3aaskun. Paspen: lNpo4vne yseaomneHuns

UNKNOWN_REQ_REQUEST (Twun: Bullet, Mo ymon4aHutio: False)

Ha3BaHne: YBeoomsieHne HensBeCTHbIM agpecataM O peructpaumm obpaweHus
OnuncaHmne: OTnpasBnsgeTcsa TOJIbLKO B CJ/lydae ec/iM  BKJIlOY4EHa HacTpouKa
"PernctpupoBaTtb obpaweHnsas OT HeunsBecCcTHbIX agpecaTtoB" Paspgen: T[lpoyue
yBeaoMJIeHuns

REQUEST_TASK NOTIFY (Tun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: YeegomneHus ob nameHeHun 3agay no 3asskam OnucaHmne: OTNpaBnsaTb
yBeAOMJIEHME WCMOJIHUTEN0 3afaydun, HabnwogaTenam u  MNOCTAaHOBLUMKY MNpw
W3MEHEeHUW, yOalleHUn 1 OTMeTKe O BbINOJIHeHUW 3aja4vn No 3asBke Paspen:
Mpoyne yBegomMmneHuns

REQUEST _TO_SPAM (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: OTnpaBnsaTb HabnogaTenaMm no 3asiBke yBegoMJIeHMe O TOM YTO NUCbMO
nobaBneHo B YepHbIn cnucok OnucaHune: Pasgen: Mpoyne yBeaomMmaeHus

NEW_COMMENT (Twn: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: YBeaomMnaTb uUCNonHUTeNns U Habnwopgatenen 3asaBkn o0 pobaBneHumn
KOMMEHTapus OnwucaHune: Paspen: I'Ipoqvle yBeAOMJIEHNA

REPLY_COMMENT (Twun: Bullet, Mo ymon4yaHuio: True)

HasBaHue: YBeoomnaTb wucnosHuTens un Habnwgatenen 3asaBkum o6 oTBeTe Ha
KoMMeHTapuinn OnucaHue: Pasgen: lNpoyne yBeooMneHus

EMAIL ANSWER_NOACTUAL_CLIENT (Twun: Bullet, Mo ymon4aHuio:
True)

Ha3BaHne: OTBET He aKTyaJlbHbIM K/IMEHTaM O npekpaweHun pabotbl OnucaHune:
Paspgen: NMpoyne ysegomneHuns

3.7. KaneHpapb pecypcos
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REMIND _RESOURCE (Tun: Bullet, Mo ymon4daHuto: False)

Ha3BaHune: YBegomnenme ob npubnmxeHunm cpoka aenctemsa pecypca OnucaHune:
OTnpaBAaATb HaNoMUHaHMA 06 NCTeYeHUn Cpoka AENCTBUA pecypca U3 KaneHdaps
pecypcos Pa3gen: KaneHgapb pecypcoB

CREATE_REMIND PAYMENT REQUEST (Twun: Bullet, Mo
yMos4aHuio: False)

HasBaHue: Co3maBaTb 3asBKy CEpPBUCAECK MNpu MNPUBIMXXEHUN CPOKa [OencTBus
pecypca OnwucaHue: Co3gaBaTb 3aABKY CEPBUCOECK MPU NPUBIMXEHUM CPOKa
NCTevyeHns [HOencTBUs pecypca W3 KaneHdapss pecypcoB Pasgen: KaneHpapb
pecypcos

REMIND_RESOURCE_EMAIL (Twun: String, Mo ymon4aHuio: "")

Ha3BaHue: Anpec ons oTnpaBku yseaomneHnn KaneHnpapsa pecypcos OnucaHue: Ha
KakoW ajpec 3/1IeKTPOHHOM NoYThbl OyayT OTNpaBnAATbCA YyBeAOMJIEHUA O
NpMBAMXEHNN NCTEYEeHUS CPpOKa OencTBUS pecypca Pasgen: KaneHoapb pecypcos
Mpumep: help@example.com

REMIND_RESOURCE_DAY (Twun: Int, Mo ymon4aHwuto: 5)

HasBaHue: CpoK YyBeAOMJIEHMS WUCTeYeHus pecypca OnucaHue: 3a CKOJIbKO
KafleHOapHbIX [OHeW OO0 WCTeYEeHUs CpokKa [eNcTBUs pecypca oOTnpaBfsATb
yBegomneHne Pasgen: KaneHaapb pecypcos

3.8. KPI

KPI_ENABLED (Twn: Bullet, Mo ymonyaHuio: False)

Ha3BaHune: PaccuuTbiBaTb KPlI OnuncaHmne: Ecnu BKAKOYEHO, TO OOCTYyMNHa cucTtema
pacyeTta KPI no 3asgeBkam Pa3zgen: KPI

3.8.1. Dashboard
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WORKLOAD_DEFAULT _DEPARTMENT (Twun: String, Mo ymon4aHwuio:
IIII)

Ha3saHue: MNMoapasageneHue no ymosdaHuto (3arpyska cneynannctos) OnucanHue: ID
noapasgeneHusa, npensbibnpaemoe B uabTpe Ha CTpaHUUEe  3arpysku
cneuvanuncToB. NycTto — Bce coTpyaHukn. Paspen: Dashboard

ANALYTICS_DEFAULT _SERVICE (Twun: String, No ymon4anuio: ")

Ha3BaHue: Ycnyra no ymonyaHuio Ans aHanantukm OnucaHue: Ycnyra kKaTanora,
npensbibnpaemana B ¢dunbTpe «Ycnyra» Ha cTpaHuuax /servicedesk/analytics/.
Boibop 13 aKkTuBHbIX ycnyr (select2). Mycto — Bce ycayrm, Q[OCTynHble
nonb3oBaTtento. Ecnm  ycnyra  HeakTMBHa WM HeOOCTyMHa  TeKyuwemy
nosnb3oBaTento, npensbibop nrHopmpyetcs. Paspen: Dashboard

3.9. KOHTpoO/1b NpoCTO4

REQUEST IDLE _ENABLED (Twun: Bullet, Mo ymon4aHuio: True)

Ha3sBaHwue: KOHTpOJ'Ib NMPOCTOA 3ad4BOK B CTaTycCe «B pa60Te>> OnucaHne: BKAOYNTb
HAaMOMNHAHNA N aBTOMAaTUYECKUIA BO3BpPaAT 3aABKN K UCMOJIHEHWUIO MPUN OTCYTCTBUN
aKTUBHOCTU. CM. user-manual KOHTpOJ’Ib MpPoOCTOA. Paspen: KOHTpOJ'Ib npocCToA

REQUEST IDLE_REMINDER _WORK_HOURS (Tun: Int, Mo
yMOJIHaHu0: 3)

Ha3BaHue: HanoMuHaHmne ncnonHutento (pabodmne yackl) OnucaHme: Yepes cKosibko
paboynx 4acoB 6e3 aKTMBHOCTWU OTMPABUTb HaMOMMUHAHWE UCNoNHUTeN. Pasnen:
KOHTpOob NpocTos

REQUEST _IDLE_PENALTY_WORK HOURS (Tun: Int, No ymon4aHwuto:
8)

Ha3BaHue: Bo3BpaT K ucnonHeHuto (paboyme 4vacbl) OnucaHue: Yepes CKONbKO
paboymx 4YacoB 6e3 aKTMBHOCTW BEPHYTb 3asABKY B CTaTyC «K UCMOMHEHu» 1
BbiICTaBUTb ebann «Cknepozzz» (akTmBHOCTb C code=request idle, aBTOp —
pykoBoAuTeNb ncnonHutTens). Pasgen: KoHTpoab NpocTos

YcTapeno ¢ 2.2.2: HacTponka REQUEST IDLE SYSTEM_USER ypnaneHa n3 cuctemsbl.
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3.9a. ABTOoOTMeHa «OTBeT KJaneHTa» (c 2.2.2)

REQUEST AUTO _CANCEL_NO_CLIENT REPLY_ENABLED (Twun:
Bullet, Mo ymon4yaHuio: False)

HasBaHuMe: ABTO3aKpbiTMe 3a8BOK B cTaTyce «OTBeT kKaumeHTa» OnucaHue: Ecnm
BKJIIOYEHO, 3asBKW B cTaTyce «OTBeT kameHTa» 6e3 oTBeTa KAMEeHTa n[OoJiblue
3a[laHHOro0 CpoKa aBTOMaTU4YeCKM OTMeHsATCA. Ecnm 3akpbiTue 3abnokmpoBaHoO
(Mapkepsbl, 3aga4n N T.M.) — WUCMOJIHUTENIO YXOAUT eXefHeBHOe HarnoMuHaHue.
Paspen: Peructpaumnsa obpalwieHnn

REQUEST _AUTO CANCEL NO_CLIENT _REPLY_DAYS (Tun: Int, Mo
YMOJTHaHUIO: 5)

Ha3BaHune: Cpok aBTO3aKpbITUA «OTBET KAMeHTa» (AHK) OnucaHume: Yepes CKOJIbKO
KaneHpapHolX AHen 6e3 oTBeTa KJ/AWEHTa BbIMNOJHATbL aBTOOTMEHY WU
HarnoMuHaHue npn 6nokupyLWwmx ycnosuax. Pasgen: Peructpaunsa obpalleHuin
3apaya Celery: auto_close _client_response_requests_task (exxenHeBHO).

3.9b. ABTOOBOHapyxeHne aybnen (c 2.2.2)

HacTponkn pasgena «Pernctpaumsa obpaweHnn». User-manual: ABToobHapyxeHue
nybnen.

DUPLICATE_DETECTION_ENABLED (Twn: Bullet, Mo ymonyaHwuto:
True)

Ha3BaHue: MNMounck noxoxxumx 3aasok (aybnm) OnucaHue: IckaTb NOX0OXUE OTKPbITble
3a8BKN npu peructpauumn (FTS + embedding). Py4yHaa peructpaunms — puanor
NOATBEPXAEHUS; aBTOKaHasbl — aBTOJIMHK NMPU BbICOKOW YBEPEHHOCTU NN MapKep
npu cpegHemn.

DUPLICATE_AUTO_LINK ENABLED (Twn: Bullet, Mo ymon4daHutio:
True)

Ha3BaHune: ABToCBA3bIBaHMe aybnen OnucaHme: Ha aBTokaHanax (noyta, 60Thl, API)
Cpa3y CBA3blBaTb 3a8BKY KakK Aybsb rMpu BbICOKOW yBepeHHoCTW. lNpu cpepHen —
3anuncb B XXYPHaa N Mapkep nUcrosiHuTesnto be3 aBToNNHKa.
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DUPLICATE_SAME_REQUESTER_DAYS (Tun: Int, Mo ymon4yaHuio:
14)

OnucaHne: OKHO NOUCKa NMOBTOPHbIX 0OpaLLEHNI TOrO Xe 3aaBUTeNs.

DUPLICATE_MASS OUTAGE_HOURS (Twun: Int, No ymon4aHuto: 72)

OnucaHue: OKHO NOMCKa MaccoBoro c6os (MoxXoXKme 3asBKN pa3HbIX 3asaBUTeENEN).

DUPLICATE_MASS OUTAGE_SAME_CLIENT (Twn: Bullet, Mo
yMonyaHuio: True)

OnucaHne: MaccoBbin cbo — TONBLKO Cpeaun 3asBOK TOM0 XKe KINeHTa.

DUPLICATE_HIGH_SCORE / DUPLICATE_MEDIUM_SCORE (Float, no
ymonyanuio 0,75/ 0,50)

OnwucaHue: Moporu score 0...1 ANs BbICOKOW 1 cpefHen yBepeHHOCTM.

DUPLICATE_EMBEDDING_ONLY_MIN (Float, No ymon4aHwuto: 0,80)

OnuncaHne: MwuHMManbHaa cosine similarity, ecnm TekcToBOE cCoBNageHue
(FTS/trigram) He cpaboTano.

3.10. lNpoyee

REQUESTS_ON_PAGE (Tun: Int, Mo ymon4vaHuto: 50)

Ha3BaHune: Konn4ecTBO 3anmcen Ha CcTpaHuue Bcex 3asBok OnucaHue: Paspen:
lMpoyee

ABTOMaTMYecCcKasa Knaccngpumnkaums 3asaBoK
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ABTOMaTn4ecKasa Kjaccupnkaumna 3adaBokK

Moaynb aBTOMATUYECKW onpegenseT TUN N KaTeroputo 3a8BKM MO TEKCTY
(3aronoBok, Tema, coobuieHme) C nNoOMOLWb MawuHHOro obyydyeHusa. ObBy4eHume
BbIMNOJIHAETCA JIOKaJIbHO Ha AaHHbIX BalleNn CUCTEMbl — MepeHOC MoAeNnen Mexay
cepBepaMu C pa3HbIMN CpPaBOYHMKaMN He TpebyeTcs.

MpnHunn paboThbl

Mpun co3gaHnm 3a8BKN (ecn PYHKUMSA BKJIKOYEHA) CUCTEMA aHAIM3UPYET TEKCT U
MbiTaeTCa Ha3HAYNTb TUM N KaTeropuio. ABTOKNIAaCCUPUKaALNS BbIMOJIHAETCA TOJIbKO
ecnm Mmoaesib NnomevyeHa Kak rotosasa (Ready For Prediction B cuctemMHonm agMUHKe).
Echm mopenb ewé He obyyeHa MAM He nNpolwsa NPOBEPKM KavecTBa — MNOJSA He
3anoJIHAKTCA aBTOMaTU4YeCKM (KpomMe Tuna Mo YMOJYaHWUK U3 CNpaBOYHUKA).
KaTeropusa npenckasbliBaeTCsa Mocae Tuna U TOJIbKO Cpean KaTeropun, KoTopble
BCTpeYasncb BMeCcTe C 3TuUM TunoMm B oOyYawwmx AaHHbIX. [Mpu HU3KON
YBEPEHHOCTN MOAENN TUM UIN KaTEropms He Ha3HavyalTCa — Nyylle nycrtoe none,
4yeM ownbo4YHasa Knaccupumnkayms.

XonoaHbI CTapT (HOBad NN «4UCTaa» cmctema)

TUNUYHBIN CLUEeHapui rnocsie BKIYeHNS PYHKLNN:

Bkntoynte USE_INTELLIGENT_CLASSIFICATION = True B CUCTEeMHbIX HaCTPOMKaXx.
NepBoe BpeMs 3asBKWM He MojayvalT aBTOMaTUYeCKUn Twun/kateroputo oT ML
(Mopenn ewé HeT). MicnonHUTENU BPYYHYIO BbICTABAAT TUM U KAaTEropuio rnpu
obpaboTke 1 3aKpbIBAlOT 3a8BKMW. 10 pacnncaHuio (Man Bpy4HYH) cuctema obyvaeTt
MoZlesib Ha 3aKpbITblX 3asBKax C pPy4YHOW pa3MmeTkon. Korga mopesib HakonuT
NOCTAaTOYHO MPMMEPOB M KayeCTBO AOCTUrCHET MOpPOroB — aBToOKJaccudukaums
BKJIlOYaeTCA caMma.

BaxxHo: npwu o6HOBNEeHWM C Bepcuu, rae ucnosib3oBaJiMCb CTapble Moaenu
(oby4eHHble Ha UUID cnpaBOYHWKOB), CyLLeCTBYOLWME MOLESIN He WUCMOJIb3YITCA
ONS npefckasaHnsa 0o nepeobyyeHns Ha NoKasibHbIX AAaHHbIX.

HacTponku B NoJsib30BaTE/IbCKOWN aiMUHKE

Bce napameTpbl HaxoOQaTca B pasfgene «HacTponkm» — «CUCTEMHbIE HACTPONKUN»
(/settings/), cekunss «OCHOBHble HaCTponku». [MoapobHOe onucaHne Kaxxaon
HaCTPOWNKN — B AOKyMeHTe CUCTEMHbIE HAaCTPOWKMU.

OCHOBHbIe nNepeknYvaTenu

HacTponka o ymon4yaHuio HasHa4yeHune

USE_INTELLIGENT_CLASSIFICATION False BknioveHne aBToKlaccnpuKkaumnm
SKIP_CLASSIFICATION_FOR_MANUAL REQUESTS True He knaccuduumposaTb
3a9BKW, CO34aHHbIE BPYUHYIO (TONBbKO noyTa 1 60T)
CLASSIFIER_AUTO_TRAIN_ENABLED True E)xxeHepenbHoe aBTOMaTun4yeckoe
obyyeHne/noobyyeHne
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Moporu npeackasaHus

HacTpoika o ymon4yaHuio HasHa4yeHune

CLASSIFIER_MIN_CONFIDENCE TYPE 0.65 MwuHMManbHas  yBEepeHHOCTb O
aBTOMaTM4eCcKoro Tuna

CLASSIFIER_MIN_CONFIDENCE_CATEGORY 0.55 MwuHuMManbHaa YyBEepPeHHOCTb QA4
aBTOMaTMYeCKOW KaTeropumu

CLASSIFIER_ALLOW _UUID_FALLBACK False Fallback npu HecoBMageHun
CMpaBOYHUKOB (He pekomMeHAyeTCA)

Moporn oby4eHns n roToOBHOCTU MOAENN

HacTponka o ymon4yaHuio HasHa4yeHune

CLASSIFIER_MIN_SAMPLES TO_TRAIN 100 MnHMMYM 3aKpbITbIX 3ad9BOK OJ19 NepBOro
oby4yeHuns

CLASSIFIER_MIN_SAMPLES TO PREDICT 200 MwuHumym oby4alowmx nNpuMepoB B
Mooenu ANs BKJOYeHNA aBTonpenckasaHus
CLASSIFIER_MIN_ACCURACY_TO_PREDICT 0.70 MuHMManbHaa accuracy Ha TeCTOBOM
BblbOpKe

CLASSIFIER_MIN_SAMPLES PER CLASS 10 MuHMMYM TnMpuUMEpPOB Ha Kaxkabln
TUn/KaTeropuio

CLASSIFIER_TRAIN_ONLY_MANUAL _LABELS True O6y4aTbCsi TO/IbKO Ha 3asBKax C
py4YHON pa3MeTKoOW Tuna/kateropumn

CLASSIFIER_BOOTSTRAP_LOOKBACK DAYS 90 OkHO B [HAX [4AJ19 NepBUYHOro
obyyeHuna (3aKpbiTble 3as9BKW)

ExxeHenenbHoe obyyeHne no pacrnncaHuto

3apnava Celery retrain-classifiers-weekly 3anyckaeTcsa Kaxaoe BockpeceHbe B 4:00
(HacTpauBaeTca B config/settings.py, co3maéTcs aBTOMATUYECKN MPU yCTaHOBKE).
YTo penaet 3apava:

CobupaeT 3aKpbiTble 3asBKW 3a nocnegHve 7 AHEN C YCTaHOBJEHHbIMW TUMOM W
KaTeropmen (C y4€ToM (puibTpa «TOJIbKO pyyHas pa3MeTKa», €C/In OH BKIIOYEH).
Echm mopenu ewé HeT M HakonuioCb [AO0CTAaTOYHO MPUMEPOB — BbIMNOJIHAET
nepsu4Hoe oby4veHue (3a nocnegHune 90 gHen nnum wupe). EChm mogens yxe ecTb —
nooby4vyaeT e€ Ha HOBbIX AaHHbLIX; NpU ownbke [O00Oy4YeHUSA BbINOJHAET MOJIHOE
nepeoby4yeHue. MNMepecynTtbiBaeT ar rotoBHoCcTN Mmoaenu (is_ready for prediction).
CbpacbiBaeT Kew Khaccudpumnkatopa B paboTarowmx npoueccax.

TpeboBaHuA:

3anyLieHsl Celery worker n Celery Beat. Hactponka
CLASSIFIER_AUTO_TRAIN_ENABLED = True. [ocTyn cepBepa K WHTEpHeTYy npwu
nepsom oby4veHunun (ons 3arpyskm momenun smbenanHros cointegrated/rubert-tiny2,
~50-100 MB).

OTKNO4NTL aBTOMaTMyecKoe oby4eHne MO>XHO yepes
CLASSIFIER_AUTO_TRAIN_ENABLED = False n oby4aTb Mogenu TOSIbKO BPYYHYO (CM.
HUXe).
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YnpaBneHne MmoagensamMm B CACTEMHOWN agMUNHKeE
Django

MNyTb: /admin/ - Servicedesk - Request classifiers B cnucke ™openen
oTobparkatoTcs:

TUN KnaccuukaTopa (Tun / KkaTeropus); Bepcus, MeTpukKM (accuracy, KoJim4ecTBo
npumepos); Is ready for prediction — mogesnb fonyckaeTcs K aBToOK/Iaccuukaumu;

Embedding model — NCNoJsib30BaHHas Moaenb ambenanHros
(cointegrated/rubert-tiny2); nata oby4eHus.
PekomeHpauunn:

Ona aBToknaccugpumkaumm nokHa bbiTb akTuUBHa (Is active) ogHa Mogenb Ka)kgoro
Tnna ¢ ¢pnarom Ready For Prediction = True. Ctapble Mmogenun nocne obHOBNEHUS
CUCTEMbl Nly4lle AeaKTuBMpoBaTb M 0by4yuTb HOBblE JIOKasbHO. B none Metadata
MO>XHO MOCMOTPETb MNPUYMHbBI, MO KOTOPbLIM MOAesb He roToBa (readiness_reasons).

Py4yHoe oby4yeHune (management-koMaHabl)

BbIiNO/HAKOTCA Ha cepBepe npunioXXeHmsa B BUPTYaJZibHOM OKPYXEHUW NMPOEKTa.

DKCNOPT AaHHbIX ANs 0byyeHUs

source .venv/bin/activate  python manage.py export requests for _training
training_data.xIsx --only-with-category --status "3akpbiT0"

NMonesHble onunn:

--only-with-category — TonbKO 3a8BKK C KaTeropuen; --status "3akpbIiTo" — puUnbTp
no ctaTtycy; --limit N — orpaHn4nTb KOIMYECTBO 3anuncen.

[NonHoe oby4eHune C HyA

python manage.py train_request _classifiers training_data.xlsx

Oby4aeT oTaesibHble Mojenu AN Tuna u Kateropun. MeTku BepyTcs NO MMeHN
TUna/kaTeropmm n3 cnpaBo4yHmMKoB (He no UUID). Onuwvun:

--type-only / --category-only — 06y4nTb TONLKO OAUH KnaccudukaTop; --use-gpu —
GPU pna reHepauum smbenanHros (He oba3aTenbHO).

AHanns owmnbok Knaccndukaumm

python manage.py analyze classifier_errors --excel-file training data.xlsx --output
analysis.xlsx

Noka3biBaeT npobnemMHble Knaccbl, NyTalwwWwmecs napbl M pekoMeHpauunm no
YAYYLWEHNIO OaHHbIX.

IKCMOPT U MMMNOPT Moaesen (onumoHasibHO)
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Ncnonb3yeTcsa Oona nepeHoca yxe nepeoby4veHHbIX Momenen mexny crteHgamum C
OOVHAKOBbIMM  Ha3BaHMAMM  TUMOB W  KaTeropun: python  manage.py
export_classifier_models models.json python manage.py import_classifier_models
models.json --deactivate-existing

Ha 6oeBon cucrteme C yHUKasbHbIMW CMpPaBOYHUKAMW PEKOMEHOYEeTCs JIoKasibHoe
oby4eHune, a He NMNOPT MoAeNen C Apyroro cepeepa.

PekoMeHaaunm agMMHNCTPaTopy

Bkntouynte USE_INTELLIGENT_CLASSIFICATION nocne Toro, Kak HakonuTcsa ncropus
3aKpPbITbIX 33a8BOK C KOPPEKTHOW PY4YHOW pa3MeTKoM — WIN cpa3y, eCcqiv roToBbl
noooXxnaTb HECKOJIbKO Hedesib [0 MNepBOro aBTOMaTUYeCKOro Ha3HaveHusa. He
nMmnopTupymnte ctapble mogenn ¢ UUID-meTKkamMu — oHU He ByayT UCMONb30BaTbCS;
Nydue [OXOAaTbCH eXXeHenesibHOro oby4eHns nnu 3anyCcTuTb
train_request_classifiers Bpy4Hyto. Cnenute 3a ¢narom Is ready for prediction B
agMUHKe — noka oH False, ML He BauseT Ha 3asBKWU. [lepunoamnmyeckn 3anyckamTe
analyze classifier_errors n pobasnsante npumepbl A58 MNpPob/eMHbIX KaTeropun.
OctasbTe CLASSIFIER_TRAIN_ONLY_MANUAL_LABELS = True, 4T006bl MOAENb
yynniacb Ha pelleHussX UCMOoJIHUTesIen, a He Ha cBomx owwmbkax. MNpn HepocTaTKe
AaHHbIX  yMeHbwnTe noporn  CLASSIFIER_MIN_SAMPLES * wan  yBenu4bTe
CLASSIFIER_BOOTSTRAP_LOOKBACK DAYS — TOJIbKO 0OCO3HaHHO, 3TO CHWXaeT
KayecTBo.

CBsA3aHHbIe DOKYMEHTHI

CuCTeMHble HAaCTPOMKM — aBTOMaTUyeckas Khaccudukauma Pernctpaumns 3asaBok
(ons nonb3oBaTenen) — pas3nen «ABToOMaTM4YecKas KiacCuuKaLmna 3asiBOK»
Havano paboTbl — perynsipHble 3aga4un

4. HacTtponku KPI

BkntoyeHne cnctemol KPI

MNepengnte B HacTponkun -> Texnopgaepxka -> HacTponkm mopyns ServiceDesk
Hangnte HacTponky "PaccymtbiBaTb KPI" YcTaHOBUTe 3HaydeHue "BkitoyveHO"
CoxpaHunTe nsMmeHeHus

NMocne BkAO4YeHUA B MeHO noaButcAa nyHKT "KPI" B pa3pene "®OuHaHCbY, a B
HacTponkKax Texnognep»xku - nyHKT "KPI Settings".

HacTpoinka rpynn nosib30BaTesien

CucTtema ucrnonb3yeT ABe rpynnbl:
Techdep-KPI-Calc - ong goctyna K pacyeTtam n HacTtponkam Techdep-KPI-Approve -
ONS YTBEPXKAEHUS pacyeToB
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Fpynnbl CO3Jal0OTCs aBTOMaTuMyecku. YbeomTtecb, HTO HyXXHble TOJib30BaTeENN
nobaBneHbl B COOTBETCTBYOLME FPYnmbl.

HacTpoika napamMeTpoB pacyeTa

Nepengnte B HacTtponkn -> Texnoppepxka -> KPl Settings OTkpouTe BKIaOKy
"Settings" HaxxmunTte kHonky "Edit Settings"

MpoueHTbl 6OHYCOB 1 BbIHYETOB

YKa>kuTte npoueHTbl 6OHYCOB 1 BbIHETOB 415 Pa3HbIX YPOBHEN BbINOJIHEHUS:

Bonus 10% - 60HyC npu npesbileHnn HOPMbl Ha 10-19% Bonus 20% - 6oHyC npu
npeBblleHNN HOpMbl Ha 20-29% Bonus 30% - 60HYC nNpu NpeBbILLUEHUN HOPMbI Ha
30-39% Bonus 40% - 6o0HyC npu npeBbllleHUN HOPMbI Ha 40% wn 6Gonee
(MakCcMManbHbIN)

AHaNIOrMYHO 01 Bbl4ETOB (MpW HEAOBbLIMNOJIHEHUN HOPMbI).

[MoporoBble 3Ha4YeHUA

Minimum Active Requests for Deduction - MUHMManbHOE KOJMYECTBO aKTUBHbIX
3a8BOK A8 NMPUMEHeHUs Bbl4eToB (Mo ymondaHuio 10). Ecim akTUBHbIX 3asiBOK
MeHblle, Bbl4eTbl He TnpuMeHsTca. Maximum Active Requests for Bonus -
MakKCMMaJsibHOE KOJINYECTBO aKTUBHbIX 3asBOK ANA rMpuMeHeHns OOHycoB (no
ymon4daHuio 100). Ecnm akTUBHbIX 3a8BOK 60osblue, 6OHYCbl HE MPUMEHSIOTCS.

Mpn pacyeTe NOPOroBbIX 3HAYEHUN WUCK/IOYAKTCHA 3aABKW YKA3aHHbIX TUMOB (CM.
HUXe).

HacTponkmn 3asaBoK

On-site Request Multiplier - BO cKo/lbKO pa3 Bble3aHas 3as8BKa cymMTaeTcs bonblue
obblyHOM (No ymondaHnuiwo 3) Completed Statuses - cTaTycCbl 3asBOK, KOTOpble
CYMTAIOTCHA BbINOJIHEHHLIMU (MOXHO BblOpaTb HeckoNbko). [lo ymMon4aHuto
ncrnonb3yeTca CcTaTyc "BbinonHeH", ecnn Humyero He BblibpaHo. Excluded Request
Types for Thresholds - Tunbl 3a8BOK, KOTOpble WCKJOYAKTCA MpPU pacyeTe
MoporoBbiX 3HadeHun (Hanpumep, "lMpoekT", "lMocTaBka"). 3TWU 3a9BKN He
YYUTBIBAIOTCA MpW NoAcCYeTe aKTUBHbIX 3a8BOK [OJ19 TMPOBEPKM MNOPOroB, HO
YYUTBIBAKOTCA NPM NOACHETE BbINOJIHEHHbIX 3a8BOK.

ABTOMaTM4YeCKOe Co3aHNe HAaYNCNEeHNI

Auto Create Charges - ecnn BKAKOYEHO, NpU yTBEPXAEHUN pacyeTa aBTOMaTUYECKHN
co3patoTcsa HavyucneHums (ana 6oHyCcoB) 1 yaep>XaHusa (ansa Bbl4eToB) B PUHAHCOBOM
Moayne. CyMMbl KOHBEPTUPYIOTCA B BaJIIOTY NO yMOs4aHUIO. HaxxmuTe "Save" ons
COXPaHEeHN N3MEHEHNN
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HaCTpOVIKa HOPMaTMBOB MO NoapasagejieHnAaAm

Nepenante B HacTponku -> Texnopaepxxka -> KPI Settings OTkponTe Bknagky
"Norms" Haxmute kKHonky "Add Norm" BbibepuTe nopgpasneneHve uU3 Cnucka
YKaKuTe KOMM4YeCTBO 3asBOK, KOTOpPOE [AOJ/DKEH BbIMOJHATbL COTPYAHWK 3TOro
nogpasneneHns B geHb Haxxmute "Save"

Ona pefakTupoBaHUs HOPMATMBA Ha)XMUTE Ha KHOMKY pefakTUpoBaHUSA B CTPOKe
Tabnuubl. [Ona ypaneHua - KHOMKY yAaaneHusa. BaxHo: [Ona  Kaxporo
noapasaenieHns MoXeT BbiTb TOJIbKO OAMH HOPMATMB. PacyeT BbINOIHAETCS TOJIbKO
AN COTPYOHUKOB, Y KOTOPbIX:

EcTe nopgpaspeneHve [Ona nopapasfeneHvsa 3agaH HopMatuB ECTb 3anucb o
3apnnaTte

TpeboBaHusa ana paboTbl CMCTEMBI

Ona KoppekTHOM paboTbl cMCTeMbl HeEOBX0AMMO:

Bkntountb KPl B HacTponkax Moayns Texnoanep)xXku 3agaTb HOPMaTUBbI XOTs Obl
A8 0QHOro nogpasfeneHnsa Y COTpyAHMKOB AO/MKHbI 6biTh: MoapasaeneHue (org)
3anucb 0 3apnaaTe B dMHAHCOBOM Moayne B cucteme AoKHbI OblTb HAaCTPOEHbI:
CtaTycbl 3a89BOK (x0Tsa 6bl cTaTyC "BbinonHeH") Pabouynn KaneHgapb (Npa3gHUYHbIE
OHN) BantoTbl (015 KOHBeEpTauum 3apnsaaT)

ABTOMATUYECKUN pacyeT

ABTOMaTMYECKMA pacyeT 3anyckaeTcs 1-ro 4ucna kaxpgoro mecsuya B 2:00 wu
co3[laeT pacyeT 3a npenblaywmnin mecsau. Ybeaurecn, 4TO:

HactpoeH u 3anyweH Celery Beat 3apava calculate kpi_monthly pobasneHa B
pacnuncaHue BkntyeHa HacTponka "PaccynTtbiBaTb KPI"

HacTtponka KPI v2

HacTtpouka KPI v2

Hoas cxema KPIl npobasneHa B penuse 2.1.0. HacTponkn [ocTynHbl B HacTponkn —
CepBuc-geck = KPI v2 Settings (nnu /servicedesk/kpi/v2/settings/).

[pynnbl gocTyna

Mpynna lMpaga
Techdep-KPI-Calc NMpocMoTp MaTpuubl, CO34aHME PacYE€TOB, HACTPOWKa NapamMeTpoB
Techdep-KPI-Approve YTBep>XaeHne n oTMeHa pacyéToB
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Obwume napameTpsl (Settings)

MapameTp Ha3HaveHne o yMoI4aHUIO

Coordination coefficient Lona o6béMa 3adaBKK Npu HaNM4YuMM 3ada4v (KoopaunHauums)
0,40

On-site coefficient MHOXXUTeNb ONS Bble34HbIX 3asABOK/3aaay 1,20

Volume score cap NoTonok score 6a1oka o6béma 120

Weight: volume / SLA / quality / comments Beca 6nokos B utorosom KPI 40% /
10%+20% / 15% / 15%

Quality penalties LWTpad 3a % nepeoTKpbITUN 3a589BOK M 3a4a4d 3/ 2

Comments / SLA caps OrpaHnyenne ntorosoro KPl npn HU3KMNX rnokasaTensax rnopor
85 / cap 85; SLA 80/ cap 90

[MnaHbl nogpasneneHnn (Department Plans)

ons Ka)Ooro noppasfesieHnsa  3abaéTcs naaH  cymmapHbix  6annos
(plan_total_points) Ha mecsu. OT Hero cuynTaeTcs score 6oka o6bEma: min(cap, 100
X paKT / naaH).

Beca Tunos 3aaB0oK (Request Type Weights)

Ona kaxgoro tuna 3aasBkn (MHumpeHT, 3anpoc, MNMocTaBka v T.4.) 3a4aéTCHA BeC B
bannax. 3akpblTasds  3asBka  JaéTt  BecC X Ko3(hpnuneHT Bble3aa X
KO3 PULMNEHT _KoopanHaLMnN.

KaTeropumn cnoxxHoctu 3agad (Task Complexity)

CnpaBOYHUK KATEropmmn CNOXKHOCTU 3aday B 3asiBKaX:

Name — Ha3BaHue (Hanpumep, «[lpocTas», «CnoxHasa») Weight — 6annbl 3a
3akpbITylo 3agadvy Default — kaTeropumsa no ymon4aHuio npu 3akpbitum 3agaym Order
— NOpSAAOK B CMUCKEe

KPIl-Ba>XHOCTb  BAMAHMA  HaAcTpamBaeTCad B CNpaBoYHUKe BauaHue (none
kpi_importance, cnctemHble Kofbl — CM. § 2.6 CnpaBo4YHUKK). MpU 3aKpbITUN 3a4a4KM
B 3a51BKEe NUCMOJIHNTENb BbibMpaeT KaTeropumio CNOXKHOCTU — OHa BAMsaeT Ha KPI v2.

[lpouenypa BHegpeHUS

HacTponTte Settings, Department Plans, Type Weights, Task Complexity. Oby4uTte
NCMOJIHUTENIEN YKa3blBaTb CJZIOXKHOCTb 3a4ay M Bble3g Mpu 3akpbiTun. B KoHue
Mecsua co3fanTe pacyéTt Ha cTpaHuue KPlI v2 - PaccyuTaTtbh. [lpoBepbTe
AeTanvsaumnio n yTeepanTe pacyer.

CMm. Takxe: KPI v2 (nonb3oBaTenb), KPI v1

HacTpolika oueHoK paboThl
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HacTponka oueHok paboTbl (Evaluation)

Cuctema oueHok gobasneHa B penuse 2.1.0.

CnpaBOYHUK aKTUBHOCTEWN

B cuctemHonm agpMuHke Django: Servicedesk — Evaluation activities.

None OnucaHwne

System code CuctemMHoe Ha3BaHWe (CTabunbHbLIM KAKOY AON8 aBTOMaTuM3auuu; B
KPI-HacTpoikax oTobpakaeTcsa B Tabnnue)

Emoji NkoHKa akTnBHOCTMK (0TOBparkaeTcs B popMe Bbibopa)

Name KpaTkoe Ha3BaHue

Description MNosicHeHWe ansa BbibnpatoLero

Positive evaluation NMonoxutenbHas ([J) unm otpuuaTenbHas ([)

Points Bec B 0T4éTe (N0 ymon4aHuto 1)

Sort order MopsAAoK B CNuUcke

Active OocTynHa ans Boibopa

Mpun nNepBOM 3anycke aKTUBHOCTM MOFYT 3arpyXaTbCa U3  (QPUKCTYpbI
sd_evaluation_activities.json.

MpaBa (django-rules)

lMpasnno HasHa4veHue

evaluation.rate_request KTo Mo)XeT CTaBUTb OLEHKY MO 3asiBKe

evaluation.rate_task KTo MoXxeT CTaBUTb OLEHKY Mo 3ajaye

evaluation.view_report Joctyn K oT4€Ty OueHka paboThl

HacTpoika npaB — 4epe3 rpynnbl nonb3oBaTtenenm u moaynb npasun (Rules) B
agMUNHKe.

PekoMeHOyeMbin HA6Op aKTUBHOCTEWN

MonoxurtenbHble: bbicTpoe pewieHune, KavyecTBeHHas KOMMYHWUKaL N4,
MPOaKTUBHOCTb, noMoLLb Kosnnere. OTpuuaTenbHble: HapyweHune SLA,
HEKOPPEKTHOEe 3aKpblTUe, OTCYTCTBME KOMMEHTapueB, MNMOBTOPHOE OTKpPbITUE Mo
BUHE UCMNOJIHUTENA.

OT4YEeTHOCTb

URL oT4éTa: /servicedesk/evaluation-report/. MNMyHKT MeHi0 «OueHka paboTbi» B
pa3snene Texden (Moaynb cepBuUC-gecka).
CMm. Takxe: OueHka paboTbl (Nonb30BaTeENb)
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WNHTerpauuns c Bitrix24

NHTerpauwnsa c Bitrix24

DocTyn: HacTponkn - Servicedesk - Bitrix24 Integration URL:
/servicedesk/bitrix24/integrations/ UHTerpaumnsa ceasbiBaeT 3adBkKM ASK ¢ 3agadamu
KOpnopaTUBHOIO nopTtana BuTpukc24 (obnako nnn on-premise).
CYHXPOHU3UPYIOTCA CTaTyCbl, KPawWHWA CPOK, MNPUOPUTET, Ha3BaHMEe 3asfBKU W
KOMMEHTapMm — C YYETOM npaBwuJl, OMUCAHHbIX HMXe. Kaxpgas wuHTerpaums
npmeBsa3aHa K ogHOMY KnneHTy ASK n paboTaeT TONIbKO C ero 3assBKamu.

6.1. Co3moaHne n pegakTupoBaHMe NMHTerpaumn

Ha>xmuTte Add Integration (Jo6aBuTb MHTErpayuno) Nam OTKPONTE CYLLECTBYIOLLYIO
3anncb ANS pefakTUpoBaHUA.

None OnucaHwune

KnneHT KnneHT ASK, A515 3a89BOK KOTOPOro AeNcTByeT nHTerpaumns (obssatenbHoe)
Bitrix24 Domain JomeH nopTana 6e3 https://, Hanpumep portal.company.local nnu
mycompany.bitrix24.ru

Webhook URL URL Bxogsuero sebxyka Bitrix: https://domain/rest/1/kon/

Is Active BKkao4YeHne/oTKAKYEeHEe NHTerpaumnum

Responsible Emails Cnuncok email mncnonHutenenm depes 3anatyio — whitelist
CUHXPOHM3auun (cm. pasnen 6.3)

Create Tasks From Requests Ecnu BKAOYEHO: npum co3gaHum 3asaBkm B ASK
aBTOMaTM4YeCKN Co30aéTcA 3aaada B Bitrix. 1o yMon4aHMIO BbIKOYEHO

Default service Ycnyra kaTasnora onsa 3asBOK, CO34aHHbIX U3 3TON nHTerpauun. Ecnum
He 3apaHa — default_service nctoyHnka «bUTPUKC» UK ycnyra «Texnognep xka».
CmM. MaplwpyTunsaymsa KaHaloB

BaxxHo: pomeH B Webhook URL pgosxeH cooTBeTcTBOBaTb Mmoo Bitrix24 Domain.
NMocne coxpaHeHua wuHTerpaumm UUID 3annucm noHagobuTcs Ons mcxopsuiero
Bebxyka Bitrix (cm. pasgen 6.2).

6.2. HacTponka BebxykoB B Bitrix24

Bxoasawunn sebxyk (ASK — Bitrix)

MpunoxxeHusa - Bxopawunm sebxyk MNpaBa gocTtyna:

3apaym (tasks) — co3paHume n obHoBneHme 3apay lNMonb3oBaTenu (user) — MOUCK
nonb3oBaTtenen no email KommeHTapuum (task.commentitem) — nybnukauus
KOMMeHTapueB B JieHTe 3afayn YaT u ysegomneHusa (im) — 4TeHue coobuieHnn
4yaTa 3ajayn (aKTyasibHO A1 MOPTanoB, roe KOMMeHTapum yxoasaT B 4aT; tasks =
25.700)

CkonupoBaHHbIn URL ykaxute B none Webhook URL nHterpaunn ASK.

Ncxopawmm Bebxyk (Bitrix = ASK)
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Mpunoxenna —» Ncxooawmm sBebxyk

URL obpaboTuumka: https://<pomeH-ASK>/servicedesk/bitrix24/webhook// CobbiTus: [J
ONTASKADD — co3paHue 3amaydm [J] ONTASKUPDATE — o6bHoBneHue 3agaun []
ONTASKCOMMENTADD — He TpebyeTcsa (KomMMeHTapuu u3 Bitrix noaTarneatoTCs
nepuogunyeckmnm onpocom REST, cMm. pasgen 6.6)

uuiD MHTerpaumm BUOEH B URL CTpaHUUbI penakTUPOBaHUA:
/servicedesk/bitrix24/integrations//update/.

6.3. Whitelist ucnonHutenen (Responsible Emails)

Cnucok Responsible Emails — ueHTpasbHOE npaBW/iO WHTerpauumun. Ha Hero
3aBs3aHbl NOYTU BCE CLLEHAPUN.

Co3paHue 3aaBkKU B ASK 13 3anayu Bitrix

3aaBka co3paétca (no cobbitmio ONTASKADD mnu npu nepnogmy4eckoMm ornpoce),
TONIbKO €CNn UCNOoNHUTENb 3ada4m B Bitrix BxoguT B Responsible Emails.

JBYCTOPOHHAS CUHXPOHM3ALINS MO CBA3AaHHON 3aa4e

NMoka ncnonHuTesnb 3agayn B Bitrix He n3 whitelist:

n3MeHeHuns 3aaBkK N3 ASK He oTnpasnstoTca B Bitrix (cTaTyc, CpOK, KOMMEHTapuUn u
T.4.); nonsg 3as8BkKKM M3 Bitrix He noagTarmBatoTcsad B ASK (Kpome aBTOOTMEHbI — CM.
HUxe).

Korga ncnonHmtenb cHoBa U3 whitelist — cnHxpoHusauyns so3obHoBNseTCS.

CMeHa ncnonHuTtensa B Bitrix Ha monb3oBaTeNia BHE
whitelist

3asaBka B ASK aBToMaTuU4eCKU nepeBoanTcs B cTaTyc «OTMeHeHa» (C CMCTEMHbIM
KOMMEHTapMeM 0 nNpuymnHe). 3agada B Bitrix npu 3ToM He 3akpbiBaeTca — paboTa B
Bitrix moxxeT npopgosmkaTbcsa. NcknwyeHue: 3agadva B Bitrix y)xe B 3aBeplIEHHOM
cTaTyce (4/5), a 3aa9Bka B ASK — «BbInosiHeH»; Torga aBToOOTMEHa He BbIMNOJIHAETCS.

ConocTaBsieHMe noJsib3oBaTenen

MNonb3osaTtenn B ASK u Bitrix conocTasnsaoTca no email (6e3 y4éTta pernctpa). Email
B 00enx cmctemax A0JIKHbI cOBNanaTh.

6.4. HanpaBneHnsa CUHXPOHM3aL NN
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ASK - Bitrix

YTo cCMHXpoHM3NpyeTCca YcnoBuga

Co3paHune 3apgaym BknoyéH Create Tasks From Requests, 3asiBKa He YEPHOBUK, €CTb
aKTMBHasA MHTerpauns ona KameHTa

CTaTyC, KpamHWMA CpOK, wucnonHuTenb, npuoputeT ECTb cBA3b Bitrix24Task,
UcnosiHUTeNb 3aga4um B Bitrix B whitelist

MNy6nn4Hble KOMMeHTapuu, pestome, oTBeThl B Liernoyke Bitrix Cm. pa3gen 6.6
KoMMeHTapuin Npu cMeHe KpaHero cpoka TeKCT U3 NoJjis «KOMMEeHTapun» B popme
CMeHbl CpoKa NybankyeTcs B 3afa4e OTAesIbHbIM COObLLLEeHVEM

Ha3BaHne 3aga4m B Bitrix npn co3zgaHum n3 ASK bepétca ns 3aronoBka 3asaBku (6es
npegukca «3aaBka #ID»). Mpu obHoBneHnn un3s ASK Tema 3apaydum B Bitrix He
MeHseTCs.

Bitrix - ASK

Y10 cMHXpoHun3npyeTcsa Ycnosus

Co3paHune 3aaBkM NcnonHnTene 3agayn B whitelist

CtaTycC, KpalHUN CPOK, Ha3BaHWe, NPUOPUTET, NCMONHUTENb NcnonHuTenb 3apa4u
B whitelist

KommeHTapumn NcnonHutens B whitelist 1 @ynoMuHaHne coTpyaHunka mn3 whitelist B
TekcTe (CM. 6.6)

MocTaHOBWMK 3ada4vun lMpu mMnopTe Ha3Ha4vaeTcd 3aaBuTenemM/nosiydaTtenem (no
email)

N3meHeHuns, npuweawmne u3 Bitrix, He oTnpaBnatTca obpaTHO B Bitrix (3awmTa oT
uuknos). flononHuTensHo paboTaeT nepuogunyeckun onpoc Bitrix (Celery-3apava
sync_bitrix24_tasks, nHTepBan 5 MUHyT).

6.5. CMHXpOHM3aLMA CTaTyCOB

CTaHOapTHble TeXHU4YecKme ctaTycChl 3agau Bitrix:
ID Ha3BaHwue B Bitrix

1 HoBas

2 XKOET BbINOJIHEHUSA

3 BbinosiHAeTCA

4 XXOET KOHTpONS / Ha NpoBepke

5 3aBeplueHa

6 OTnoxxeHa

7 OTKNOHEHa

N3 ASK B Bitrix

CraTtyc ASK CtaTyc Bitrix

HoBasa 1

K ncnonHeHuto 2

B paboTe, OnnaTa, MNocTaska, [lencTemne TpeTben CTOPOHbLI 3

OTBeT K/MeHTa 6

BoinonHeH 5, nubo 4 ecam y 3adayvyMm  BKIJKYEH KOHTPOJIb MOCTAHOBLUMKA
(TASK_CONTROL)
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OTmeHeHa 7, nubo 5 ecnn cTaTyc 7 HeAOCTYNEH Ha nopTane

N3 Bitrix B ASK

CraTtyc Bitrix CtaTtyc ASK

1 HoBas

2 K ncnonHeHuto

3 B paboTe

4, 5 BbINnoJIHEH

6 OTBEeT KJINeHTa

7 OTMeHeHa

Ecnm 3asaBka B ASK yxe «OTMeHeHa», cTaTycC M3 Bitrix He nepeTupaeT e€, noka
3aja4a B Bitrix cCHOoBa He «0TKpoeTcsa» C ncnonHuTenem ns whitelist. Mpu Bxogawmx
M3MeHeHnax un3 Bitrix B >XypHasn 3as8BKM MNULWIYTCHA 3anmcu O CMeHe cTaTyca,
KpanHero cpoka, UCNOJIHNTENA N NMpuopuTeTa.

6.6. CUHXpOHM3aALUNA KOMMEHTapneB

ASK - Bitrix

B 3apavy Bitrix nonagatoT:

nybnn4yHble KoMMeHTapum (is_public — BKAOYEH NepekntovaTesb «BUAEH KJIINEHTY»,
WKOHKa rsia3a B JIeHTe); pe3ioMe Npu 3akpbiTUM 3aABKWU; OTBETbl B LEMNOYKe K
KOMMEHTapuio, WUMMNoOpTUPOBaAaHHOMY K3 Bitrix (C KpaTKoW ULUTaATOM WNCXOOHOrO
TekcTa).

He oTnpasnswTCs:

BHYTpPEeHHME KOoMMeHTapuu (6e3 cnara BMAMMOCTM [NA KAWEHTA);, CnyxebHble
KOMMeHTapun (Hanpumep, «co3faHa 3ajada Mo 3afaBKe»); KOMMeHTapuu npu
penakTUPOBaAHUN Y)Xe CO34aHHOM0 KOMMeHTapusa (CUHXPOHM3auMUa TOJSIbKO Mpu
nepBoOM CO34aHUN).

ABTOp B Bitrix onpepgensaetca no email aBTopa B ASK (AUTHOR _ID); npun oTCyTCTBUMK
COBMaZeHns UCMoNb3yeTCsa UCMOJTHUTE b 3a8aun.

BnoxxeHunsa (dpannbi)

®annbl, NpukpennéHHole K KomMmeHTaputo B ASK, B Bitrix He nepepatoTcsa. B 3agayy
yXOOUT TOJIbKO TEKCT KOMMeHTapusa. NcknayeHue: niobpakeHne, BCTaBlEHHOE B
TEeKCT pefakTopa (paste), KOHBepPTUPYETCA B CCbIJIKY B Tesle KOMMeHTapusa. ®anol,
NMPUKpPensiéHHble 4Yepe3 CKpenky (4unbl non penakTopom), B Bitrix He nosBATcs,
hake ec/in TeKCT KOMMeHTapusa ywén ycnewHo. Mo yMon4aHuo nepekaloyaTesb
BUAMMOCTWN OJ19 KJIMEeHTa BbIKJIlOYEH — OJ19 OTNpPaBKW B Bitrix ero Hy>KHO BKJIIOYUTb
rnepen OoTrpaBKoOMN.

Bitrix - ASK
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KoMMeHTapuin NUMNOpTUPYETCS B 3aABKY, €C/u:

ncrnonHUTeNb 3apavum B Bitrix BxoauT B Responsible Emails, n B TekcTe
KOMMeHTapus eCTb @YNoMUHaHMe COTPYyAHMKA N3 TOro e Crncka.

PacnosHatoTcq, B 4acTtHocTu: BBCode [USER=id], ccbuikn data-user-id,
/personal/user/{id}/, a Takxe [URL=mailto:email@domain]...[/URL]. OnwucaHwune
3apa4m u3 Bitrix (¢ Bepcum 2.1.0): npn umnopTte 3asaBkn HTML-pa3meTka onmcaHus
3aga4n Bitrix koHBepTupyeTca B TekcT/Markdown ansa nons onncaHma 3asaskm B ASK
— coxpaHsaTca ab3aubl 1 ba3oBoe hopMaTUpoBaHme, CiyxebHble Term yoansaTcs.
NmnopT BbiNonHsAeTcs ornpocoM REST (kKaxkable 5 MUHYT), HE 4Yepe3 UCXOAAWNN
Bebxyk ONTASKCOMMENTADD. [ns nopTasoB C 4aToM 3ajay [OMNOJIHUTENbHO
yuTaeTcsa im.dialog.messages.get (Hy>XKHO NpaBo im y Bxogswero sebxyka).

6.7. CUHXpOHM3aLMNA NpuopuUTeTa

Cssa3b npuoputeTta ASK «Bbicoknn» ¢ nonem priority=2 B 3agade Bitrix:

Bitrix -» ASK: Tonbko 4epes3 nepuogunyeckmin onpoc; npuoputeT B ASK MeHsaeTcs,
ecnun priority B Bitrix nsmeHunncsa ¢ npownoro onpoca. ASK - Bitrix: cpa3y nocne
coxpaHeHuna 3aaBku (Npu ncnonHuTene B whitelist).

6.8. [NpoBepka paboTbl MHTErpaunmn

Co3ganTe TeCTOBYHO 3a8BKY 0151 KJIMEHTA C aKkTUBHOW UHTerpaynen. Ecnm BkIOYEH
Create Tasks From Requests — B Bitrix go/>kHa NosABUTLCA 3a4adv4a C 3aroJIOBKOM
3a8aBKN. Ha3Ha4dbTe B Bitrix ucnonHutena wu3 Responsible Emails — ponxHa
co3aaTbCa (Unm ceA3aTbes) 3asg9BKa B ASK. MIaMeHnTe cTaTycC 3aaBkM B ASK — cTaTycC
3aga4nm B Bitrix posmkeH obHoBUTbLCA. [lobaBbTe NyOANYHBLIA KOMMEHTaApUN C
TEKCTOM — OH O0JI>KEeH NosABUTLCA B 3adade Bitrix (pann npu 3ToM He nepenaértcs).
3aBepwnTe 3aga4vy B Bitrix — 3aaBka B ASK goJi>KHa nepenTun B «BbIiNOSIHEH».
OnarHoCTUKa KOHKPEeTHOr0 KOMMEHTapus:

B NneHTe ASK y KOMMeHTapua eCTb WKOHKa rna3a (nybsnnyHbin); B CUCTEMHON
aaMuHke Django ecTb c¢BA3b Bitrix24Comment pna >3Toro KoOMMeHTapus;
ncnosnHMTenb 3agaym B Bitrix B Responsible Emails.

6.9. YCcTpaHeHMe Henoslaaok

3a0a4m He co3patoTca B Bitrix n3 ASK

MpoeepbTe ¢nar Create Tasks From Requests (N0 YMOJYaHUIO BbIKJIIOYEH).
NHTerpaunsa aktmBHa, webhook URL koppekTeH, y Bebxyka ecTb mnpaBa tasks.
3asaBKa He YepHOBMK N NPUBSA3aHa K KJIMEHTY NHTerpauunn.

3a9BKW He co3patoTca B ASK n3 Bitrix

Email ncnonHutena 3apaym ectb B Responsible Emails. HacTpoeH ucxopsawmn
Bebxyk (ONTASKADD) wnn poxautecb nepuoamyeckoro onpoca (4o 5 MUHYT).
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NWHTerpaumna akTruBHa.

CTaTbeI nJin nojad He CUHXPOHM3NPYIOTCA

NcnonHntenb 3apaym B Bitrix B whitelist (cm. pa3gen 6.3). B ASK ecTb cTaTycChl C
oXxunpgaembiMn HasBaHuaAMK (Hoasi, K wmncnonHeHuto, B pabote, OTBET KJAMEHTa,
BoinonHeH, OTmeHeHa). Ona «BbinonHeH» ydyntbiBanTe TASK CONTROL B 3apave
Bitrix.

KOMMeHTapun He CUHXPOHUN3NPYOTCS

ASK - Bitrix:

KoMMeHTapum nybnmyHbin (BKAOYEH MepektodaTenb BUAMMOCTU Npu oTrnpaske).
NcnonHntenb 3apgaynm B Bitrix B whitelist. KommeHTapuin co3gaH 3aHOBO, a He
oTpedakTmpoBaH no3xe. OXxuganTe TONbKO TEKCT; BNOXeHusa B Bitrix He
nepenatTCs.

Bitrix - ASK:

CobbiTne ONTASKCOMMENTADD He Hy>XHO — npoBepbTE NMEPUOANYECKNIA OMPOC U
npaBo im AnA 4aTa 3agay. B KoMMeHTapum ecTb @yNOMUHaHWE COTPYyAHWUKA W3
whitelist. NcnonHnTens 3agayn B whitelist.

VicnonHuTenb He Ha3Ha4daeTcH

Email nonb3oBaTensa 3amosiHeH B ASK u coBnapgaeT ¢ Bitrix. lMonb3oBaTesnb
cywecTtsyeT B Bitrix (Bebxyk ¢ npasom user).

[fpoCcMOTp NOros

NwmnTe 3anmncm c npedumnkcom servicedesk.bitrix24 B norax Django:
nponyck add_comment — ucnonHuTenb BHe whitelist; Error adding comment / Error
syncing comment — owwunbka API Bitrix.

6.10. OrpaHn4eHns

HYepHOBMKMN 3a8BOK HE CUHXPOHU3UPYTCA. OOUH KAMEeHT — ofHa uHTerpauuns c
ooHUM gomMeHoM Bitrix (yHukanbHasa napa client + domain). BnoXxeHus
KomMmeHTapues n3 ASK B Bitrix He nepepatoTcs. PegakTupoBaHne KOMMeEHTapusa He
Bbl3blBAaeT MOBTOPHY OTNpaBKy B Bitrix. CUHXpOHM3aUNSA UCXOAALLNX N3MEHEHUN
BbIMNOJIHAETCA nocne commit TpaH3akuum (Hebonblaa 3aaep)xkKa BO3MOXKHa). lMpn
yoaneHnn wuHTerpayum ceasm ASKeBitrix paspbiBatoTcsa; 3agadum B Bitrix He
yhansaTCs.

6.11. YnpaBneHne nHrterpauynamm
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PepakTupoBaHume: KHomnka Edit B cnucke uHTerpayun. OTKAKOYEHUE: cHuMuUTe Is
Active — HacTponkun coxpaHaTcsa. YaoaneHue: KHomnka Delete (c nogTBepxXaeHmnem);
CBSI3M pa3pbiBalOTCA, 3a4a4m B Bitrix ocTatoTcs.

CBA3M 3as9BOK N KOMMeHTapueB C Bitrix Takxe OOCTYMHbl B CUCTEMHOW agMUHKe
Django: mogenwu Bitrix24Task n Bitrix24Comment.

LLlabnoHbl nnaHa paboT

LLIa®noHbl NsiaHa paboT (YeknncTol)

AgMUHUCTpaTop BeAET WabnoHbl YEKINCTOB, KOTOPbLIE CNeunasncT npuMeHseT Ha
3asaBke B 6s10ke «MnaH paboT».

HacTpounka

HacTpoinkn - CepBuc-geck - LLa6bnoHbl rnJjaHa paboT URL:
/settings/servicedesk/checklist-templates/

«[1o6aBuTb WabnoH» — Ha3BaHME U MYHKTbl CNUCKa. PegakTupoBaHue / yoaneHue
— KHOMNKK B Tabnnue wabnoHos.

MpaBa: HacTpomkn SD (system.sd settings / pocTtyn K pasfgeny HacTpoek
cepBuUC-gecka).

[lpuMmeHeHne Ha 3adBKe

OTKponTe KapToyKy 3asaBku. B pasgene «MnaH paboT» BbibepuTe wabnoH um3
cnncka. MNMyHKTbl wabnoHa [06aBnATCA B YEKAUCT 3a8BKW; Oajiblie OoTMedanTe
BbIMO/IHEHME KaK 0ObIYHO.

LLlabnoHbl 0bwme aong TexnognepXkKm (He NpuBsisaHbl K yciyre kKatanora). Ux xe
MOXXHO YKa3aTb B WabsioHe persaMeHTHOM 3asBKM — MpPU aBTOCO34aHUM 3asBKU
MYHKTbl CKONMPYIOTCS B MaaH paboT.

LLIa610HbI pernaMeHTHbIX 3asiBOK

LLIabnoHbI pernaMeHTHbIX 3as9BOK

AoMuHNCTpaTop (nnm MeHep)xep ¢ npasBoMm servicedesk.manage maintenance)
HacTpavBaeT wWabsioHbl, MO KOTOPbIM CUCTEMa aBTOMATUYECKW CO3LAET 3asBKU
Service Desk no pacnucaHuto. Pabovee pykoBoACTBO [ANs  CreumasncToB:
PernameHTHble 3a89BKN.
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HacTponka wabnoHoB

Hactponkn — CepBuc-geck — LWabnoHbl pernameHTHbIX 3a8BoK URL:
/settings/servicedesk/maintenance-templates/

«[o6aBnTb WabnoH» — 3anosHUTE Nonsa 3asaBKW (ycnyra, TUM, NPUOPUTET U T.4.).
Tema wn onucaHme nopaepxueatoT nnencxongepbl {ci}, {client}, {date},
{schedule}. OnunoHanbHO yKakuTe WabnoH nnaHa paboT (4YEeKNUCT) — NYHKTbI
CKONMPYITCA B CO34aHHYyl 3aaBKy. LWabnoH ¢ npuBsA3aHHbIMM pacnMCcaHUAMMK
yhanuTb HeNb3a — feakTuBupynTe (is_active).

Mpaga: servicedesk.manage maintenance (rpynnel Bpoae TechDep-Manager /
Rules-TopMan / superuser).

PacnncaHua (onepaynoHHbIN pa3aen)

Cnmcok wn CRUD: TexnopgmepXxka — PersameHTHble pacnucaHma  URL:
/servicedesk/maintenance/schedules/ Tpun coxpaHeHUW pacnucaHua cucTema
BblYnucnsget  next run_at. Co3paHne  3aaBoK  BblnonHaeT  Celery-3agava
servicedesk.tasks.process_maintenance_schedules (B Beat — ka>xgble 5 MUHYT).

Mooenun gaHHbIX (OPUEHTUP 419 CONPOBOXAEHNSA)

CywHocTb Ha3HavyeHue

MaintenanceTemplate LLlabsioH nonen 3afBKU + OMUMNOHAJNIbHbBIA YEKANCT
MaintenanceSchedule PacnucaHue (knueHT, KE, recurrence, next_run_at)
MaintenanceRun >XypHan cnotoB (created / skipped / failed), yHuUKanbHOCTb
(schedule, scheduled for)

Request.maintenance_schedule Cea3b co3naHHON 3a89BKN C pacrnncaHnem
RequestSource «PernameHTHoe obcnyxxmsaHue»

Kon: servicedesk/maintenance_models.py, servicedesk/maintenance.py,
servicedesk/maintenance_views.py.

NCTOYHMK 3a9BOK

Mpn Mmurpaummn / fixture pobaBnsaeTca UCTOYHUK «PernamMeHTHOe 06CNy>XMBaAHUE».
OTpenbHbIN TUN 3a89BkK (RequestType) He TpebyeTcs.

[ToBegeHMe NnaHNPOBLUKMKA

Co3paHue B pgeHb pabot B time_of day (4acoson nosac Celery: Europe/Moscow).
Heckonbko KE — opnHa 3asaBka. YeknucTt onuwnoHaneH. lMpu skip if open_exists u
He3aKpbITON 3asBKe MO pacnmcaHuto 10T noMeYvaeTca skipped, Kypcop caBuraeTcs.
MOBTOPHbIN 3aMyCK TOro e cNoTa He co3aaéT aybnb (MaintenanceRun).

CBsa3b ¢ CMDB
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Ha kapToyke KE — BKJlagka pernamMeHTHbIX pacnmcaHuin. HacTponkm moayns
CMDB: CMDB — HacTpoikKa.

YeknncTol

LLabnoHbl nnaHa paboT HacTpauBaioTcsa oTaenbHo: LWabnoHbl nnaHa paboT. B
wabnoHe pernamMmeHTa BbIbMpaeTCa yXKe CyLeCTBY WA YEKJINCT.

HacTponkn mogynsa "lMepcoHan

JocTyn K HacTponKaM:

Mepengnte B pasnen "Hactpoukn" -> "lMepcoHan" Nnnm B CUCTEMHOWN agMUHKeE:
"Personal” -> "Personal settings"

HacTpoinkn pasgena "YsegomaeHusa":

NEW_EMPLOYEE_MATTERMOST (Bullet) - YBegomnaTtb B 0bwmin kaHan Mattermost o
HOBOM COTpPYAHWKe 3HadyeHue rno ymondaHuio: False BIRTHDAY MM ON (Bullet) -
YBegomnaTb B 06wmnin kaHan Mattermost o oHe poXxxaeHns coTpyaHUKa 3HadYyeHme no
ymondaHuio: True BIRTHDAY_MM_WEBHOOK (String) - Anpec Webhook kaHana
Mattermost ona oTnpaBku yBeAOMNIEHUN O OHE POXXAEHUS COTPYyAHUKa 3HayveHue
Mo YMOJIHaHUIO: NMyCTO

HacTpoinkn pasgena "OTcyTcTBUA":

ABSENCE_VACATION_DAYS ON (Bullet) - Exemecsa4HO Ha4ynCnATb AHM OTMNyCKa
paboTamowmm COTpyOHUKaAM 3Ha4deHune rno YyMOJIYaHUIO: True
ABSENCE_VACATION_DAYS (Float) - Konm4yecTBo exemMecCA4HO HayuncaseMblX AHeNn
OTnycka 3Ha4veHue no ymosndaHuto: 2.3 ABSENCE_TRUANCY_SALARY (Bullet) -
YynTbiBaTbh MpPOrynabl Npu pacyete 3apaboTHoM nnaThbl (yaep>xaHus) 3HadeHue no
ymonyaHuio: True ABSENCE_ILLNESS SALARY (Bullet) - YunTbiBaTb 60s1€3Hb nNpu
pacyeTe 3apaboTHoOM nnaTbl (yaoep»xaHus) 3HayvyeHMe no YymondaHuto: False
ABSENCE_REMIND_DAYS (Int) - 3a ckoJIbKO OHeWn [0 OTnyCKa HamnoMWHaTb O HEM
3Ha4veHune no ymondaHuio: 10 ABSENCE_CANCEL_DAYS (Int) - Yepes3 ckosibkO AOHEeNn
OTKJ/IOHATb €eC/IN  HeT CTaTyca corjsacoBaHMs 3HayeHWe nNo yMmos4aHutwo: 7
ABSENCE_REMIND_APPROVE_DAYS (Int) - Yepe3 CKOJIbKO [OHEW HanoMuHaTb
pykoBoOOUTESIO o] corsiacoBaHuu 3Ha4eHune rno YyMOJI4aHNIO: 3
ABSENCE_NO_REG_DAYS (Int) - MNMpooo/mkKntenbHOCTb OTNycKa, He odopmisemas
omumanbHO Ncnonb3yeTcsa ecav B OpraHm3aunm NnpuHATO NPaBnIo O BO3MOXHOCTH
KOPOTKOro oTnycka 6e3 odopmneHunsa. Y4nTbiBaeTCa B y4eTe OTMnyCKa, HO He
yBegomnaeTca byxrantepusa M He HanOMMHAETCHA COTPYAHUKY O HeobxoammMocTw
HanucaHna 3aaBJsieHNsA 3HavyeHue rno ymosndaHuto: 5 ABSENCE_MATTERMOST (Bullet)
- YBegomneHnuna o6 otcytcTBuax B MM BknwoyeHue/oTkaoYeHUe 3HadeHue no
ymon4yaHuio: False ABSENCE_TELEGRAM (Bullet) - YBenomneHus o6 oTcyTCTBUAX B
Telegram Bknto4eHne/oTKAOYEHNE 3HaYeHMe no yMondaHuto: False

HacTponkn pa3sgena "Pernctpauyunsa™:

USER_REQUIRED MOBILEPHONE (Bullet) - MobunbHbin TenedoH obssaTteneH npwu
pernctpaunn Ecnm BKAKOYEHO, TO nose MobunabHOro TenedoHa obs3aTeNlbHO K
3aroJIHEHUIO MPU CO34aHNM HOBOIMrO COTPYAHMKA. *cnonb3yeTca AN NOOKIOYEHNS
K Tenerpam-60oTy. 3HaveHne no ymondaHuio: False USER_REQUIRED DEPARTMENT
(Bullet) - Mogpa3neneHne obasaTenbHO Npu peructpaumm Ecnmn BkntodeHo, To none
nogpasgeneHns obasaTesibHO K YKa3aHWUIO MpU CO34aHMN HOBOIO COTPYyAHMKaA. *Ha
OCHOBaHUM nogpasfenieHnsa MoryT Ha3dHa4vYaTbCsA NpaBa YY4ETHOW 3anncu. 3HavyeHune
no ymonyaHuto: False USER_REQUIRED _MANAGER (Bullet) - PykosoauTens
obsizaTeneH npu perncrtpaumnm Ecnum BKAOYEHO, TO TMOJie pyKoBOAUTENS
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obs3aTeNbHO K YKa3aHWIo Npu Co34aHnM HOBOIro COTpyAHMKA. *[lofne ncnonb3syeTtcs
0N nenernpoBaHUs 3ajay U COrslacoBaHNs OTCYTCTBUA. 3Ha4YeHne no yMoJI4HaHuio:
False USER_REQUIRED TITLE (Bullet) - Jo/mkHOCTb obsi3aTenibHa Npu perncrpaumnm
Ecnm BKJIIOMEHO, TO MoJsie A0J/IKHOCTU 0053aTeNbHO K 3aroJIHEHUIO NpU CO34aHNU
HOBOro COTpPYAHWMKa. 3HaydeHme no ymondaHwuio: False USER REQUIRED _FIRSTDAY
(Bullet) - LaTa Havana paboTbl oba3aTenbHa Npun peructpaumm Ecnm BkAOYeHO, TO
none paTtbl Ha4dasna paboTbl o0OsA3aTeNbHO K YKasaHU Mpu CO34aHUUM HOBOrO
coTpyaHuka. *Wcnonb3yetcs nna pacdeta 3apaboTHoum nnaTbl. 3HayYeHue no
yMmondaHuio: False USER_REQUIRED_SALARY (Bullet) - Pasmep 31 obs3aTesneH npwu
peructpaumn Ecnm BkAw4YeHo, TO pa3gesn 3apaboTHoum nnaTbl obsAs3aTeneH K
3anoJIHeHWI0 Mpu  CO3JaHUM HOBOro COTpyAHuKa. *Mlone wucnonb3lyeTca A[ns
eXXemecsyHoro pacyeta HaducneHun 3I. 3HadyeHue no ymon4daHuio: False
USER_NAME_FIRST (Bullet) - CHavana wumsa, 3ateM amuimna Ecnm BKKOYEHO, B
cucteme bynet otobpaxkaTbCca cHavana Mms, 3atem pamMmnma coTpynHuka. MHave
HaobopoT. *He MeHseTCca 0N y)Xe UMEeKLWNXCA B CUucTeMe COTPYAHUKOB 3HaYeHue
no ymonyanuto: False

HacTponkun pasgena "TecT Ha MOTMBaLUIO":

MOTIVATION_TEST_ON (Bullet) - TecTupoBaHue Ha ornpefesieHMe MOTMBALMOHHOIO
Tuna Bknwoyaetr paspen [llepcoHan - MoTuBauuda, NPOXOXAeHMe TecTa
COTpyAHUKaMW, OTHYETbl U BKNagkKy «MoTmBauma» B KapTovke coTpyaHuka. lNoka
BblKJIlOYeHO, MeHlo n URL pasgena HeOoCTynHbl. 3HadeHue no ymondaHuto: False
MOTIVATION_TASK_FOR_NEW (Bullet) - Co3paBaTb 3apa4vy Ha TecCcT AOJI HOBOro
coTpyaHuka PaboTaeT Tonbko BMmecTe ¢ MOTIVATION_TEST ON. lpwu co3gaHumn
paboTalmowero cCoOTpyaHukKa C Y4€THOW 3anncbio Co34aéTca 3adada «lMponTm TecT Ha
MOTUBALMOHHbLIA NPO(USIb» CO CCbIJIKOW Ha aHKeTy. 3HavyeHune no ymosi4aHuio: False
MOTIVATION_LIMIT_MONTHLY (Bullet) - OrpaHu4mBaTb NOBTOPHOE MPOXOXAEHME
pa3 B Mecsil, Ecnn BKOYEHO, COTPYOHMK MOXKET NPOXoAuUTb TEeCT He 4yalle 0OHOro
pa3a B 30 gHen. 3Ha4YyeHMe No ymondaHuio: True

CnpaBoYHUNKN MOLYNIA:

Tunbl NepcoHasna - KaTeropuvm coTpynHUKoB logpasfesieHna - opraHuU3auMoHHas

CTPYKTYpPa

MaTpuubl B Moayne lepcoHarn

B Moaynie 4OCTYyMNHblI CTPaHMLUbl MaTpULL:

MaTpuua AOKYMEHTOB COTPYAHMKOB — AJI KOHTPOAA KOMMJEKTHOCTU OOKYMEHTOB
M NX CTAaTyCcOB Yy COTPYOHWKOB; noaaepxmBaeT duabTpbl U 3kcnopT B Excel.
MaTpuua [OCTYNOB COTPYOHWKOB — poOJieBble cCpe3bl MNpas; Moanep)XuBaeT
bmnbTpbl N0 pasaenam/NoKpbITUIO 1 3KCNopT B Excel.

HacTtponkn moaynsa "®uHaHCHI

[oCTyn K HacTponKam:

MNepengnte B pasgen "HacTponku" -> "®OuHaHCb" Nnn B CUCTEMHON afMUHKE:
"Finance" -> "Finance settings"

HacTponkn pasgena "CyeTta":

REMIND_INVOICE (Bullet) - OTnpaBnaTb HanoMWHaHWA O BbICTaBJIEHUUN CYETOB
HanoMmuHaTe 6yxrantepum 0 HeobXO0OMMOCTW BbICTaBEHUSA CHETOB C Tabauuen
[OroBOPOB MO KJMeHTaMm 3HaveHume no ymosndaHuio: False REMIND_INVOICE_DAY
(Int) - OaTa exxemMecsa4HON OTNPABKU HAMNOMUHAHUA O BbICTaBAEHUM CHETOB YMCo
Mecsdua, Korga oTnpaBifeTcs HanoMmHaHue 3HaydeHue no ymondaHuw: 20
REMIND_INVOICE_EMAIL (String) - Agpec byxrantepun ona oTrnpaBky HanoMMHaHNN
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O BbiCTaBsieHUM c4eToB Email agpec ona otnpaBkM HaNOMUHaHWUW 3HavyeHue o
ymondaHuio: nycto REMIND_NOPAY_DAY (Int) - JaTa eXemecCA4YHOW OTrMpaBKu
HanOMMWHaHNA KJINEHTY O He onJlayeHHoM c4éTe Yucno mecsua, korpga 6yayT
BbIYUC/IATBCA He OrnJiadeHHble cYyeTa U OTNPaBAATbCA HAMNOMUHAHUA KJIMEHTY (Ha
afpec yKasaHHbI KaK KOHTaKT byxrantepum B KapTo4dke KJMeHTa) 3HaydeHue no
ymondaHuio: 10

HacTponkun pasgena "YsegomnaeHunsa":

SEND_ACCOUNTING_EMAIL_ON (Bullet) - OtnpaBnATb yBenomsieHUs Byxrantepumn
rno 3N1EeKTPOHHON rnoyrte 3Ha4veHue rno YMOJ1HaHUIO: False
SEND_ACCOUNTING_MM_ON (Bullet) - OTnpasnaTe yBepomieHus Oyxrantepumn
yepe3s Mattermost O6was HacTponka 3HaydyeHMe Mo ymosdaHuto: False
ACCOUNTING_MM_WEBHOOK (String) - Aopec Webhook komaHabl 6yxrantepun ans
oTrnpaBku yBenomsieHUn B Mattermost URL Bebxyka Ona OTNpaBKuM yBeOoOMJIEHUN
3HayeHne no ymosnyaHuto: nycto ACCOUNTING MM _CHANNEL (String) - ID kKaHana
byxrantepun B Mattermost ona otnpaBkun yBegomaeHun ob oTCyTCTBMAX 3HaYEeHMe
no ymon4aHuio: absences ACCOUNTING_EMAIL (String) - Aopec 31eKTPOHHOW MoYTbl
byxrantepun O6wun appec Oyxrantepum [Ona OTNPaBKW YyBEAOMJIEHUA MO
3/1eKTPOHHON no4yTe 3HaveHue no yMOJ14aHUIO: nycTo
CHECK_CLIENTS_AND_CONTRACTS (Bullet) - TlpoBepsaTb [eNCTBUTEJIbHOCTb
KJINEHTOB M UX [orosopos [llpu BkIKOYEHUN CUCTEMa aBTOMATU4YeCKU nposepsieT
aKTyaJlbHOCTb [aHHbIX KJIMEHTOB U WX [J0rosopoB. B cinyvyae pacxoxpeHuin
(Hanpumep, UCTEKWMAN [OroBOP WIN HEAaKTUBHbIN KJINEHT) MeHel>Xepbl nosiyyvat
yBefomieHue. 3HavyeHne no ymondaHuoo: True

HacTponkn pasgena "MNnaTexHbl KaneHgapb":

REMIND_PAYMENT (Bullet) - OTnpaBnsATb HarnoMmHaHUsa 0 rnjaTexax u3 KaneHgaps
nnaTtexen 3HavyeHue rno ymon4danumo: True REMIND_PAYMENT_EMAIL (String) - Aopec
3N1IeKTPOHHON MNOYTbl AN OTMPaBKW HANOMUHaAHUA O nMjaTexax 3HadeHue no
ymon4daHuio: nycto REMIND_PAYMENT DAY (Int) - 3a CKONIbKO KaneHJapHbIX AHEN
[0 NfaTe)xa oTrnpasfaATb yBegoMsieHne 3HavyeHne no ymondaHuo: 1

HacTponkun pasgena "3apnnaTta™:

DEDUCT TRUANCY_FROM_SALARY (Bullet) - BbluutaTth nporynbsl 13 31 Bbl4utaTbh
OHW NporysioB U3 3apaboTHOW NnaTbl COTPYAHUKOB 3HaYeHMe nNo ymonyaHuto: False
DEDUCT_SICK_LEAVE_FROM_SALARY (Bullet) - BbiyntaTb oTCYTCTBUSA MO 60N€3HU U3
3N Bbl4nTaTb AHU OTCYTCTBUA Mo 6onesHn u3 3apaboTHOM naaTbl COTPYOLHMKOB
3HayveHne no ymondaHuio: False DEDUCT SICK LEAVE _FOR PROBATIONARY_STAFF
(Bullet) - BblMmTaTh OTCYTCTBUA MO 60N€3HM COTPYAHUKaAM C UCMbITaTesSlbHbIM
CPOKOM Bbl4nTaTbh AHM OTCYTCTBUA Mo 6one3Hn n3 3apaboTHON NiaTbl COTPYAHUKOB,
Haxo4ALWNXCA HA NCNbITaTe/IbHOM CPOKe 3Ha4vyeHmne No ymondaHuio: False
CornacoBaHHble OHW OTMyCKa 3a CBOM CYET BbIYUTAKTCA W3 3apnnaTbl Bcerga
(oToenbHoe yaepaHue 3a pabodue OHWM), oTAesibHAs HacTpPOWKa A 3TOro He
HYy>XHa. lNMpo4ne HaCTPOnKMN:

IMPORT_INVOICE_DAY (Int) - 3a cKosIbKO MocsiefHUX OHEN UMMOPTUPOBaTb CHeTa U3
1C 3Ha4yeHue no ymosn4aHuio: 3

CnpaBoYHUKN MOLYNIA:

Tunbl Kacc - TWUMbl KacCoBbIX onepauun TlloaydyaTenu nnaTtexem - CAUCOK
nony4atenen nnatexenm O6nactu [OrosopoB - ob6nacTu NMpPUMEHEHUs [0roBOPOB
Tunbl onnaTbl AOrOBOPOB - CNOCOObI onnaTbl AOroBopoB Tunbl MOAPSAOYUKOB -
KaTeropmm noapsanyvMkoB Tunbl pacxofoB - KaTeropum pacxonosB Tunbl ycnyr -
KaTeropuu ycnyr

HacTponkn moayna «MpoekTbl»
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HacTtponkn moayns «l[1poeKTbl»

[oCTyn K HacTponKam:
MNepengnte B pa3nen «HacTpohkn» - «MpoekTwl» (/settings/projects/) Wnu B
cuctemMHonm agMuHKe: Projects — Project settings

[MpegHacTponka Mooy

Beepxy CTpaHUUbI HacTpoek — rnone «[MpenHacTponka MoLoyns»
(PROJECT_MANAGEMENT_PRESET):

3HavyeHue Kog Ha3Ha4veHune

NanT lite Mopy4yeHuns, cosewaHns, ansbl, KOMaHaa

CtaHpgapT (no ymonyaHuw) standard + nnaH, NaHT, NPOrHO3 CPOKOB, PUHAHCHI
Mpodun pro + 6a3oBble NNaHbl, PeCypcChbl, 3KOHOMUKA, 3HAHUSA, pUcku, N

IkcnepT expert + TpeboBaHus, Nnpobnemsl, peleHuns

3ap0aéTt pedonT ONsg HOBbIX MNpoekToB. [lpn coxpaHEeHUU CUHXPOHU3UPYIOTCSH
cBsi3aHHble rnobanbHble narn (pecypcobl, pacnucaHne, TpebosaHusa, 3HaHnsa, U n
ap.). Ha cywecTBylowWem rnpoeKkTe npecet MOXXHO CMEeHUTb B HAaCTpPOMKaXxX MpoekTa
Uan B BU3apae (4eTbipe KapTO4KN).

Monb3oBaTenbCkas MaTpuua: lNpegHacTponkn yHKUMOHana. HacTtponkmn pasnena
«YBenoMNeHns»:

PROJECT_SEND_MANAGER_EMAIL (Bullet) - OTnpasnatTbL yBenoMAeHMA MO MNoyTe
MeHeL Kepy NpoekTa YBegomaeHue npu nobbix NU3MEHEHUSAX NPoeKTa 3HavyeHmne no

ymon4daHuio: False PROJECT_SEND _MONITOR_EMAIL (Bullet) - OtnpaBnatb
yBegoMaeHns no no4yte HabnwpaTenam npoekTa YsegomneHne npu  nobbix
N3MEeHeHMnsX rnpoekTa 3Ha4deHune rno YMOJTHaHUIO: False

PROJECT_SEND_MANAGER_MM (Bullet) - OTtnpasnatb ysepnomneHus B Mattermost
MeHe[ Kepy NnpoekTa YBegomieHne npu Nobbix U3MEHEHMsAX NpoekTa 3HavyeHne no

ymon4daHuio:  False  PROJECT_SEND _MONITOR_MM  (Bullet) - OtnpaBnaTtb
yBegomneHna B Mattermost HabnwopaTenam npoekTa YBegomaeHme npu nobbix
N3MEeHeHMnsX rnpoekTa 3Ha4deHune rno YMOJTHaHUIO: False

PROJECT_MILESTONE_DELAY_NOTIFY_MANAGER (Bullet) - YBepoMmnaTb 0 npocpo4vke
K/IO4YEeBON TOYKW  pyKoBOAMUTENaA rnpoekTa ABTOMAaTUYeCKOoe YyBe[oMJieHue
pyKoBOAUTEsNIA MpOeKTa O TMPOCPOYEHHbLIX KJIOYEeBbIX TOYKax 3HayeHume 1o
YMOJIHaHUIO: True PROJECT_MILESTONE_DELAY_NOTIFY_ROLES (String) -
YBeOOMNATb O MNPOCPOYKe KJIKYEBOW TOYKM Posinm npoekTa ONa yBeLOMJIEHUS O
MPOCPOYKEe KJIK0YEBbIX TOYEK 3HaYeHne No yMoJsIHaHUIo: NycTo

HacTpoinkn pa3sgena «CorsiacoBaHue»:

PROJECT_BASELINE_APPROVE_MANAGER (Bullet) - CornacosbiBaTb 6a30Bble naHbl C
pykoBoauTenem npoekTa O6s3aTenbHoe cornacoBaHne 6a30BbiX MJaHOB C
pykosoguTenem rnpoekTa 3Ha4eHune rno YMOJTHaHUNIO: True
PROJECT_BASELINE_APPROVE_ROLES (String) - [OononHWTeNbLHO COrnacosbiBaTb
6asoBble NnaHbl C ponsaMu LOMOAHUTENbHblIE PO AN coriacoBaHusa 6a30BbIX
niaHoB 3Ha4veHue no ymosdaHwuto: nycto PROJECT_MEMBER_APPROVE_MANAGER
(Bullet) - CornacoBbiBaTb y4YaCTHUKa C €ro HenocpeacTBeHHbIM pyKoBOAUTENEM
CornacoBaHme y4yacTus B T[poOeKTe C HernocpeAcCTBEHHbIM pyKOBoOUTENEeM
COTpyaAHWKa 3HavYyeHne no ymona4vaHuto: False

HacTpoinkn pasgena «KoOHTpPOb»:

PROJECT_CONTROLLER _USER  (String) - KoHTponép nopTdens NpoeKToB
Monb3oBaTeNlb, OTBETCTBEHHbLIN 32 KOHTPOJIb BCEX MPOEKTOB B rnopTdene. NMonyyaert
yBeOMJIEHUA O TMpPOCPOYKaX KJIIOYEBbIX TOYEeK W W3MEHEeHUM CTaTyCcoB BCeX
MpoeKToB. 3Ha4yeHne no ymondaHuto: nycto PROJECT_STATUS_REPORT_FREQUENCY
(String) - OTnpaBnaTb cTaTyc oT4yeT [1epnoanyYHOCTb OTNPABKM CTATYCHbIX OTYETOB
Mo nMpoekTy Bo3MoXHble 3Ha4vyeHusa: none (He oTnNpaBaAaTb), W (eXxeHenenbHo), m
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(exxemeca4Ho) 3Ha4YeHne rno yMOoJTHaHUIo: W

CnpaBoYHUKN MOAYNIA:

Tunbl NMPOEKTOB - KaTeropum rnpoekToB Posn B npoekTax - poauM Yy4acCTHUKOB
NPoOeKToB Tunbl CyMM - KaTeropum CyMm B rpoekTax Tunbl 3aTpaT - KaTeropuu
3aTpaT B nNpoeKkTax

LLIabnoH cTaTyc-0TYETa

Ha cTpaHuue «HacTpomkm» -  «[poeKTbl» MOXHO OTpedaKTUpPoOBaTb
HTML/CSS-wabnoH CTaTyC-OTYETa no NnPOeKTy (dpopma
ProjectStatusReportTemplate).

LLlabnoH obwmnn gnga Bcex npoekTos. MNMpu popmupoBaHumn ot4éta PDF cTpouTCca no
3TOMYy WabnoHy; dann MoXeT COXPaHATbLCA B [OOKYMEHTbl MpoekTa. [aTa
nocnenHero nsMeHeHums wabnoHa otobparkaeTcsa Ha CTPaHULLE HAaCTPOEK.
Monb3oBaTeNbCKUN CLEHaApUIN OTYETa: KapTo4dka npoekTa.

HacTponkn moayns "basa 3HaHUN

[oCTyn K HacTponKam:

MNepengute B pasgen "Hactponkn" -> "basza 3HaHMN" 1M B CUCTEMHOWN afgMUHKE:
"Kb" -> "KB settings"

HacTponkun pasaena "OCHOBHblE HACTPONKN":

KB_RESPONSIBLE (Int) - OTtBeTcTBeHHbIN 3a 0a3y 3HaHuW [losnb3oBaTesib,
OTBETCTBEHHbIN 3a yrnpaBneHne 6azom 3HaHu (ID nonb3oBaTend) 3HayvyeHme no
ymondaHuio: nycto KB_HELPDESK INTEGRATION (Bullet) - NHTerpauvs ¢ mogynem
TexnogaoepXXkKm BkawounuTb MHTerpauunto 6asbl 3HaHUM C MOAyJIEM TexnoALep KU
(obsizaTenbHOE O3HaKOMJIEHUE U CBA3aHHble CLueHapuu) 3HavyeHue no yMOJIHaHUIo:
False KB_Al REQUEST INTEGRATION (Bullet) - Al-uHTerpauua 3asBok c 6a3on
3HaHUN MacTep-hnar: pekoMeHpauUMW CTaTen B KapTO4YKe 3asBKW, KHOMKa
«YCcTaHoBUTb ”N p[Ao0b6aBuUTb CTaTbio» MPU  3aKpbITUW, reHepauuns/aonosiHeHue
4YepHOBUKOB 4epe3 JsiokasbHbin LLM (Ollama) 3Ha4veHne no ymondaHuio: False
(BbIKJIHOYEHO) PykoBoACTBO nosib3oBaTens: NHTerpaumns C 3asBKaMu
KB_DEFAULT_HELPDESK_CATEGORY (Int) - KaTeropma no ymos4aHutoo 014
Texnopnoepxkn KaTteropus, kKoTtopasa 6yneTr aBTOMaTUYeCKWM Ha3HayeHa AN
3anucen TexnopaepXxkm (ID kaTeropum) 3HayYeHMe MO YMOJHAHWUIO: NYyCTO
KB_DEFAULT_HELPDESK TYPE (Int) - Tun no ymon4aHuio nns TexnoaAepKKu Twun
3anucK, KOTopbin ByeT aBTOMaTUYECKN Ha3HavYeH 418 3anucen Texnoanep>xku (1D
TUNa) 3Ha4YeHne No yMoJ4aHU: NyCcTo

NpumedaHue: ycTtapeswue d¢narn KB _CREATE_FROM REQUEST ENABLED wu
KB_RECOMMENDATIONS ON_REQUEST _ ENABLED KOOOM He NCMONb3YIOTCH;
noctaTto4yHo KB_Al REQUEST INTEGRATION.

KB_SET_EXPIRATION_DATE (Bullet) - Ha3Ha4aTb CpPOK aKTyaJlbHOCTM 3anucu
YKa3biBaTb CPOK aKTyasIbHOCTU AN KaAoW cTpaHuubl 6a3bl 3HaHU 3HavyeHne no
yMmondaHuio: True KB_DEFAULT_EXPIRATION_DAYS (Int) - AKTyaJIbHOCTb 3anumcu no
yMon4aHuio B AHAX CpOK akKTyasibHOCTU 3arnmncu rno ymMoJHaHUKo ANs BCeX TUMos
CTpaHuy, 3HaveHne no ymondaHuto: 365 KB_DEFAULT_RESPONSIBLE_IS AUTHOR

(Bullet) - OTBeTCTBEHHbLIN 3a 3anUCXM MO YMOJIHAHMIO aBTOp ABTOP 3anucu
aBTOMATMYECKN Ha3Ha4vYaeTCs OTBETCTBEHHbIM 3a aKTyasim3auuio, yBeOOMEHNA U
AOCTynbl 3Ha4vyeHune no YMOJI4aHUIO: True

KB_REQUIRE_DEPARTMENT HEAD_ APPROVAL (Bullet) - CornacosbiBaTb 3anucb C
pykoBoguTenem nogpasnenieHns TpebosaTb COrNacoBaHWs 3anmncu pykosoauTenem
noapasgeneHusa aBTopa nepen nybnmkauven 3HaveHuMe no ymondaHuto: False
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KB_REQUIRE_ADMIN_APPROVAL (Bullet) - CornacosbiBaTb 3anncb C OTBETCTBEHHbLIM
3a 6a3y 3HaHuM TpeboBaTb COrsacoBaHUs 3anucyM agMUHUCTPATOpPoM 6a3sbl 3HaHUIN
nepepn nybnnkaumnen 3HavyeHue rno YMOJTHaHWUIO: False
KB_REQUIRE_CATEGORY_RESPONSIBLE_APPROVAL (Bullet) - CornacosbiBaTb 3anuchb
C OTBETCTBEHHbIM 3a KaTeroputo TpeboBaTb COrsiacoBaHMA 3annMcu OTBETCTBEHHbLIM
3a KaTeroputo nepen nybnmkauven 3HavYeHuMe No  ymondaHuto:  True
KB_MAX_FILE_SIZE_OCR (Int) - MakcnManbHbI pa3mep ansia ana pacnosHaBsaHusa B
merabanTax 3HadeHue no ymosdaHuto: 20 KB_ALLOWED FILE_TYPES (String) -
Pa3pelwéHHble Tunbl ¢annos AOna 3arpyskm Yepes 3andatyio 6e3 npobenos wu
nepeHocoB CTPOK 3HavyeHue no YMOJTHYaHNIO:
pdf,doc,docx,xls,xIsx,txt,jpg,jpeg,png,gif,json KB_MAX_FILE_SIZE (Int) -
MakcuMarnbHbIM  pa3Mep anna pna 3arpyskm B merabanmtax 3HadeHue no
ymondaHuio: 50 KB_HIDE_ACKNOWLEDGE_BUTTON (Bullet) - CkpbiBaTb KHOMKy 06
O03HAKOMJIEHUN TMPU He#oCTaTOYHOM BpeMeHU 4YTeHusas TpeboBaTb MUHMMaJIbHOE
BpPeMS Ha CTpaHuLe rnepef BO3MOXXHOCTbIO OTMETUTb O3HaKOMJIeHne 3Ha4vyeHune o
yMmondaHuio: True KB_SHOW_EMPTY_CATEGORIES (Bullet) - OTobpaxaTb KaTeropmu
6e3 3anuncen lMNokasbiBaTb B CNMUCKE KaTeropun, KOTopble He codep>kaT 3arnuncemn
3Ha4eHune no ymondaHuio: False KB_COLLAPSED CATEGORIES (Bullet) - OTobpaxaTb
KaTeropum cBepHyTbiMuK 10 YMOSIHaHWUIO NOKa3biBaTb KaTEropum B CBEPHYTOM Buae
3HavyeHne no ymondaHuio: False KB_ACK REMINDER_DAYS (Int) - HanomuHaHue
COTPYAHMKY 06 03HaKoOMaeHUn Yepes CKOJIbKO AHEN HAaNOMUHaTb COTPYOHUKY, 4TO
€My HYXXHO O3HAaKOMUTbLCA C [OKYMEHTOM 3HayeHue o yMmoJ4aHutoo: 3
KB_MANAGER_ACK_REMINDER_DAYS (Int) - HanomuHaHne pykosoauTesnto 06
03HAKOMJIEHUN COTPYAHMKa Yepes3 CKOJIbKO AHEen HarnoMmHaTb PYKOBOAUTESIO, HTO
ero COTpyaHWK OO0JIXKeH 03HaKOMUTbLCA C AOKYMEHTOM 3HavyeHue rno ymos4yaHuoo: 5
KB_NOTIFY_CATEGORY_RESPONSIBLE (Bullet) - YBepomnaTb OTBETCTBEHHOro 3a
KaTeropmio nNpuv WUCTEYEeHUN CPOKa aKTyasibHOCTM OTnpaBnATbL YyBeAOMJIEHUE
OTBETCTBEHHOMY 3a KaTeropuio Korga CcTpaHuua CTaHOBUTCA HeaKTyaslbHOW
3HavyeHne o ymosndaHuto: True KB_NOTIFY_ADMIN (Bullet) - YsepomnsTtb
OTBETCTBEHHOro 3a 6a3y 3HaHWM NpPU NCTEYEHUN CPOKa aKTyasibHOCTU OTNpaBisaTb
yBefoMJeHne agMuHucTpatopy 6a3bl 3HaHUM Korga CTpaHuua CTaHOBUTCH
HeakTyaslbHOW 3HayeHuve no ymonydaHuio: False KB_NOTIFY_ AUTHOR (Bullet) -
yBeoomsiiTb aBTopa 3anucu Mpu UCTEYEHUW CPOoKa akKTyanbHoCcTu OTnpaBiATb
yBeOMJIeHNne aBTOpY CTPaHuLbl KOrga oHa CTAaHOBUTCH HeakKTyaJlbHOW 3HaveHue
no ymondaHuto: True KB_NOTIFY_ADMIN_ON_RELATED_PAGE_CHANGE (Bullet) -
YBefoMJIAiTb OTBETCTBEHHOr0 3a 6a3y 3HaHWN NPU N3MEHEHUN CBA3AHHbLIX CTPaHUL,
OTnpaBnATb yBeAOMJIEHWE aAMUHUCTPaTopy 6a3bl 3HaHUA MpU  U3MEHEeHUN
CBSI3aHHbIX CTpaHuL, 3Ha4veHne no YMOJTHaHWUIO: False
KB_NOTIFY_AUTHOR_ON_RELATED_PAGE_CHANGE (Bullet) - YBemomnaTb aBTOpa
npv N3MeHeHUN CBA3aHHbIX CTpaHuy OTNpaBisaTb yBeOOMJIEHME aBTOPY CTPaHULbI
npy  WU3MEHEeHUM CBA3aHHbIX CTPaHWL 3HavYeHMe No  yMmoJi4aHuo: True
KB_NOTIFY_CATEGORY_RESPONSIBLE_ON_RELATED_PAGE_CHANGE (Bullet) -
YBefOoMJIAiTb OTBETCTBEHHOr0 3@ KaTeropuio Npum M3MeHEHUN CBSA3aHHbIX CTPaHuL,
OTnpaBnATbL YyBEeAOMJIEHWEe OTBETCTBEHHOMY 3a KaTeroputo npu U3MEeHeHUn
CBSI3aHHbIX CTpaHuL, 3Ha4veHne no YMOJTHaHUIO: True
KB_NOTIFY_CATEGORY_RESPONSIBLE_CHANGES (Bullet) - YBeoomnsaThb
OTBETCTBEHHOrO0 3a KaTeroputo npu u3MeHeHusx OTMNpaBnasaTb YyBedoMmJieHne
OTBETCTBEHHOMY 3a KaTeropuio rnpu U3MeHeHWun B 3TON KaTeropmm 3HaveHue no
ymondaHuio: True KB_NOTIFY_AUTHOR_ON_COMMENT (Bullet) - YBegomnsaTb aBTOpa
3anucn o0 KoMMeHTapusax OTnpaBnaTb YyBeAOMJIEHWE aBTOpPY CTpaHUubl Npwu
nobassieHN HOBOro KOMMeHTapus 3HavyeHue rno ymoa4aHuoo: True

JlokanbHbIN LLM (Ollama) ona reHepauum ctaten

FeHepauus Ha3BaHUA, KaTeropmu n CTPYKTYpbI YyepHOBUKa (npwn
KB_Al_REQUEST_INTEGRATION) BbinosiHAeTCA Ha TOM e xocTe 4epe3 Ollama
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(npunoxxeHne ml_services). Ta e ycTaHOBKa o00CiyxuBaeT caMMapu 3anucen
coBelwaHnn. bbICTpbIn CcTapT Ha cepBepe: cd /var/www/ask sudo bash
ml_services/scripts/setup_ollama.sh

Ckpunt cTtaBut Ollama (npun HeobxogumocTn), HacTpamBaeT systemd
(OLLAMA_MODELS=/var/lib/ask-ollama, xoct 127.0.0.1:11434), npu OTCYTCTBUMU
GGUF cka4mBaeT TosibkO Mogenb qwen3_4b_instruct_2507_g4_k_m c Hugging Face
n BbinonHsaeT ollama create. OdnanH: --skip-download, ecnn GGUF yxxe nexuT B
ml_models/gwen3_4b_instruct_2507_q4_k_m/. BaxHo: runtime-gaHHble Ollama He
OOJDKHbI ne)xaTb B /home/... ¢ npaBamun 750 — user ollama Tyaa He 3anpéT, cepBuUc
ynaéTt B crash-loop. Mo ymondaHuio ucrnonosyetcs /var/lib/ask-ollama. MepemeHHbIe
oKpy>eHus Django (onuroHanbHO):

MepemeHHada o ymonvyaHunio HasHavyeHune

OLLAMA_BASE_URL http://127.0.0.1:11434 URL cepsuca

OLLAMA KB _MODEL qwen3_4b_instruct 2507 _g4_k_m Mogaens ans ctaTein KB
OLLAMA_SUMMARY_MODEL qwen3_4b_instruct 2507 g4 k m Mogesnb cammapu
coBeLlaHunmn

OLLAMA _EXTRACT _MODEL qwen3_4b instruct 2507_q4 _k _m W3Bne4yeHne akToB
OLLAMA KB TIMEOUT 120 TaimayT reHepauun ctaTbi (Cek)

OLLAMA TIMEOUT 3600 TanmayT OJIMHHbIX 3aMNpocoB (cek)

ML MODELS ROOT /ml_models KaTanor GGUF/Modelfile

OLLAMA_MODELS_PATH /var/lib/ask-ollama Runtime gaHHble Ollama

Ecnun Ollama HefocTynHa, Npu 3aKpbITUN 3a59BKU BCE PaBHO CO30aéTCA LWabSIOHHbIN
4YepHOBUK — 3aKkpblTue He B6nokupyeTcs. MNposepka: curl -S
http://127.0.0.1:11434/api/tags ollama list

PacnosHaBaHue 3anucen n HF_TOKEN: 2.4 ML: STT, Ollama, monenun. NogpobHocTn B
penosuTtopumn: ml_services/models/README.md. CrnpaBoYHUKK MOAayNA:

Tunbl CcTpaHuL - KaTeropum cTpaHuy 6a3bl 3HaHuM KaTeropuu CcTpaHUL -
nepapxuyeckasa CTpyKTypa KaTeropum

HacTponkn moaynsa «yYnpaBieHne 4OKYMeHTaMun»

Pa3gen nonb3oBaTesIbCKOM agMUHKK «YnpaBsieHne foKymMeHTaMu» (/settings/files/)
obbeanHAEeT HAaCTPOMKY NpaB AOCTyMNa K KaTeropusam ansioB 1 NnapamMeTpbl MOOyNA
FileSettings. JocTyn:

MNepenante B "HacTponku" -> "YnpaBneHume pokymeHTamun" TpebyeTcs npaBo
system.settings (rpynna System-Settings wnau aHanor) [LOMNOAHUTENbHO B
cuctemHonm agMuHke Django: "Files" -> "File settings" / "File categories"

Ha cTpaHunue aBe BkNagku: «Kateropmm n npasa» n «HacTponkm».

1. Bknagka «Kateropum n npasa»

NHTepdenc aHanormyeH cnpaBoYHUKaAM KaTeropunm 3asiBOK CepBUC-AecKa:
nepapxuydeckasa Tabnuua kaTeropuvm C OTCTynamMum MO YPOBHIO BJIOXKEHHOCTHU,
KHOMKW co3fiaHus/uaMeHeHunsa/ynanenns. B tabnuuye otobpaxkatoTcs:
HanMeHoBaHMe KaTeropum (C y4€TOM mepapxumn); CUHOHUMbI (A58 aBTOMNOACKA30K
npu 3arpyske); Ha3HayeHHble NpaBa [ocTyna (nogpasfesieHnsa N COTPYAHUKU C
YPOBHEM MpaBs); AeNCTBUSA pefaKTUPOBaHNA N yOoaNeHUs.

Co3gaHue n n3amMeHeHune KaTeropumn
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Mo KHonke «[106aBUTb>» UM UKOHKEe peflaKTUPOBaHUA OTKPbIBAETCSA BCMJibiBaloLLee
OKHO ¢hopMbl. [Tong KaTeropuu:

HanmeHoBaHue — Ha3BaHMe KaTeropuu annos; Pogntenbckaa kateropmsa — Aas
nocTpoeHus unepapxumm (rnybuHa orpaHuydeHa HacTpomkown FILES TREE_LEVELS);
CVHOHMMBI — CJI0OBa 4epe3 3andaTyi A1 COMoCTaBJIeHUA TMpu  aHaause
COLLEP>XKUMOroO 3arpy>xaembix (hansios.

YpoBHWU OoCTyna

Ona KakOon KaTeropum MOXXHO Ha3Ha4YnTb TMpaBa noApasfesieHnusM  u/mnm
OTAeNIbHbIM COTPYAHUKAM. YPOBHMU:

YpoBeHb BO3MOXXHOCTU

TonbkKo 4TeHue MNpocmoTp hanioB KaTeropumn

YTeHne n gobasneHue MNMpocMoTp 1 3arpy3ka hannos

YTeHne, nobasneHne n yaaneHue MosHbIA AOCTYM, BKAOYaa yaasneHne

OavH cybbeKkT He posikeH AybnmpoBaTbCs Ha pa3HbIX YPOBHAX OLHOW KaTeropuu:
Mpu COXpPaHEHUN OCTaBAAETCA MaKCUMasibHbIN N3 BbIBpaHHbLIX YPOBHEN.

[MpaBa noapas3nesieHnn

Mo>XHO BbIbpaTb 04HO MM HECKOJIbLKO MOoApa3aesieHUn Ansa Ka)Kgoro yposHs. lNpaea
BbibpaHHOro nogpasaeneHns pPacnpoCTPaHATCA Ha BCE€  BJIOXKEHHbIE
nogpasgeneHns 6e3 orpaHnyeHus raybuHbl (ecnm BblAAaHO poauTento — OOCTyn
€CTb Ny COTPYAHUKOB A0YEPHUX NnoapasaesieHnn).

[lpaBa COTPYOAHNKOB

MOXXHO Ha3Ha4YuTb OOCTYN  KOHKPeTHbIM COTPYOHWKaM  He3aBucumMo OT
noapasgeneHus. YpoBHU Te Xe: YyTeHune / YyTeHue n gobasneHne / nosHbIA SOCTYM.

HacnepnoBaHume npaB No AepeBy KaTeropumn

Ecnm y nopgkateropum HeT COBCTBEHHbIX MpaBwusl, K HEN MPUMEHSAITCS MNpasa
6nvkanwero npenka, y KoToporo npaswfa 3adaHbl. Ecan y nogkaTeropum ecTb
CBOM MpaBuia, YyYMTbIBAOTCA TOJIbBKO OHW; MpaBa PoAUTENs He MNoAMeLuVBatoTCS.
Llenoyka HacnegoBaHWs TnMpepbiBaeTCs Ha MepBOM rnpeake (ManM Ha camom
KaTeropumn) c cobCcTBEHHbIMU NMpaBUIaAMN.

MpuMep: OOCTYN BbiAaH Ha KOPHEBYK KaTeroputo «[oroeopbl». MogkaTeropus
«AKTbl» 6e3 CcBOMX MpaBW/ HacnepgyeT 3TOT AoCTyn. Ecnm y «AKTbl» Ha3Ha4eHbl
oTAEeJIbHble NMpaBuia — HaCNenylTCsa y)Ke OHU, a He «[LoroBopbI».

Korga KaTteropums cHUMTaeTCa «OTKPbITON»

Ecnm HM y KaTeropum, HM y €€ npenkoB HeET HM OOHOro npasBwuia AocTyna,
OrpaHUYeHUsl Mo KaTeropum He MpUMeHATCS (3arpy3ka WM BUAUMOCTb
onpenenstoTca APYrMMu NpaBuiamMmm Moayas — CM. HUXKe).
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2. Bknagka «HacTtponkmn»

PenakTupoBaHMe BbIMOJIHAETCA TaK XXe, KaK B CUCTEMHbIX HAaCcTpomnkax (Hanpumep,
pa3nen «be3onacHOCTb»): Ha)XKMUTe KapaHfaw y CTPOKU, M3MEHUTEe 3Ha4eHwue,
coxpaHuTe. W3mMeHeHMa npumeHsaoTca cpady 4depe3s HTMX 6e3 nepe3arpy3ku
CTpaHNLbI.

ALLOWED FILE EXTENSIONS (String)

Ha3BaHune: Pa3pelleHHble pacwmpeHnsa dansioB Onaa 3arpyskum B cuctemy annos
OnucaHme: CNMCOK paclUMpeHUn 4Yepes 3andaTylo, pa3pelléHHbIX 018 3arpysku B
KaTanor AOKYMeHTOB 3Ha4deHune no ymonadaHuto: .doc,.docx,.xls,.xIsx,.ppt,.pptx,.pdf,.
txt,.rtf,.odt,.ods,.odp,.csv,.jpg,.jpeqg,.png,.qgif,.bmp,.tiff,.html,.htm,.msg,.eml,.zip,.rar,.
7z

FILES TREE_LEVELS (Int)

Ha3BaHune: Ko/mM4yecTBO YpPOBHEN BJIOXKEHHOCTM pansoB (Moananok), WUCK4Yas
KopHeBy OnucaHue: MakcumanbHasa raybuHa nepapxun kateropuin dannos (bes
y4éTa KOPHEBOIro ypoBHSA) 3Ha4Ye€HMeE Mo yMo4aHuto: 3

FILES EXPAND SUBCATEGORIES (Bullet)

Ha3saHue: Pa3BopaymBaTb nogkateropum AOKYMeHTOB B MeHi OnucaHue: Ecnum
BKJIIOYEHO, MOAKAaTeropum B MeHK (anioBoro MeHeg)xepa oTobpaxkatTcs
pa3BEpPHYTbIMN 3HaYeHMe rno ymondaHuio: False

FILES SHOW_EMPTY _CATEGORIES (Bullet)

Ha3eaHune: OTobpaxkaTb KaTeropunm 6e3 gokymeHToB OnucaHume: Ecnu BKAOYEHO,
nycTble KaTeropum BUOHblI B MeHI0. ECIN BbIKJIIOYEHO — CKPbIBAKOTCA; pOAUTENIbCKUE
KaTeropmm c ansamm B nogkaTeropusax no-npexHemy otobparkatoTcsd 3HayeHue
rno ymosn4daHuto: False

3. Kak paboTaeT gocTtyn B hanJIoBOM MeHexepe

MoMMMO NpaB KaTeropuin, AeNCTBYIOT FPynnoBble U KOHTEKCTHbIE NMpaBuia.

[pynnbl
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Files-View — npocMoTp Bcex 3anucen KaTajnora AokymeHToB Files-Manage —
MOJIHbIA OOCTYMN KO BCEM 3anucam (npocMoTp, aobasneHne, nameHeHue, yganeHue)
Top-Man / cynepnonb3oBaTesib — MOJIHbIA AOCTYnN

Ha3Ha4deHue rpynn: YnpasaeHue nosib3oBaTesiaMu.

be3 rnobanbHbIX rpynn Files-*

Ona obbIYHOro COTPYAHUKA C NPUBA3aHHbLIM NpoguIeM:

BuaoHbl gannbl cesoero nopgpasneneHns (department danna = noppasgeseHue
COTpyAHWKA). BnaHbl annbl KaTeropmnm, K KOTOPbIM e€CTb [OCTyn Mo npaBuiam
(coTpynHuK / nogpa3sfesieHne ¢ y4€TOM Kackaga noapasfesieHuin n HacnenoBaHUA
KaTteropuun). BuaHbl OKYMEHTbl OOCTYMHbLIX NPOEKTOB (0TAesIbHasa Nornka Moayns
MPOEeKTOB).

MNpaBa django-rules:

files.view — npocmoTp; files.add — pobaBneHune (ypoBeHb «4TeHue n nobasneHmne»
nnu Bbiwe); files.edit / files.change_file — nonHbIM gocTyn, BKAKOYaa yaaneHume.

Ecnn y kateropum (C y4€TOM HacnepnosaHWA) 3ajaHbl NMpaBwuia, 3arpy3ka B Heé
pa3peleHa TOJIbKO MNpU YPOBHE He HUXKe «4yTeHue n pobasneHue» (Mam npu
yneHcTBe B Files-Manage / Top-Man / cynepnosib3oBaTesb).

4. CnpaBOYHUKN MOLOY A

KaTeropun ¢dannos — wuepapxmyeckaa cTpykTypa (MPTT), HacTpamBaeTcsa Ha
BKNaake «KaTteropum n npasa» nnm B Django admin (Files -> File categories).

HacTtponkn moanynsa "CRM

JocTyn K HaCTponKaM:

Mepengnte B pasgen "Hactponkun" -> "CRM" Nnn B cuctemMHon agmumHke: "Crm" ->
"CRM settings"

HacTponkn pasgena "HanomnHaHuna":

CRM_SEND DEAL NOTIFICATIONS (Bullet) - OTnpasnatb yBeAoOMJIeHUA Npwu
W3MEHEHUN COesioOK, aKTUBHOCTEW, KOHTAaKTOB W KOMMaHWM YBenoMJieHUs
OTMpaBnATCA MO BCeM KaHanam (email, mecceHpxep, telegram, PWA) B
COOTBETCTBUMW C HACTpoOMKaMu rnosydaTtens 3HadyeHue o ymondaHuio: False
CRM_DEAL _REMINDER_DAYS (Int) - HanoMmuHaTb 0 caenkax 3a N gHen 0o niaHoBOW
[aTbl 3aKpbITUA KonmMyecTBO OHEW [0 MJIAaHOBOW AaTbl 3aKpPbITUA CcAeNlKU LA
OTMNpaBKun HarMnoOMWHaHNA 3Ha4vyeHune no YMOJI4aHUIO: 3
CRM_DEAL REMINDER _ENABLED (Bullet) - Bkno4nTb aBTOMaTu4eckme
HarNnoMMHaHMA 0 caenkax ABToOMaTu4yeckasd OTNpaBka  HaNoOMUHAHUA O
NpubnMm>Xalwmxca pgatax 3aKkpbiTUsa caenok 3HavYeHue no ymondaHuto: False
CRM_ACTIVITY_REMINDER _HOURS (Int) - HanoMuHaTb 0 MeponpuAaTuax 3a N 4acos
[0 Havana KosnmyecTtBO YacoB [0 Havasa MeponpuaTua LN OTNPaBKWK
HanoMuHaHna 3Ha4deHue no ymondaHuto: 24 CRM_ACTIVITY_REMINDER_ENABLED
(Bullet) - Bkaw4uTb aBTOMaATU4YeCKME  HANOMUHaAHUA O  MeponpuaTuax
ABTOMaTM4yeckKasas OTMNpaBka HaMOMUHaHWUA O MNPeAcCToAWMX  MeponpuaTUaX
3HaveHue no ymonydaHuto: False

HacTpoinkun pasgena "OCHOBHble HACTPOMNKN":

CRM_AUTO_ASSIGN_CREATOR (Bullet) - ABTOMaTmMyeckum Ha3Ha4daTb co3paTens
COoEeJIKN OTBeTCTBEHHbIM [1pn CO34aHUM HOBOW COENIKW aBTOMaTU4YeCKU Ha3Ha4vaTb
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eé co3paTensa B KayeCTBe OTBETCTBEHHOIro 3Ha4YyeHne No ymondaHuio: True
HacTponkun pasgena "OT14eTbl":

CRM_REPORT_PERIOD_DAYS (Int) - lMepwon Anna oT4eTOB MO cAefnkaMm (OHen)
Konnyectso gHen A5 pacyeTa CTaTUCTUKM MO cAesikaM B oTyeTax 3HadeHue no
ymondaHuio: 30

HacTponkun pasgena "OTtobpakeHue":

CRM_SHOW_CANCELLED DEALS (Bullet) - T[loka3blBaTb OTMEHEHHble COEe/IKN B
CNMCKax Mo yMos4aHuio BkJo4aTb OTMEHEeHHble CAEeSIKM B CUCKW U OT4YeTbl Mo
yMosl4aHWMo 3HavyeHne nNo ymon4daHuio: False

CnpaBoYHUKN MOAYNIA:

CTaTycCbl CeJIOK - BO3MOXHbIe CTaTyCbl cAenoK MpoayKThbl - nepapxXxmu4ecknim Crnmcok
NPOAYKTOB

VoIP — HacTponka TeneoHun

VoIP — HacTpomnka TenecdoHun (UIS / CoMagic)

Moaynb TenecdoHun pobasneH B penmse 2.1.0. NHTerpaumnsa ceasbiBaeT ACK c
obnavHon ATC nposangepa UIS nnn CoMagic.

MNpenBapuTenbHble TpeboBaHUS

AkTuBHbIN gorosop ¢ UIS mnun CoMagic u pmoctyn k APl/Bebxykam. Moaynb VolP
BKJIOYEH B «HacTpomkmn» - «Mopgynu». T[lpaBa VoOIP Ha3Ha4yeHbl rpynnam
onepaTopoB TEXMOAOEPKKMU.

BknoyeHne mogyns

«HacTpoiiku» - «Moaynm» — BK4UTE MoLy/b VOIP. «HacTponkns — «Ipynmbl U
npaBa» — Ha3HaybTe NpaBa Ha MPOCMOTP SCreen pop U UCTOPUM 3BOHKOB.

HacTponka nHterpayum

MapameTpbl MHTerpaumm 3ajatoTca B CUCTeMHOW agMuHke Django wmnu paspene
HacTpoek VoIP (B 3aBUCMMOCTM OT KOHUIypaunm yCTaHOBKMN):

MapameTp OnucaHne

Mposanpgep UIS nnn CoMagic

APIl-knto4 / TokeH Kntoy goctyna K APl ATC

URL webhook Agpec ona npnéma cobbiTnin 3BOHKOB Ha cTopoHe ACK (yKa3biBaeTcs
B IN4HOM KabuHeTe ATC)

Homepa onepaTtopoB ConocTaBsieHNe BHYTpPeHHUX HoMepoB ATC C nosib3oBaTenaMun
ACK
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Webhook BxoaaLimnx 3BOHKOB

B nnyHom kabuHeTe UIS/CoMagic HacTponTe ncxopgawmmn webhook Ha URL Bawen
ycTaHoBkM ACK (copmaT yTouHAnTe y npoBanpepa). CobbiTna: Havano 3BOHKA,
OTBET, 3aBeplleHmne. Ybeantecb, 4To URL goctyneH n3 nHtepHeta (HTTPS).

ConocTassieHue nosib3oBaTtenen

Onsa Kakgoro onepaTtopa TexnogAep>XKu YKaKute BHYTpeHHun Homep ATC B
npogwunae coTpygHMka wuam B HacTpomkax VoIP. Screen pop noka3biBaeTcs
rnoJsib30BaTesto, Yer HoMep CoBMNasl C Bbi3biIBAEMOWN JINHNEN.

[MpoBepka paboThl

CoBeplunTe TeCTOBbIA BXOAALLUA 3BOHOK Ha JIMHUIO onepaTopa. YbeauTtecb, 4TO
nosiBulaCb BCMJIbIBAOWAA KapTovyka C AaHHbIMU KaneHTa. OTKpPOMTe CBA3aHHYIO
3a8BKY — Ha BKJlagke «3BOHKW» [OJ/DKHA MOABUTBLCA 3anucb O 3BOHKe. [locne
3aBepLUeHns pa3rosopa NpoBepbTe aBTOKOMMEHTapUi B 3asBKe.

YcTpaHeHne HenoJlagok

CnmnToM BO3MOXXHasa npuynHa

Screen pop He nosasnseTca Webhook He poxoanT no ACK; nposepbTe URL n SSL
KnneHT He onpepensetca Homep He HanaeH B 6a3e COTPYOHUKOB KJIMEHTOB —
nobaBbTe TeneoH B KapTOYKY KOHTaKTa

NWctopua nyctada He HacTpoeHO cornocTaBJieHMe HoMepa onepaTtopa C
nonb3oBaTtenem ACK

Cm. Takxe: 3.10 TenedoHusa (Nosib3oBaTesNb)

KaneHnpapu — CalDAV, Google n AHaekc

Kanenpgapun — CalDAV, Google n dnpoekc

NHTerpaums CUHXPOHM3UPYET OTCYTCTBUA, coBewaHna n CRM-akTUBHOCTU C
BHELUHNMU KaneHaapsmun COTPYOAHUKOB. Monb3oBaTENbLCKUN cueHapun:
CUHXPOHM3aUMSA C BHEWWHUMW KaneHaapsaMu. Tpn KaHana:

KaHan Ha3sHavyeHune

CalDAV Apple Calendar, Thunderbird, DAVx>®>, Outlook + CalDAV Synchronizer.
PaboTaeT 6e3 oTaenbHbiXx OAuth-knoven

Google Kanenpgapb OAuth: ASK co3naéT ABa KanleHOaps B akkayHTe COTpYAHMKA
AHpekc Kanengapb OAuth AHpekca + CalDAV caldav.yandex.ru

Bxon B ACK 4yepes Google/dHaekc He ncnonb3yetcsa (HeT SSO Ha /login/).
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Obwume TpeboBaHUA

BoinonHuTe Mmurpaumm: python manage.py migrate calendars n python manage.py
migrate system (co3pnaét nycTble kKno4n HacTpoek). HyxxHbl HTTPS, Celery worker n
Celery beat. Knouun nHterpaunin — B Django-agMuHke: System - System settings -
NWHTerpauun.

Google KaneHoapsb

B Google Cloud Console co3panTe npoekT, BkKw4nTe Google Calendar API.
Hactponte OAuth consent screen (scopes: calendar.app.created, userinfo.email,
openid). B pexunme Testing nobaBbTe TecToBbIX Nosib3oBaTenen. Cozgante OAuth
client ID Tnna Web application. Redirect URI:
https://<pnomeH-ask>/calendars/google/callback/ BctasbTe Client ID n Client Secret B
HacTponkn: GOOGLE_CALENDAR_CLIENT_ID GOOGLE_CALENDAR_CLIENT_SECRET
NMoka oba nonsg nycTble, KHOMKa «MNoaknto4nTb Google KaneHaapb» y COTPYAHUKOB
ckpbiTa. CalDAV npu 3ToMm paboTaeT.

AHpekc KaneHaapb

Co3panTe npunoxxeHue Ha oauth.yandex.ru (nnatgopma «Beb-cepsucol»). Redirect
URI: https://<pomeH-ask>/calendars/yandex/callback/  LOocTynbi: KaneHpapb
(calendar:all), Appec 3nekTpoHHOW no4Tbl (login:email). 3anonHute B ACK:
YANDEX_CALENDAR CLIENT_ID YANDEX CALENDAR_CLIENT SECRET

Noka KN4M nycTble, KHoMKa AHAekca ckpbiTa. Webhook y AHaoekca HeT — Beat
onpawmBaeT MOAKIOHEHUS NPUMEPHO Kaxkable 10 MUHYT.

CalDAV

OThenbHOW HACTPOMKKM npoBangepa He Tpebyetca. COTpyOHUK CO34AET TOKEH B
MOJOasIkKe KaneHgapsa n nogkodaeT KNMeHT K https://<pomen>/caldav/.

[TpoBepKa

CoTpyaHuk nogkndaet Google / Anpgekc / CalDAV wn3 mopankm (npocduib,
OTCYTCTBMSA, coBewaHus, pawbopn). Co3panTte coBewaHne B ACK — o0HO
nosiBNSeTCs BO BHeWwHeM KaneHpape. lMepeHoC CBoero pa3oBoOro coBellaHus BO
BHewHeM KasieHgape MeHsaeT Bpema B ACK; 4yxunme coBewaHnda un CRM
OTKaTbIBalOTCH.

TexHnyeckoe onuncaHue: B peno3ntTopuun KoOa —
documentation/technical/calendars.md.

CMDB — HacTporka y4éTa obopyanoBaHus
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CMDB — HacTpouka y4éTa obopynoBaHus

Moaynb CMDB po6asneH B penuse 2.1.0 ans y4éTta KOHPUrypauUMOHHbIX €QUHNLL U
KOHTPOJ19 BO3BpaTa 060opyA0OBaHNA KJMEHTaM.

Bkno4vyeHmne moaoyns

«HacTponku» - «Mopoynn» — Bkaw4mTe moaynb CMDB (nnn Equipment/CMDB B
cnucke moaynen). BeinonHute murpaumn bO npwm obHoBneHun po 2.1.0: python
manage.py migrate. «HacTponkmn» - «'roups and permissions» — Ha3Ha4bTe MpaBa:
npocMoTp peecTpa obopynoBaHWUs; coO3daHUEe W pefakKTUpOBaHWE efUHULL;
cnncaHmne obopyoBaHUA.

CnpaBO4YHUKN

B cuctemHon agMuHke Django (CMDB wnn Equipment):

Tunbl obopynoBaHusas — HOyTOYK, MOHUTOpP, cepBep, nepudepnsa n 1.4. CtaTyCbl —
Ha CKnage, Yy K/AMeHTa, B peMoHTe, cnucaHo. Cknapgbl / nokauuum — npu
HeobX0ANMOCTN HECKOJIbKMX TOYEK XPaHEHUS.

KomaHgbl Cl (Cl Teams)

Ona kKomMaHA wcnonHuTenen/oTBeTcTBeHHbIX B CMDB wucnonesynte peectp Cli
Teams:

Co3panTe KOMaHAy, 3ajanTe Ha3BaHuMe u (Npy HeobxogmMocTu) Koph. YKaxkuTe
KOHTaKTHble NOAA KOMaHAbl: email n phone — oHM oTobpar)kaloTCA B KapToYKax u
cnnckax. [lobaBbTe y4aCTHUKOB KOMaHAbl (41eHbl kKoMaHAbl). MNpn HeobxoommocTun
HacTponTe nMPMBA3KY KOMaHAbl K nogpasgeneHnam (41obbl noonep>xmBaTb
OPrcTPYKTYpPY N hnnbTpauunio).

CB43b C CepBUC-AEeCKOM

BJ'IOKVIpOBKa 3aKPbITUA 3aABKU

Mpn BKkNO4YEHHOM Moayne CMDB cuctema 6nokmpyeT nepeBofn 3asiBKM B CTaTycC
«BbIMOSIHEH» UK «3aKPbIT», €C/IN Y KJINEHTa 3a8BKN €CTb eANHNLUblI 060pyaoBaHNSA
B CTaTyce «Y knneHTa» 6e€3 opopMneHHOro Bo3epaTta. HacTpolika noseageHus (ecnm
AOCTYMNHa B Ballen KoHurypaumun):

«Servicedesk settings» — onuusa NMpoBepKM HEBO3BPaALLEHHOro obopynoBaHMUA Mpun
3aKpbITUN.
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Tnnbl 3a9BOK

PekomeHaoyeTCcss co3paTb Tunbl 3asBOK «Bblgada obopypoBaHus» u «Bo3spat
obopynoBaHnSa» C NpuBA3KON K onepaunaMm CMDB B KapTo4Ke 3asBKW.

PernameHTHoOe obcny>XnBaHue

Ha kapToyke KE OoCcTynHa BK/aaKa pacnmcaHU pernamMeHTHbIX 3as8BoK. LLabnoHbl
M npaBa HacTpanBalOTCA B CepBUC-AeCKe:
LLIabnoHblI pernaMeHTHbIX 3a9BOK PernamMmeHTHble 3as8BkK (user-manual)

NMNopT CcywecTByloWero y4eTa

[Mpv NnepBoM BHeapeHUN:

MNoprotosbTe Tabnuuy (Excel/CSV): HaumeHoBaHWe, CEPUNHBbIA HOMEpP, KJIMEHT,
cTatyc. WmnopTmpynte 4epe3 aAMUHKY WM management-koMaHay (ecnn
npenycMoTpeHa B Bawen nocTaBke). [lpoBepbTe peecTp «O6opynoBaHue» un
NPUBA3KY K KJIMEHTaM.

[lpaBa focTyna

Ponb PekomeHayeMble npaBa

OnepaTop SD lMNMpocMoTp, NpmMBA3Ka K 3a8BKe
NH>xeHep / cknap Co3pnaHue, Bbl4aya, BO3BpaAT
ApMuHNcTpaTop MosHbIA AOCTYM, CNUCaHne
CM. Takxe: 3.11 CMDB (nonb3oBaTesb)

5. LlLHabnoHbl yBegoMneHum

5.1. DnekKTpoHHasa No4Ta

MpocMoTp WabsIOHOB 3N1EKTPOHHOW NOYTHI

Bongnte B cuctemy [llepengute B paspen "Hactpomku" -> "YBepomnenusa" B
pa3nene "LWabnoHbl 3N1EeKTPOHHOW NOYThI" Bbl yBUONTE CNNCOK WabnoHoB

PenakTupoBaHue WabnoHa 3N1eKTPOHHOW MoYThl
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MNepengnte B pa3snen "Hactponkn" -> "YeegomneHnsa" Hangnte HyXHbih WwabnoH B
pa3snene "lWabnoHbl 3neKTPOHHOWM MoyThl" Haxmute Ha wabnoH ansa
penakTnpoBaHusa BHecuTe nameHeHnsa Haxxmurte KHonky "CoxpaHuTb"

[NlepemeHHble B WabsioHax 3/IEKTPOHHOW NOYThI

LLlabsioHbl NMoafepXuBalT MepemMeHHble, KOTopble MOACTaBAATCA MNpU OTrpaBkKe
yBenoMeHUs. [lepeMeHHble yKa3blBaloTCA B (PUrypHbIX Ckobkax: {nepemeHHas}.
MNpuMmepbl NepeMeHHbIX:

{task title} - Ha3BaHuMe 3apaum {task executor} - wncnonHuTenbL 3apayu
{task _author} - aBTOp 3apauym {task duedate} - cpok BbINOJHEHNA 3apa4u
{request title} - Ha3BaHue 3asBkM {request status} - cTaTyCc 3a8BKWK

{meeting_ name} - Ha3BaHue coBewaHua {meeting date} - paTta cosewaHus
{user_name} - nma nonb3oBaTens {site_name} - Ha3BaHMe CUCTEMDI

MpuMedaHune: LOCTYyrMHble MepeMeHHble 3aBUCAT OT Tuna ysepgomneHusa. Cnucok
nepeMeHHbIX 05 KOHKpeTHoro wabsioHa 0bbl4HO yKa3aH B onncaHum wabnoHa.

LLla61oHbI cCaMmoperncTpaumnm CoOTPYAHUKOB KJIMEHTOB

B cekuun "Pernctpauma” ooCTyMHbl CUCTEMHbIE WabnoHbI:
ClientSelfRegistrationConfirm — NMCbMO CO CCbIIKOW MOATBEPXAEHUA perncTpaynm.
NepemeHHble: {confirm_url}, {email}, {ttl_ minutes}, {ttl hours}, {ttl text}
ClientSelfRegistrationCredentials — nncbemMo ¢ NOrMHOM 1 NaposieM nocse Co3faHus
y4€TKuN. NepemeHHsble: {loginuser}, {password}, {site_url}

LLIabnoHbI CEPBUCHBIX YBEAOMJIEHNIN MO 3a5BKE

Ona  pyyHOM WMAM  OT/IOKEHHOWM PacCCbIIKW U3  KapPTOYKW  3a8BKUM  MOryT
NCMNoSb30BaTbCs OTAE/IbHbIE WabnoHbI COOBLEHNIN O CEPBUCHBIX COBLITUAX:

Planned maintenance -- nnaHoBble paboTbl Work in progress -- paboTbl B npouecce
Outage / incident -- cbonm wmnm uHumpeHT Incident resolved -- BoccTaHoBNEHME
cepsuca Other -- npon3BosibHOEe coobLieHmne

TunoBble MepeMeHHble Takux WwabnoHOB:

{request_id} {request title} {request url} {client} {location}

9Tn wabnoHbl MOACTaBNATCA B (GOPMYy CEPBUCHOINO OMOBELLEHUS Ha KapTo4ke
3a89BKM N NCMONb3YIOTCA He AN 0O6LWMX CUCTEMHbLIX YBEAOMAEHUN, a O/ PYy4YHON
KOMMYHMKaLMK cneumanncTa ¢ agpecatamu.

5.2. MecceHp>Xepbl

MpocMOTp Wab/JIOHOB MeCcCeHIXXepoB

MNepengnte B paspen "Hactponkn" -> "YBepomneHus" B paspene "LWabnoHbl
MeCCeHa>XXepoB" Bbl yBUANTE CMNCOK WabnoHoB
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[MepeMeHHble B lWabnoHax MecceH)xepoB

LLIabnioHbl MecCeHOXXepoB MNOOOEP)XMBAIOT Te K& MNepeMeHHble, 4TO U LWabnoHbl
3N1IEKTPOHHOW NOYThl. [lepemMeHHble yKa3bliBaldOTCA B  (urypHoix ckobkax:
{nepemeHHasn}. NMognepxka Markdown: LLabnoHbl MecceHO)XepoB NoaaepXMBatoT
dopmaTupoBaHune Markdown:

KUPHbIA TEKCT - XUPHbIA TEKCT *KypcuB* - KypcuB Kopn - kopn [cceinkal(URL) -
CCblSIKa

5.3. bydep obmeHa

MpocmoTp wabnoHoB bydepa obMeHa

MNepenante B pasgen "Hactpomkn" -> "YBepomnenusa" B paspene "LWabnoHbl
bydepa obmMeHa" Bbl yBUAMUTE CNUCOK WabnoHOB

Ncnonb3oBaHue wabnoHoB bydepa obmeHa

LLabnoHbl bydepa obmMeHa wncNoNb3ywTCa ANA ObICTPOro KOMNMPOBaHUA YacTo
NCNOJIb3yeMbIX TEKCTOB. Monb3oBaTenm MoryT BbibpaTb WwabsioH 13 cnucka, n ero
coaepxunumoe bypeTt ckonupoBaHo B bygep obmeHa.

7. YnpaBneHne mooynamm

Cnctema wmMoaynen no3BosiseT co3faBaTb WM YCTaHaBAMBATb [AOMNOJIHUTESIbHbIE
PYHKLUMOHaNbHbIE MOAYWN, paclMpsolie BO3MOXHOCTU OCHOBHOW CUCTEMbI.
Moaynb npeactasnseT cobonm nonHoueHHoe Django nMpuioXXeHune, ynakoBaHHoe B
Z|P apxwuB.

Tunbl Mmogynen

B cucteme nopgoep>xuBatoTca gBa TUna MoayJien:

FnobanbHble Moaynu - moaynu wn3 obuwero kKaTasora, 3arpyxeHHble 4epe3 ZIP
apXMB. DTU MOOYNIN HeNb3A yAa/INTb U3 KaTanora, HO MOXXHO OTKJIIOYUTb/BKIOYNTD.
JlokanbHble MoA4ynn - MOOY/N, CO3OaHHble BPYYHYIO 4Yepe3 UHTepdenc kaTtasora.
OTN MOLYJIN MOXHO MOJIHOCTbLIO YOAJINTh U3 CUCTEMBI.

ynpaBneHme MOAOyJIAMN U3 KaTalJlolra
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B kaTanore mopynen (/settings/modules/) [ocTynHbl cnepyowme 4eNCTBUSA:

YcTaHOBKa Mooy A

Haxxmute KHomky "Install" Ha KapToyke Moayna Moaoynb [O/DKEH UMETb aKTUBHYIO
Bepcuto ¢ ZIP c¢dannom Tlocne ycTtaHoBkM Moayns 6ynetr pobasneH B
INSTALLED_APPS © BbINONHUT MUrpaLunm

OTKA4YeHne Moayns

Ha>xmuTte kHonky "Disable" Ha ycTaHoBneHHOM Moayne Moaynb byneT yoaneH us
INSTALLED_APPS, HO gaHHble coxpaHAaTca URL n MmeHio moaynsa 6yayT CKpbIThl

Bkno4yeHne moaoyns

Haxxmute kHonky "Enable" Ha oTkniw4YeHHoM wMoayne Moaynb 6bynetr cHoBa
nobasneH B INSTALLED APPS URL 1 MeHo moaynsa 6yaoyT BOCCTaHOBJIEHbI

YpaneHune Mmoayns

HaxxMmuTe kHoMky "Delete" Ha nokasnbHOM Moayne [OCTYynHO TONIbKO AN MOoAyJien C
is_local=True Ecnu m™moAaysb YCTaHOBJIEH, CHa4aJjsia BbIMOJIHATCA ero ypaseHue
(uninstall) Nocne ygoaneHnsa moaynb 6yneT NONHOCTLIO YOa/lEH U3 CUCTEMBI

BaxxHo: MnobanbHble Moaoynun (M3 KaTasnora) HeNb3s yAa/INTb, HO MOXXHO OTK/KOYNTb.

dunbTpaunsa Mmoaysen

B kaTanore gocTynHbl QUABTPLI:

Monck - MOMCK NO Ha3BaHWIO, ONMCaHuI unnnm kopdy KaTeropmda - uUAbLTP Mo
Kateropun moaynsa CtaTyc - (puabTp No CTaTyCcy YCTaAaHOBKWU (yCTaHOBJIEH/He
yCTaHOBJIEH) Tun - GUabTP NO TUNY (TOKaNbHbIN/IN0babHbIN)

lMepe3arpyska NpuaoXXeHnsd

Korpa TpebyeTcs nepesarpyska:

Mocne yctaHoBkM Mmoayns: [] NepesanyctuTtb Django cepsep (WSGI/ASGI) [] Moaynb
aBToMaTndyeckn pobasmtcsa B INSTALLED APPS npwu cnepyroulemMm 3anycke 4epes
ModulesConfig.ready() [J] URL aBTOMaTU4YeCKN 3aperucTpupyoTca npu cneaytowem
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3anycke d4epe3 get module urlpatterns() A BaxHo: Bo BpemMsi yCTaHOBKU
npomcxoauT rnepesarpyska KOHUrypaumm NPUIOXKEHUN Django
(apps.set_installed_apps()), 4To no3BonseT BbINOJHUTL MUrpaunm 6e3 nepesanycka
cepsepa. OgHako Aonsa NnojsHow akTueauum moayns (3arpyska URL, MeHo n T.4.) BCe
paBHO TpebyeTcA nepe3sanyck cepsepa. [llocne obHoBneHus wmopynda: [ Ecanm
U3MEHWINCb Mojenu - TpebyeTca nepesanyck (Murpaumm MpPUMEHSOTCA
aBTOMATM4YECKU, HO HYXHO nepe3sarpysuTb koa) [] Ecim wmsmeHunucb URL -
TpebyeTca nepe3sanyck A8 nepe3sarpy3ku KoHpurypauum [ Ecnm mamMeHunucb
TONbKO WabnoHbI/CTaTuKa - nepesanyck He TpebyeTtca (B pexume pa3paboTkiu)
Nocne oTkNo4YeHnsa/BknovYeHna mopyna: [] lNepesanyctuTb cepsBep [ Moaynb
aBToMaTu4decku ypanutcsa/gobasutca B INSTALLED _APPS npwu cnepyiouiem 3anycke
0 URL aBTOMaTu4yeckum ypanatca/pmobaBaTca npu crepytowem 3anycke [locne
yoaneHusa moayns: [] Nepesanyctutb cepsep [] Moaysib aBTOMaTUYECKU yOoaNTCA
n3 INSTALLED_APPS npwu cnepywouwem 3anycke [] URL aBToOMaTu4eCcKn yaanatcsa rnpu
cnepyoweM 3anycke

ABTOMaTM4YeCKas nepesarpyska:

B pexxume paspaboTtku (DEBUG=True):

Django aBTOMaTM4YeCKW nepesarpyxxaeTtcsa npu usmeHeHuun Python ¢awnnos Ho
n3MeHeHuna B settings.py u urls.py TpebyloT py4HOro nepesanycka

B npopakiweHe:

TpebyeTca py4HOM nepe3anyck cepBepa (systemd, supervisor, n T.4.) Wnn
1nCrnosib30BaHMe MexaHu3Ma nepesarpys3ku (Hanpumep, touch wsgi.py)

8. Moonepxka n obcnyxmpaHme

1. Pe3epBHOe KonNnpoBaHue

Pe3epBHOe KonmnpoBaHune 6a3bl JaHHbIX

Co3pnaHwne pesepsHoun Konuu: # Co3gaHue pesepBHoM kKonuu PostgreSQL pg_dump

-U ask_user -d ask_db > backup_s$(date +%Y%m%d_%H%M%S).sql

# CxaTue pesepsHon konuu pg_dump -U ask_user -d ask_db | gzip > backup_$(date
+%Y%mM%d_%H%M%S).sql.gz

ABTOMaTM4yeckoe pesepBHOe KonupoBaHue: CospanTte ckpunT /opt/ask/backup.sh:

#!/bin/bash BACKUP_DIR="/opt/backups" DATE=$(date +%Y%m%d_%H%M%S)

# Co3paHuve gupektopuun gnsa 6akanos mkdir -p $BACKUP_DIR

# b3kan 6a3bl pgaHHbIXx pg dump -U ask user -d askdb | gzip >

$BACKUP_DIR/db_$DATE.sql.gz

# Bbakan mepgna-dannos tar -czf $BACKUP_DIR/media_$DATE.tar.gz /opt/ask/media/

# YnaneHue ctapbix 63kanos (ctapuwe 30 gHei) find $BACKUP_DIR -name "*.sqgl.gz"

-mtime +30 -delete find $BACKUP_DIR -name "*.tar.gz" -mtime +30 -delete

CoenaiTe ckpunT ncnoaHsemsiM: chmod +x /opt/ask/backup.sh
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JobaBbTe B crontab gnsa exxegHeBHOro BbiMosHeHUSA: # ExxenHeBHbIM 63kan B 2:00
Ho4um O 2 * * * Jopt/ask/backup.sh

Pe3epBHOe KOoNMpoBaHWe Meana-dannoB

Co3paHwune apxuBa Meana-hanios: tar -czf media_backup_$(date
+%Y%mM%d_%H%M%S).tar.gz /opt/ask/media/
BoccTtaHoBNeHne Meauna-ganios: tar -xzf

media_backup_YYYYMMDD_HHMMSS.tar.gz -C /

2. BoccTaHoBneHue 6a3bl A4aHHbIX

BoccTaHoOB/IeHME N3 pe3epBHON KONUK

BoccTtaHoBneHune un3 Hecoxkatonm konuum: psgl -U ask user -d ask db <
backup 20240101 120000.sql

BoccTaHoBneHne mn3 coxaTonm komumu: gunzip < backup 20240101 120000.sql.gz |
psql -U ask user -d ask db

BoccTaHoBneHne ¢ o4ucTkom 6a3bl JaHHbIX: # OcTaHoBKa cepBucoB sudo
supervisorctl stop all

# YpaneHune 6a3bl faHHbix dropdb -U ask _user ask _db

# Co3spaHuve HoBown 6a3bl faHHbIX createdb -U ask user ask db

# BoccTaHoOBNEHMe U3 pe3epBHON Konuu gunzip < backup 20240101 120000.sql.gz
| psql -U ask user -d ask _db

# MNpumeHeHne murpaynin (ecnn Heobxogumo) cd /opt/ask source .venv/bin/activate
python manage.py migrate

# 3anyck cepsucos sudo supervisorctl start all

BaxkHo: [lepen BOCCTaHOBJIEHMEM CO3JAaNTEe pPE3EepBHYID KOMUIO TeKyLllero
COCTOSAHMA 6a3bl AaHHbIX.

3. MOHUTOPWHI NOroB

MpocmoTp noros Django

# OcHoBHoOM nor (ecnu HacTpoeH) tail -f /var/log/django/info.log
# Jlor ownbok (ecnn HacTpoeH) tail -f /var/log/django/error.log

MpocmoTp noros Nginx

# Jlor poctyna tail -f /var/log/nginx/access.log
# Jlor ownbok tail -f /var/log/nginx/error.log
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MpocmoTp noros Gunicorn

tail -f /var/log/gunicorn/gunicorn.log

[MpocmoTp noros. Celery

# Jlor Bopkepa tail -f /var/log/celery/worker.log
# Jlor beat tail -f /var/log/celery/beat.log

HacTponka poTauunum n10ros

CospanTe hann /etc/logrotate.d/ask: /var/log/django/*.log { daily rotate 7 compress
delaycompress missingok notifempty create 0644 www-data www-data }
/var/log/celery/*.log { daily rotate 7 compress delaycompress missingok notifempty
create 0644 www-data www-data }

/var/log/gunicorn/*.log { daily rotate 7 compress delaycompress missingok
notifempty create 0644 www-data www-data }

4. NpoBepka paboTbl CMCTEMBI

[MpoBepKa cTaTyca CepBMUCOB

# lNpoBepka CcTaTyca BCEX CEPBUCOB Yepes Supervisor sudo supervisorctl status
# lNpoBepKa cTaTyca oTAeNbHbIX cepBMcoB sudo supervisorctl status gunicorn sudo
supervisorctl status celery sudo supervisorctl status celerybeat

NMpoBepka paboTbl 6a3bl AaHHbIX

# NopknioveHne K 6ase gaHHbIX psql -U ask user -d ask _db
# lMpoBepka nogknaw4veHmMs \conninfo
# Bbixon \q

MpoBepka paboTkl Redis

# lMpoBepka nogknto4veHuns redis-cli ping
# DonxeH BepHYTb: PONG

MpoBepka paboTbl Celery

DokymeHTaumsa ACK Jlerapyc | Bepcus: 2.3.1 | CTpanunua 112



# MNpoBepka cTaTyca Bopkepa celery -A config inspect active
# MNpoBepka 3aperncTpupoBaHHbIX 3agay celery -A config inspect registered
# lMNpoBepka cTaTUCTUKKM celery -A config inspect stats

5. PewleHne TUNnYHbIX npobnem

Mpobnema: CepBUCHI He 3aMyCKatoTCH

PeweHune:

MpoeepbTe noru: sudo supervisorctl tail -f gunicorn MNpoBepbTe NpaBa AOCTyNa K
hannam TpoBepbTe KoHdUrypauuto B /etc/supervisor/conf.d/ T[llepesarpys3uTte
supervisor: sudo supervisorctl reread && sudo supervisorctl update

Mpobnema: Ownbkn noaknoyYeHnsa K base gaHHbIX

PelwweHne:

MpoBepbTe, 3anyweH nn PostgreSQL: sudo systemctl status postgresql lNposepbTe
HaCTPOMNKWN MnoaKJIt04EHNS B  config/prod_settings.py  [lpoBepbTe rnpasa
nonb3oBatensa 6a3bl AaHHbIX [lpoBepbTe norm  PostgreSQL: sudo tail -f
/var/log/postgresql/postgresql-*.log

Mpobnema: Ownbkm noaknoyeHna K Redis

PelwweHne:
MpoeepbTe, 3anyweH nu Redis: sudo systemctl status redis-server lNpoBepbTe
HacTponkn Redis B config/settings.py NpoBepbTe [OCTYNHOCTL NopTa: netstat -tuln |
grep 6379

NMpobnema: MegneHHas paboTa cucTemsl

PeweHune:

NMpoBepbTe MCNONb30BaHMe pecypcoB: htop nnum top MNMpoBepbTe NOrM Ha Hanu4ume
ownbok lMNMposepbTe pa3mep 6asbl AaHHbIX ONTUMN3NPYNTE 3anpockl K 6ase AaHHbIX
YBenu4ybTe koan4ectso workers Gunicorn (ecnm CPU no3sonserT)
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