2.2.1

PYyKoBOACTBO agMMHUCTpPATOpPa

PykoBoacteo agMmuHuctpatopa cuctembol ACK Jlerapyc cooep>XXnUT UHCTPYKUUWU MO
YyCTaHOBKE, HaCTpouMke U1 aAMUHUCTPUPOBaHUIO nnatgopMbl. OnucbiBaeT
ynpaBJsieHMe nosib3oBaTensaMmu, Moaynamm, nHterpaumamm (Telegram, Mattermost,
LDAP, 1C, BuTpuKC), HacCTpOWKy YyBeOOMJIEHUW, JNLEH3MpOBaHue, pe3epBHOe
KOMMpOBaHUE N TeEXHNYECKOe 00CyXUBaHNE CUCTEMBI.

PykoBoactBo agMuHucTpaTtopa cuctembl ACK Jlerapyc comepXuT MHCTPYKUUW MO
YyCTAaHOBKE, HaCTpoMKe U1 aAMUHUCTPUPOBaHUIO nnatgopMbl. OnucbiBaeT
ynpasJsieHue MnoJsib3oBaTenaMmu, Mmoaynamu, nHrterpaunamm (Telegram, Mattermost,
LDAP, 1C, BWTpUWKC), HaACTPOWKY YyBeOOMJIEHUW, JINLEH3MPOBaHUE, pe3epBHOe
KOMMUpoBaHMe N TexHn4yeckoe obcny>xmBaHne CUCTEMbI.

1. BBegoeHune

1.1. Poam agMunHnCTpaTopa

B cucteme ACK Jlerapyc cyuwiecTByeT ABa Tuna agMUHUCTPATOPOB, KaXKAObin W3
KOTOPbIX MMeeT CBOW YPOBEHb A0CTYyNa U (pyHKUMOHAN:

CUCTEMHbIN aAMUHNCTPATOP

CNCTEMHbIV agMNHUCTPATOP MMEET NOJIHbIA A0CTYN K CMCTEeMHOW agMunHKe Django
(mocTtyn no apgpecy /admin/). Ona nony4eHus [0OCTyna K CUCTEMHON aAMUHKe
nonb3oBaTeslb OO/DKEH UuMeTb rMpaBa cyrnepnosb3oBaTens (is_superuser=True).
DYHKLMN CUCTEMHOIO aAMUHNCTpPaTopa:

YnpaBneHne CrnpaBoOYHMKAMM CUCTEMbI HaCTporka CUCTEMHbIX MNapaMeTpoB
KoHdurypauma moaynem v ux napameTpoB HacTpomka uHTerpauyumnm (Telegram,
Mattermost, LDAP, 1C, butpukc) VYnpasneHme wabnoHamm yBenoMIEHUN
(3neKTpoHHasa no4vTa, MecceHaxepbl, bydep obMmeHa) MOHUTOPUHI o4Yepenen 3anau
(Celery) YnpaBneHune nuueH3namMmm HacTponka nepnoanveckmnx 3agaHmm NMpocmoTp n
ynpaBJsieHne BCeMN faHHbIMU CUCTEMBI

JoCcTyn K CUCTEMHOW agMUHKe:

OTkpounTe 6pay3ep n nepenguTe no agpecy: https://saw-gomeH.ru/admin/ Beeante
JIOFUH 1 Maposib cynepnosib3oBaTensd lNocne ycnewHoro Bxona Bbl yBUOUTE NaHesb
ynpaBJeHNA CUCTEMHOW agMUNHKON



BaxxHo: CucteMHasa agMuUHKa npefHa3HavyeHa ON8 TeXHUYeCKMX cneunasnctos u
TpebyeT MNOHMMaHUA CTPYKTYpPbl OaHHbIX CcuUCTeMbl. He pekomeHayeTcs
npenocTaBnATb AOCTYN K CUCTEMHOMW aAMUHKe MoJib3oBaTenaM 6e3 TexHU4ecKux
3HaHWUN.

Monb30BaTENbCKUA aAMUHNCTPATOP

NMonb3oBaTeNbCKUN  aAMUHUCTPATOP WMeeT OOCTYNn K Mo0Jib30BaTesIbCKOMY
UHTepgency ynpasJsieHus yepes Beb-uHTepdenc CUCTeMmbl. docTyn
npenocTaBffAeTCsa 4yepe3 Ha3HavyeHue COOTBETCTBYWOLWMX Fpynn M npas [ocTyna.
OYHKLMM NOJIb30BAaTE/IbCKOr0 agMNHUCTPATOpa:

YnpaBneHne nosb3oBaTensgsMuU M UX NpaBaMu (4epe3 uUHTepdenc cucTtemsbl)
NMpocMOTp ” pepakTUpoBaHME HACTpoekK Moayfnen (B pamMKax CBOUX rpas)
YnpaBneHne ysegomMsieHnsMn (Hactpomka wabnoHoB 4epe3 nHTepgenc) PaboTa ¢
MHTerpaumaMmm 4yepes rnoJsib3oBaTesIbCKUN MHTepdenc YnpassieHne CrnpaBoYHUKaMN
B paMKax CBOMX MoLyJlen

[JocTyn K nosb30BaTes/IbCKOMY UHTepdency:

OTkponTe 6paysep u nepenante no apgpecy: https://sBaw-pomeH.ru/ Bongute B
CUCTEMY MCMNOJb3ysa CBOW JIOFTMH M naposib B MeHo cucTembl BblibepuTe pasgen
"HacTponkun" (MKOHKa LecTepeHKn) B 3aBUCMMOCTM OT Bawmx npas goctyna byayT
AOCTYMHbI pa3/inyHble pa3aesbl HacTpoek

1.2. OTnn4yme cNCTeMHOn 1 NoJb30BaTENIbCKON aAMUHKN

CncrtemHas agMuHka (Django Admin)

XapakTepucTuku:

OocTtyn: Mo apgpecy /admin/ TpeboBaHua: T[lpaBa cyneprnonb3oBaTens
(is_superuser=True) WHTepcenc: CrTaHpapTHbIN wnHTepdenc Django Admin
OyHKUMOHaN: [lonHbIM  OOCTYN KO BCEM MOAeNsaM JaHHbIX lMcnosb3oBaHue:
MNepBoHavasibHas HacTpoMKa CUCTEMbl, TexXHu4eckoe obcCnyXuBaHMe, HaCTPONKa
CMpaBOYHUKOB AyauTtopus: TexHnyeckne crneumnanunucTel, CUCTEMHble
aoMNHUCTpPATOPLI

YTo MOXHO fenaTb B CUCTEMHOWN afMUHKE:

NMpocMaTpuBaTb W pefakTUpoOBaTb BCe 3arnucu BO BCeX MoAynsax YnpasisiTb
rnosib3oBaTeNsaAMM U UX MpaBaMu HanpsaMylo HacTpamBaTb CUCTEMHble MapaMeTpsbl
YnpaBnsaTb  CnpaBOYHUKaMW BCeX  Moaynewn HacTpanBaTb NHTerpauun
MpocmaTpuBaTb norm wmsMeHeHun (audit log) YnpasnaTe nepnoanyeckumm
3aadvamMu

MpuMepbl NCNOJIb30BaHUA:

NepBOHayvasibHass HAaCTPOMKa CUCTEeMbl Nocsie YCTaHOBKM HacTponka CnpaBOYHUKOB
(cTaTycbl 3a8BOK, TUMblI NPOEKTOB M T.4.) HacTponka uHTerpaunn (LDAP, Telegram,
Mattermost) YnpasneHue wabnoHamn ysegomneHnn TexHnyeckoe obcnyxmpaHume um
oT/hanka

[Monb3oBaTeNnbCKad agMUHKa
XapaKTepucTuKu:
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OocTtyn: Yepe3 ocCHOBHOW uHTepdenc cucrtemol TpebosaHuda: CooTBeTCTBYHOLWME
npasa focTyna Yyepes rpynnbl MHTepdenc: MNonb3oBaTeIbCKNA NUHTEPHENC CUCTEMBI
OyHKUMOHaN:  OrpaHuW4YeHHbIW  OOCTYM  COrJlacCHO  NpaBaM  MoJib3oBaTenNs
Ncnonb3oBaHue: ExxepHeBHaa paboTa, ynpassiieHue nosb3oBaTeNssMU, HacTPOWKa
Moaynen Ayontopus: ADMUHUCTPATOPbl OTAESI0B, MEHE)KePbl, PyKOBOAUTENN

YTO MOXXHO AenaTb B MNOJ1b30BaTEIbCKON afiMUHKE:

YnpaensaTb nosb3oBaTensmu (co3fgaHume, pefakTUpoBaHWE, Ha3HavYeHue rpas)
HacTpamBaTb napamMeTpbl Moaynen (B pamMkKax CBOMX TnpaB) YnpaBasaTb
cnpaBoYHMKaMM B paMkKax CcBoux ™Moaynen HacTtpavBaTb yBeOOMJIEHUSA
NMpocMaTpuBaTb CTaTUCTUKY U OTYETHI

MNpuMepbl NCMONbL30BaHNA:

Co3pmaHne HOBbIX nNoJib3oBaTesien Ha3HaveHne npaB [OCTyna COTPYAHUKaM
HacTponka napameTpoB Moayfnen (Hanpumep, HACTPOMKKM  CepBUC-AeCcKa)
YnpassieHne cnpaBoYHUKaMu (Hampumep, Tunbl 3a8BOK, KaTeropun) ExegHesBHoe
AAMUHNCTPUPOBaHME CUCTEMBI

CpaBHuTeNbHaa Tabnuua

OyHKUMA CuctemHasa agMunHKa lNMonb3oBaTenbCKasa aAMUHKa

bocTtyn /admin/ OCHOBHON NHTepdenc cncTemsl

TpeboBaHusa Cynepnonb3oBaTesnb lNpaBa focTyna vyepes rpynnbl
YnpasneHune nosib3oBatenamum NonHoe OrpaHnyeHHoe (B paMKax npas)
HacTponka mogynein Bce mogynm B pamkax npas focTyna
CnpaBo4HUKN Bce cnpaBo4YHUKKM B pamkax moaynen

NHTerpauwnu MonHaa HacTponka OrpaHnyYeHHass HacTpoWKa
CuncteMHble HacTponku MNMonHbIN focTyn HeT gocTtyna

TexHnyeckoe obcnyxmpaHme la Het

1.3. Korga ncnonb3oBaThb KaKylo agMUHKY

Ncnonb3ynTte CUCTEMHYIO aAMUHKY O18:

MepBOHaA4Ya/lbHOM HACTPOMKWU CUCTEMblI YrNpaBAeHUss CUCTEMHbIMWA HaACTPOMKaMWu
HacTponkn cnpaBOYHUKOB BCeEX Moaynen TexHu4veckoro obcnyxmsaHus OTnaaku
npobnem

Ncnonb3ynTe Nosnb3oBaTeNbCKYO aAMUHKY ON14:

E)xXxenoHeBHOro ynpasJieHUA MNofnb3oBaTensaMu HacTpomku napamMeTpoB MopyJien B
pamMKax paboTbl YNpaBsieHna CcnpaBoOYHMKAMW B paMKax CBOUX MoAyJsien HacTponku
yBegomaeHun TllpocMoTpa CTAaTUCTUKM W  OTHETOB YNpasJsieHUs JINLEH3UAMMU
HacTpoinkn nuterpaumnn (LDAP, Telegram, Mattermost, 1C, butpukc)

1.4. be30NacHOCTb

Ba)xHble pekoMeHaauun no 6e30nacHOCTu:

OrpaHuybTe  OOCTYNn K CcucTeMHOM agMuHke: [lpepoctasnanMTe  npasa
Cyneprosib3oBaTeNs TOJIbKO TeXHUYEeCKMM crieunanmctam Ucnosb3ynTe C/I0XKHbIEe
naposn gns cyrnepnosb3oBaTtenen PerynsapHo NpoBepsnTe CNCOK Mosib3oBaTenemn C
npaesamu cyrnepnoJsb3oBaTesnis Wcnonb3ynTe Mosb30BaTENIbCKYIO aOAMUHKY [OJ15
exegHeBHoW paboTbl: Ha3dHa4anTe npaBa [OCTyna 4epe3 rpynnbl Mcnonb3ynte
MPMHUMN MWHMMAaNbHbIX NpuBUNEernn PerynsapHo npoBepsanTe npaBa A[OCTyMNa
nonb3oBaTtesien MOHUTOPUHI: PerynspHo nposepsnTe norn usMeHeHumn (audit log)
HacTponTe yBeoOMJIEHUA O KPUTUYECKUX U3MeHeHuAx OTcnexuBanTe LeNCTBUSA
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cyneprosib3oBaTenen PesepBHoe KonupoBaHue: PerynsipHo co3faBanTte pe3epBHble
kKonun 6a3bl faHHbIX XpaHWUTe pe3epBHble KOMUM Ha OTAe/lbHOM cepBepe
TecTupynTe BOCCTaHOBJIEHNE U3 pe3epBHbIX KOMUNA

2. YCTaHOBKa 1 3anyckK

2.1 TpeboBaHus

[JaHHbIN [OOKYMEHT OnuUCbiBaeT MUHUMaJIbHble N peKoMeHOyeMble CUCTEMHble
TpeboBaHna Ona pasBepTbiBaHMA cuctembl ACK JIEFTAPYC B 3aBucumocTm oOT
KOJIn4yecTBa NoJib3oBaTesIen N UCNOJIb30BaHUA PYHKLUUW HENPOCETEN.

TexHoNorn4eckminm cTek

CncteMa nocTpoeHa Ha cnefyrwmx TeEXHON0rnax:

Backend: Django 5.2.7 (Python 3.x) ba3a gaHHbIX: PostgreSQL 14+ c pacwumpeHunem
pgvector Kaw n ovyepenn: Redis 5.0+ Beb-cepsep: Nginx (obpaTHbIn npokcn) WSGI
cepsep: Gunicorn (popmyna workers: min((2*cpu)+1, 8)) ASGI cepsep: Daphne (gns
WebSocket yepe3 Django Channels) ®oHoBble 3agaydun: Celery ¢ Redis B Ka4vecTse
bpokepa OCR: Tesseract, pdf2image Hewnpocetn: sentence-transformers
(all-MiniLM-L6-v2), PyTorch (CPU-only), scikit-learn

CueHapwumn UCrnosib30BaHMA

CueHapuin 1: 10 nonb3oBaTtenenm (MUHMMAJIbHbIE
TpeboBaHUA)

ba3oBoe ncnosib3oBaHMe CUCTEMBI O6pa60TKa 3a49BOK U 0OKYMeHTOB be3 akTMBHOro
MCNOJIb30BaHUA HernpoceTen (Knaccngpukaums MoxeT ObITb OTK/IOYEHA)

CueHapun 2: 100 nonb3oBaTenen 6e3 HempoceTen

MNonHoueHHOe ncnosib3oBaHMe Bcex yHKunn ObpaboTka annoB M LOKYMEHTOB
Knaccndpukaumsa 3aBOK OTKJIIOHEHA UM UCMOJIb3YeTCA pefKko

CueHapun 3: 100 nonb3oBaTesien C HEMPOCETAMMU

NMonHoUEeHHOEe  UCMoJIb30BaHMe BCex (QYHKUMM  AKTUBHOE  MCMOJIb30BaHMe
Knaccndumkaumm 3asBok 4Yepes ML leHepaums 3mMbefaMHIoB AN BEKTOPHOrO
noncka ExxeHepenbHoe nepeobyvyeHne moaenen
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1. Mpoueccop (CPU)

1.1. MuHuManbHble TpeboBaHMA (10 Nnonb3oBaTeNen)

PekomeHpauwnn:

Anpa: 2 agpa (4 notoka) ApxutekTypa: x86 64 (AMD64) YacTtoTa: 2.0 GHz n Bblwe
Mpumepsl: Intel Core i3 8-ro nokoneHus, AMD Ryzen 3, uin skBmBasieHT
ObocHoBaHue:

Gunicorn: 2-5 workers (min((2*2)+1, 8) = 5) Daphne: 1 npouecc Celery: 1 worker
PostgreSQL: 6a3oBble onepaunn Redis: nerkas Harpyska

1.2. PekomeHayemMble TpebosaHusa (100 nonb3oBaTenen
b6e3 HenpoceTen)

PekomeHpoauwnn:

Anpa: 4 appa (8 notokoB) ApxutekTtypa: x86_64 (AMD64) YactoTa: 2.5 GHz n Bbiwe
Mpumepsl: Intel Core i5 10-ro nokoneHnsa, AMD Ryzen 5, nnm skBuBaneHT
ObocHoBaHue:

Gunicorn: 8 workers (min((2*4)+1, 8) = 8) Daphne: 1-2 npouecca Celery: 2-3
workers (ana obpaboTkm ¢annos) PostgreSQL: cpegHsas Harpyska C MHAEKCaMWu
Redis: cpenHsas Harpy3ka (kaw, o4epenmn, Channels)

OononHuntenbHble TpeboBaHMS:

Moppep>xka MHCTpyKumn SSE4.2 (ona ontummsauumm PostgreSQL) Moaopepxka AVX
(ana NumPy/SciPy npun obpaboTke dannos)

1.3. PekomeHayemble TpeboBaHusa (100 nosnb3oBaTenen
HenpoceTaMn)

PekomeHpoauwnn:

Anpa: 8 apep (16 notokoB) nan bonbwe ApxutekTypa: x86 64 (AMD64) YacTtoTa:
3.0 GHz v Bbiwe [lNpumepsl: Intel Core i7/i9, AMD Ryzen 7/9, Xeon, EPYC, nnu
3KBMBAJIEHT

ObocHoBaHue:

Gunicorn: 8 workers (orpaHu4deHune B koge) Daphne: 2 npouecca Celery: 3-4 workers
(Bknoyaa 3apadm ML) PostgreSQL: BbiCcOKas Harpyska (BEKTOPHbIA MOUCK 4Yepes
pgvector) Redis: BbiIcOKas Harpyska ML 3agayn: reHepaumnsa ambeganHros (\~2-5 ms
Ha CPU ong knaccudpunkaumm 3asaBok, moaens rubert-tiny2), obyvyeHne monenen
OononHntenbHble TpeboBaHuMs:

Moppep>xka AVX2 (aona PyTorch m NumPy) Mopgnepxka FMA (Fused Multiply-Add)
ONs  YCKOpeHuUst BbliMcieHuUn PekoMmeHayeTcsa: nopgaepxka AVX-512 (gnsa
MaKCUMasibHOM NponssBoanTenbHoCcTU PyTorch)

MpumedaHmne: Ona obyvyeHusa mopenen Ha 6onbwmnx AaHHbIX (>10,000 npumepos)
pekoMeHAyeTCs WCMoJsb30BaTb OTAENbHbIN cepBep ¢ 6onee mowHbIM CPU unun
BpeMeHHO yBenin4meaTb KosmyecTBo Celery workers.
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2. OnepaTtmBHasa namaTtb (RAM)

2.1. MnHnmanbHble TpebosaHua (10 nonb3oBaTenen)

PekomeHpoauwnn:

Obwun obbem: 4 I'b RAM PacnpepenerHue: OnepaunmoHHaa cuctema: \~500 Mb
PostgreSQL: 1 I'b (shared_buffers = 256 MB) Redis: 256 Mb Gunicorn (5 workers):
\~1Tb (200 MB Ha worker) Daphne: 100 Mb Celery (1 worker): 200 Mb Nginx: 50 Mb
Peseps: \~900 Mb

ObocHoBaHue:

Hebosblwioe KoONMMYECTBO OOHOBPEMEHHbLIX 3anpocoB MwuHuManbHaa obpaboTka

hannos be3 aKTUBHOIro NCMNosib3oBaHuUsA ML

2.2. PekomeHayeMble TpebosaHua (100 nonb3oBaTenen
6e3 HenpoceTen)

PekomeHpauwnn:

Obwun obvem: 16 b RAM PacnpepeneHue: OnepauumoHHas cuctema: \~1 I'b
PostgreSQL: 4 I'b (shared_buffers = 1 I'b, work_mem = 64 MB) Redis: 1 I'b (aons
Kawa n odvepepnen) Gunicorn (8 workers): \~3 I'b (375 Mb Ha worker) Daphne (2
npouecca): 400 Mb Celery (2-3 workers): 1 I'b Nginx: 100 Mb ObpaboTka ¢awnnos
(OCR, BpeMeHHble hannbl): 2 ['b Pe3epB: \~3.5Tb

ObocHoBaHue:

CpefHsaq Harpyska € NMKoBbIMU 3HavYeHnaMun ObpaboTka cannos go 50 Mb (KB) n 1
B (obwmm) OCR obpaboTka wunsobpakeHun u PDF KswwunpoBaHue pe3ynbTaToOB
rnouncka

OonTumMmnsauyms:

HacTtponka shared buffers B PostgreSQL: 25% ot RAM (4 TI'b) HacTponka
effective_cache_size: 75% ot RAM (12 I'b) Hactponka Redis maxmemory: 1 I'b ¢
nonutukon allkeys-Iru

2.3. PekomeHayeMmble TpebosaHusa (100 nonb3oBaTenen
HenpoceTAMM)

PekomeHpauunn:

Obwmnm obvem: 32 b RAM (pekomeHpyeTca 64 b gona komcpopTHON paboThl)
PacnpeneneHue (ana 32 I'b): OnepaumnoHHas cuctema: \~1 'b PostgreSQL: 8 T'b
(shared_buffers = 2 I'b, work_mem = 128 MB) Redis: 2 'b Gunicorn (8 workers): \~4
'b Daphne (2 npouecca): 500 Mb Celery (3-4 workers): 4 I'b (Bknto4aa ML monenu)
Nginx: 100 Mb ML w™mopgenun B namatm: 2-4 TIb sentence-transformers
(all-MiniLM-L6-v2): \~200 Mb SGDClassifier mopgenu: \~500 MBb (Tunu4HO)
SIMbenanHrv B namaTn (kaw): 1-2 '

ObpaboTka pannos: 3 I'b Pe3eps: \~7 I'b

ObocHoBaHue:

Bbicokasa Harpyska C oOHOBpeMeHHbIMU 3anpocaMmum ML Mopenu 3arpyxarlTcd B
namsaTb ans ObicTporo  gocTtyna leHepauuns smbepnanHros  TpebyeT
NOMOJIHNTENIbHON NaMATU BekTopHbIM Mouck 4vepes pgvector (MHpoekcel HNSW B
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namaTtn) O6y4veHne wMopenem TpebyeT [ONONAHUTENbHOW MaMATU (BpPEeMEHHble
NaHHbIe)

OonTnmmnsauyuns:

HacTponka shared_buffers B PostgreSQL: 25% ot RAM (8 I'b ansa 32 I'b cuctemsbl)
HacTtponka effective_cache size: 75% ot RAM (24 TIB) Hactpouka Redis
maxmemory: 2 'b icnonb3oBaHue --preload aonsa Celery workers (3arpyska mogenen
OOWH pa3)

MpumevaHue: [Onsa oby4veHma mopesnen Ha o4eHb 6Honbwunx AaHHbIX (>50,000
nPUMepoB) pekKoMeHAyeTCs BpeMeHHO YyBenuymesatb RAM po 64 Tb waum
NCrMoJsib30BaTb OTAEJIbHbIM cepBep AJ19 00yveHus.

3. XpaHunumuwe (Ounck)

3.1. Tunbl HaKoNMUTeNen N NX XapakTepucTuKn

HDD (XKecTKun guck)

IOPS (4TeHme): 100-200 IOPS I0OPS (3anuck): 100-200 IOPS T[lponyckHas
cnocobHocTb: 100-200 MB/c 3apep»xka: 5-15 mc MNMpumeHeHne: He pekomeHayeTcs
ONa npoaakuweHa

SATA SSD

IOPS (4Tenmne): 50,000-100,000 IOPS I0PS (3anucek): 30,000-80,000 IOPS
MponyckHaga cnocobHocTb: 500-550 MB/c (4TeHune), 500 MB/c (3anucb) 3apepxxka:
0.1-0.5 mc MNpumeHeHne: MnHumanbHble TpeboBaHMSA, 6a3oBble cLeHapuu

NVMe SSD

IOPS (4TeHwue): 100,000-1,000,000+ IOPS IOPS (3anwucb): 80,000-800,000+ IOPS
MponyckHasa cnocobHocTk: 2,000-7,000 MB/c (4TeHue), 1,500-5,000 MB/c (3anucb)
3apgepxka: 0.05-0.1 mc [llpumeHeHue: PekomeHayeTca ONA BCEX CUeEHapues,
0COBEHHO C HenpoceTsaMu

3.2. MnHuManbHble TpeboBaHna (10 nonbL3oBaTenen)

PekoMeHagauunn:

Tun: SATA SSD O6bem: 50 I'b (MuHMMyM), 100 I'b (pekomeHayeTcs) IOPS (4TeHune):
5,000+ IOPS IOPS (3anuchk): 3,000+ IOPS MponyckHas cnocobHocTb: 200+ Mb/c
PacnpeneneHue:

OnepaunoHHasa cuctema: 20 b PostgreSQL (paHHble + WAL): 10 I'b Redis
(nepcucteHTHOCTL): 1 b Meauna dannbl (media/): 10 'b CTaTu4eckue dansbl
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(assets/): 2 Tb Jlorn: 2 'b Pe3epB: 5TH

ObocHoBaHue:

Hebosnbwon o6bemM paHHbIX MwuHUMManbHaa Harpyska Ha Auck ba3osas
NPOn3BOANTESIbHOCTb AOCTaTO4YHa

3.3. PekomeHayemble TpeboBaHna (100 nonb3oBaTenen
6e3 HenpoceTen)

PekomeHpoauwnn:

Tun: NVMe SSD (pekomeHpyetcs) unm SATA SSD (MmHumym) Obbem: 200 b
(MuHMMYM), 500 I'b (pekomeHayeTcs) IOPS (4TeHune): 20,000+ IOPS (SATA SSD) wnnn
100,000+ IOPS (NVMe) IOPS (3anuck): 15,000+ IOPS (SATA SSD) nnun 80,000+ I0PS
(NVMe) MponyckHasa cnocobHocTb: 400+ MB/c (SATA SSD) nnan 2,000+ Mb/c (NVMe)
PacnpegneneHue (gna 500 I'b):

OnepaunoHHasa cuctema: 30 I'b PostgreSQL (paHHble + WAL + mHpaekcol): 100 I'b
OaHHblie: 60 'b WAL: 10 I'b NHaekcbl (GIN, HNSW): 30 I'b Redis (MepCUCTEHTHOCTD):
5 'b Meguna cannsl (media/): 200 I'b CtaTtuydeckune annsl (assets/): 10 I'b Jloru: 20
'b BpemeHHble dhannbl (0bpaboTka OCR): 50 I'b Pe3eps: 75 I'b

ObocHoBaHue:

CpegoHunn ob6bemM p[aHHbIX (OOKyMeHTbl, annbl) O6paboTka dannos Tpebyet
BbICOKOW CKOPOCTUK YTeHus/3anncm NHaekcol PostgreSQL (GIN onst NONHOTEKCTOBOroO
noucka, TpurpamMmmsbl) KaimposaHue pesysbTaToB

OonTnmmnsauuns:

PazpeneHvne paHHbIX PostgreSQL m WAL Ha pa3Hble OUCKW (ecsin BO3MOXXHO)
HacTponka random_page_cost B PostgreSQL: 1.1 gna SSD (Bmecto 4.0 gna HDD)
HacTpownka effective_io_concurrency: 200 gnsa SSD

3.4. PekomeHayeMble TpebosaHusa (100 nonb3oBaTenemn
HenpoceTAMM)

PekomeHpauwnn:

Tun: NVMe SSD (obsa3aTtenbHo) Obbem: 500 I'b (MUHMMYM), 1 Tb (pekoMmeHOyeTCs)
IOPS (4TeHue): 100,000+ IOPS I0OPS (3anuck): 80,000+ IOPS TllponyckHas
cnocobHocTbk: 2,000+ MB/c

PacnpepneneHue (onga 1 Th):

OnepaunoHHaa cuctema: 30 b PostgreSQL (paHHble + WAL + wuHOeKCbl +
BEKTOpHble gaHHble): 300 b LaHHble: 150 'b WAL: 20 I'b NHaekcbl (GIN, HNSW):
100 I'b BekTopHble aMbenanHrn (384 namepenuns): 30 ' Redis (NepCUCTEHTHOCTL):
10 'b Mepguna dannbl (media/): 400 I'b CtaTtuydeckue cannel (assets/): 10 I'b Jloru:
30 I'b BpemeHHble hannbl (0obpaboTka OCR, ML): 100 'b Mopgenu ML (Ha aowucke,
pesepBHble konun): 20 I'b Pe3seps: 100 I'b

ObocHoBaHue:

Bonbwion obbeM AaHHbIX (LOKYMEHThl, (hanbl, SMbeanHrn) BeKToOpHble NHAEKChI
HNSW TpebytoT BbICOKON CKOPOCTU YTeHus ObydyeHne MmoLesnien co3laeT BpeMeHHble
hannbl Boicokas Harpyska Ha AUCK Npu reHepauumn smbenanHros

OonTnmmnsauuns:

PazpeneHne paHHbIX PostgreSQL m WAL Ha pa3Hble NVMe paucku HacTponka
random_page_cost: 1.1 Hactpouka effective io_concurrency: 200 WUcnosb3oBaHue
pgvector ¢ nHpekcamm HNSW (onTtumusupoBaHbl ana SSD) PerynspHas o4MCTKa
BPeMeHHbIX hannoB
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MpuMedaHne: Ona o4veHb 6onbwunx o06beMoOB AaHHbLIX (>1 Tb) pekomeHayeTcs
ncronb3osaTb RAID 10 (NVMe) nnun pacnpeneneHHoe xpaHuauLe.

4. CeTeBasd MHPPACTPYKTYpa

4.1. MuHuManbHble TpeboBaHus (10 nonb3oBaTenen)

PekomeHpauwnn:

MponyckHasa cnocobHocTb: 100 M6uT/C (BHYTpeHHAA ceTb) 3agepxka: \< 10 mc
(BHYTpeHHsAa ceTb) MpoTokon: TCP/IP

ObocHoBaHue:

Hebosiblloe KoM4YecTBO OLHOBPEMEHHbIX NMoakKAoYeHnn ba3osble onepauun (HTTP
3anpockl, 3arpyska ¢annos)

4.2. PekomeHpyemble TpeboBaHusa (100 nonb3oBaTenen)

PekomeHpoauwnn:

MponyckHasa cnocobHocTb: 1 GuT/c (BHYTpeHHAs ceTb) 3agepxka: \< 5 Mc
(BHYTpeHHAA ceTb) [MpoTokon: TCP/IP WebSocket: MNMopnepxka WebSocket pns
Django Channels

ObocHoBaHue:

MHO>XeCTBEeHHble OAHOBPEMEHHbIe Mnogkao4eHns 3arpy3ka ¢awnos go 1 b
WebSocket coeaunHeHna ona ysenomseHUn B peasibHOM BpeMeHU CUHXPOHM3auus
yepes Redis Channels

JononHuntenbHble TpeboBaHMSA:

HacTpoinnka Nginx ona nopgpepxkm WebSocket (upgrade 3aronoBku) HacTpowka
TanmayToB ang 6onblinx dannos (120+ cekyHa)

5. TpeboBaHUA K XOCTUHTY

5.1. O6na4dHbIin xocTuHr (VPS/Cloud)

MuHunmanbHble TpeboBaHusa (10 nonb3oBaTenen)

Mpoeangep: Jwbon (TimeWeb, AWS, Hetzner, Yandex Cloud, n T.4.) KoHurypaums:
2 vCPU, 4 Tb RAM, 50 I'b SSD CtonmocTb: \~1000 py6./mecsu,

PekomeHayemble TpeboBaHusa (100 nonb3osaTenen 6es
HenpoceTen)
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MNpoBanpep: PekomeHOyeTCs C  XOpPOLWEW NPOU3BOOUTENLHOCTLIO  ANCKOB
KoHurypauwms: 4 vCPU, 16 'b RAM, 200 I'b NVMe SSD CtoumocTb: \~5 000-10 000
py6. /mecay

PekomeHayembie TpeboBaHna (100 nonb3oBaTenen c
HenpoceTaMn)

Mposanpep: C BbicOKoM npoussoauTensHocTbio CPU n amnckos KoHdurypaumsa: 8
vCPU, 32 I'b RAM, 500 'b NVMe SSD CtoumocTb: \~20 000+ pyb./mecsu,
PekomeHaauun rno npoBangepam:

Hetzner: Xopowee cooTHoweHne uUeHa/ka4ectBo, NVMe SSD DigitalOcean:
CtabunbHOCTb, Xxopowas AokymeHTauma AWS EC2: MacwTtabnpyemMocTs,
MHoecTBO onuunm Yandex Cloud: [Onsa pOCCUNCKUX MOSb30BaTenen, xopolluas
JloKannsauyms

5.2. BoineneHHbIn cepBep (Dedicated)

MuHuManbHble TpeboBaHMA (10 Nonb3oBaTenen)

KoHdpurypaumvsa: 2 aapa, 4 'b RAM, 100 I'b SATA SSD CtoummocTtb: \~3 000-5 000
py6. /mecay

PekomeHayeMmble TpeboBaHuMa (100 nonb3oBaTesien be3
HeunpoceTen)

KoHdpurypauvsa: 4 agpa, 16 'b RAM, 500 'b NVMe SSD CtoumocTb: \~8 000-15 000
py6./mecsu

PekomeHayemble TpeboBaHumsa (100 nonb3oBaTenen
HenpoceTaMn)

KoHdurypauusa: 8 agep, 32 ' RAM, 1 Tb NVMe SSD CtommocTb: \~25 000-40 000
py6./mecsu

PekomeHpoauwnun:

BoigeneHHbIn cepBep obecnevymBaeT npenckasyemylo MpouM3BOAUTENIbHOCTL HeT
npobnem ¢ "wyMmHbIMU cocegaMmn" (noisy neighbors) [loNHbIA KOHTPONbL HaA
pecypcamm

5.3. JlokanibHbIN cepBep
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MuHuManbHble TpeboBaHMA (10 Nonb3oBaTeNen)

dunsndeckninn cepsep: MnHu-NMK nnmn cepsep HavanbHOro ypoBHsa KoHdurypauyunsa: 2
anpa, 4 'b RAM, 100 I'b SSD CeTeBoe noakntodeHme: 100 Mbut/c

PekomeHayeMble TpeboBaHuMa (100 nonb3oBaTesien be3
HeunpoceTen)

dunsndvecknn cepsep: Cepep cpeaHero ypoBHs (1U wnm 2U) KoHdurypauusa: 4
anpa, 16 'b RAM, 500 'b NVMe SSD CeTeBoe nogkntoyeHune: 1 Nout/c OxnaxgeHue:
AnekBaTHoe oxfnaxkaeHune ana ctabunbHonm paboTbl Pe3epBHoe nuTaHue: UPS
pekoMeHayeTcs

PekomeHayemble TpeboBaHmsa (100 nonb3oBaTenen
HenpoceTaMn)

dun3ndeckninn cepsep: Cepsep BbICOKOro ypoBHS (2U unn Bbiwe) KoHgpurypauus: 8
anep, 32 'b RAM (pekomeHayeTcsa 64 I'b), 1 Tb NVMe SSD CeTeBoe noaktoyeHme:
1 Téut/c (pekomeHayeTca 10 T6ut/c) OxnaxpeHue: T[lpodeccnoHanbHoe
oxnakaeHne (cepBepHble CTonkn) Pe3epBHoe nuTaHune: UPS ob6a3atensHo
MOHUTOPUHI: [JaT4Ynkn TemnepaTypbl, MOHUTOPUHI 060pyaOBaHNSA

PekomeHpoauwnn:

Ncnonb3oBaHue cepBepHoro obopynosaHusa (Dell, HP, Supermicro) ECC namaTtb ans
npepoTBpaweHna owmnbok RAID 1 nnm RAID 10 ona HageXHOCTU (ecnm HEeCKObKO
AnckoB) PerynspHoe pe3epBHOe KonupoBaHue

6. OnepaunoHHasa cncrtema

6.1. PekomeHgyemasn OC

Ubuntu 22.04 LTS (pekomeHayeTcCs)

Honrocpo4yHasa nognep>xka o 2027 roga Xopolwas noggep>xka Bcex Heobxoanmbix
naketoB CTabunbHoCTb 1 6e3onacHoCcTb NMoapobHaa [OKyMeHTaums
AnbTepHaTUBbI:

Ubuntu 20.04 LTS (noaanep>xka go 2025 roga) P31 OC 8+

6.2. TpeboBaHMA K cucteme

ApxuTekTypa: x86 64 (AMD64) MuHumanbHasa Bepcus sapgpa: Linux 5.15+
Moopepxka systemd: O6saA3aTenbHO (OAna ynpasieHus cepsucamu) lMopaoep>xka
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Docker: OnunoHanbHO (4N KOHTeNnHepu3aLunm)

7. MNporpammHoe obecneyeHune

7.1. Oba3aTenbHbIe KOMMNOHEHTHI

Python: 3.10+ (pekomeHpyeTcsa 3.11 nnm 3.12) PostgreSQL: 14+ (pekoMmeHpyeTcs
16 wanm 18) Redis: 5.0+ (pekomeHpyeTca 7.0+) Nginx: 1.18+ (pekomeHayeTcs
nocnenHaa ctabunbHasa Bepcmsa) Gunicorn: 21.2.0+ (yCTaHaBAMBaeTCA 4Yepe3 pip)
Daphne: 4.2.0+ (yctaHaBnuBaeTcs 4epe3 pip) Celery: 5.3.4+ (ycTaHaBAMBaeTCH
yepes pip)

7.2. JonoJsIHNTEeJIbHble KOMMOHEHTbI

Tesseract OCR: [Ona obpaboTkm wun3obpaxeHun Poppler: Ona paboTtel ¢ PDF
(pdf2image) antiword: Ona obpaboTku cTapbix .doc cdamnos unrtf: OAna obpaboTkun
RTF cdannos

8. Pe3ioMe No cueHapuam

CueHapun 1: 10 nonb3oBaTenen (MUHNMaNbHbIE
TpeboBaHns)

KoMmnoHeHT TpeboBaHue

CPU 2 apgpa, 2.0 GHz+

RAM 4 TBb

Ounck 50-100 I'b SATA SSD, 5,000+ IOPS
CeTb 100 MbuT/c

XocTuHr VPS

CueHapun 2: 100 nonb3oBaTenen 6e3 HenpoceTen

KoMmnoHeHT TpeboBaHue

CPU 4 apgpa, 2.5 GHz+

RAM 16 I'b

Ownck 200-500 I'b NVMe SSD, 20,000+ I0OPS
Cetb 1 TbuT/C

XocTtuHr VPS
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CueHapun 3: 100 nonb3oBaTesien C HEMPOCETAMMU

KoMmnoHeHT TpeboBaHue

CPU 8 apep, 3.0 GHz+, AVX2

RAM 32 I'b (pekomeHpyeTcs 64 I'b)

Ounck 500 'b-1 Tb NVMe SSD, 100,000+ I0OPS
CeTb 1 I'6uT/c (pekomeHpyeTtca 10 FéuT/c)
XocTuHr VDS

9. lononHnTENbHbIE pekKoMeHdaunn

9.1. MacwTabunpoBaHue

[Mpw NpeBbILLEeHUN Harpy3kn pekoMmeHgyeTcs:

Fopn3oHTanbHOe MacwTabupoBaHmne: Pa3pgeneHne Ha HECKOJIbKO CepBepoB
(npunoxenwne, b1, Redis) icnonb3oBaHne 6anaHCMpPOBLUMKA Harpy3ku Pennunkaums
PostgreSQL BepTukanbHoe MacwTabupoBaHue: YBenunveHune CPU, RAM, gucka Ha
TekyLweM cepsepe OnTnMusauma KoHdurypaumm PostgreSQL n Redis

9.2. MOHNTOPWUHT

PekoMeHayeTCs HACTPOUTb MOHUTOPUHT:

Ncnonb3osaHmne CPU, RAM, gucka lpomnsBoauTenbHoOCTb PostgreSQL (MepneHHble
3anpockl) [pom3BoguTenbHoCcTb Redis Jloru npunoxeHusa (Django, Celery)
LOoCTynHOCTb CEpPBUNCOB

9.3. Pe3epBHOEe KoMupoBaHue

Obs3aTesNIbHO HAaCTPOUTL:
ExxenHeBHOe pe3epBHOe KonupoBaHue PostgreSQL Pe3epBHOe KonunpoBaHue mMenna
hannos XpaHeHue pe3epBHbIX KOMNUA Ha OTAEJ/IbHOM CcepBepe/XpaHunanLLe

9.4. be30oNnacHOCTb

PerynapHoe o6HoBNeHMe cucteMbl U naketoB HacTpowmka danpsona (UFW)
Ncnonb3oBaHme SSL/TLS ona HTTPS OrpaHudeHmne goctyna K agMUHUCTPATUBHLIM
nHTepdencam PerynapHbeln ayanT 6e3onacHoOCTH

10. NMpnmeyaHund
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Bce TpeboBaHMA yKasaHbl g5 O4HOro cepBepa (MOHONMTHOE pa3BepTbiBaHme) Mpu
pa3fesieHUn Ha HeCKoJIbKo cepBepoB TpeboBaHMs MOryT oT/myaTbca TpeboBaHMs
OCHOBaHbl Ha TWUMWYHOM Harpy3ke M MOryT BapbMpOBaTbCHA B 3aBUCMMOCTU OT
ncnonb3oBaHMA PekomMeHAyeTCa MNpoBOAUTb Harpy3o4yHoe TecTUupoBaHMe nepen
pa3BepTbiBaHMEM B NpodakweHe O9 KPUTUHECKN BaXKHbIX CUCTEM pPEeKOMEeHOyeTCs
3aKnagbiBaTh 3anac pecypcos 20-30%

2.2 YCTaHOBKa

2.3 HavanbHble HAaCTPOWKWU

MNocne ycnewHonm yCTaHOBKU CUCTEMbl HEOOXOAWUMO BbIMONHUTL MEepPBOHa4YasibHYIO
HacCTPOWKYy. 3TOT pa3fes onucbiBaeT NocaenoBaTesIbHOCTb OENCTBUA A 3anycka
cuctembl B paboTy. Ba)kHO: bBOSBWKMHCTBO HACTPOEK BbIMOJHAETCA 4epes
rnosib3oBaTesibCKYD aaMUuHKy (/settings/). CunctemHas agmmHka Django (/admin/)
HYy>XHa Onsa nepunoandeckux 3apad Celery Beat, Django Sites n oThenbHbIX
cnyxebHbix onepauun. B onmcaHUM KakAoro uwara YykKasaHo, rge WMEeHHO
BbIMO/IHAETCSA HAaCTPOMKa.

[Topsao0K BbINOJIHEHNA NMepBOHAYaIbHOMN
HACTPONKU

PekoMeHAyeTCs BbIMONHATE HACTPONKY B CnefytolemM nopsgke:

AKTmBauma nnueHsum CospgaHue coTpyaHuka CUCTEMHble HAaCTPOMKKM U JIOFrOTUMbI
HacTponka 3nekTpoHHOW no4Tbl HacTpowka LDAP (onumoHanbHO) HacTpowka
Telegram-60ToB  (OMUWMOHABLHO) HacTtponka 60TOB  MecceHaXkepa MAX
(onunoHanbHO) HacTpomka Mattermost (onuwmoHanbHO) HacTporka wabnoHoB
yBegomneHun [obasneHne noapasgeneHun HacTpowka perynsipHbiXx 3ajad
HacTpoika agpeca canta Bkio4veHne moaynen

1. AKTuBaLUnMa nnNueH3nun

MNocne yctaHoBkM cuctema pabotaeT B npobHom pexume (Trial). be3s akTmBauum
KJll04a 0OCTYyrn CO BpeMeHeM OorpaHnuymBaeTCs.

Bononte nop cynepnosib3oBaTesieM, CO3[aHHbIM MNpu ycTaHoBKe [lepenguTte B
"HacTtponkun" - "License" (/settings/license/) BBegoute NAUUEH3NOHHbLIA KJIOY U
COXpaHuTe ero

MoppobHee: 6. JlnueH3nsa n obHoBeHNE.

2. Co3gaHne coTpyaHuKa

NMocne yCTaHOBKM €eCTb TONbKO Y4YETHas 3anucb Ccynepnosb3oBaTens. [Onsd
noscegHeBHON paboThbl cO3panNTe NepBoOro COTpyAHUKA.
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Co3naHune 4epes MnoJib3oBaTesSIbCKUN nHTepdenc
(pekomeHOyeTCH)

Mpasa: rpynna Personal-Create employee, Personal-Edit, Rules-TopMan wnu
cyrnepnoJsib30oBaTe/lb.

Mepengnte B paspen "lMepcoHan" - "CoTpyaoHukn" HaxxkmmTe KHonky "Co3paTb
coTpyaoHuka" 3anosiHuTte dopmy (email, maponb, umda, GamMunns, AOOJHKHOCTb,
MOBuNbHbIN TenedoH n ap.) CoxpaHnTe 3annch

NMpuMeYvaHMe: ecnn HacTpoeHa 3JIeKTPOHHAsA no4yTa, CUCTEMa MOXeT OTMNpaBuUTb
MACbMO C NOFMHOM K naponem. Onsa paboTbl cepBuUC-fecka MoxeT noTpeboBaTbCs
KJINEHT Tuna «BHYTPEeHHUN KNINeHT» — CcUcTema npenynpenuT npu Co3faHuun, ecamn
ero ewé HeT. MNMoapobHee: 3. YnpaBseHne Noib3oBaTeNAMN.

Co3gaHue 4epes3 CUCTEMHYIO aAMUHKY

Bongnte B /admin/ Pasgen "Users" — "Users" —» pobaBbTe nmonb3oBaTtensa: Email —
norunH Password — naponb User type — employee First name / Last name, Title,
Mobile number Is active — o6sa3aTensHo Is staff — ecnn Hy>xeH gocTyn K /settings/ n
/admin/ 3aTem "Personal" = "Employees" - npuBs»xute Co3gaHHOro noJjsib3oBaTtens,
ctaTtyc Working

[(pynnbl 1 NpaBa

CucTteMHble rpynnbl CO34atoTca npu Murpaumax (System-Settings, rpynnesl mogynen
N Ap.). Ha3Ha4vybTe COTPYOHMKY HY>XXHble rpynmbl B KAPTOYKE COTPYAHUKA UIN Yepes
/admin/ - "Authentication and Authorization" - "Groups". [Ona pgocTyna K
HacTpomkaM CUCTeMbl NOJib30BaTesib AO/DKeH BbIThb B rpynne System-Settings (nnu
ObITb Cynepnosib3oBaTesiem).

3. CncteMHble HAaCTPOUKU N NOrOTUMbI

CucTteMHble HacTpouku 3apatoT 6a3oBoe noBefeHMe CUCTeMbl.  BaXkHO:
HacTpauBalTCA 4Yepe3 Mosib30BaTeNIbCKYIO agMUHKY /settings/, a He TONbLKO Yepes
Django admin.

Bongnte nopg y4€THOM 3anmncbio € npaBoM system.settings OTkponTe "HacTponkun"
(/settings/) HacTponTe napameTpsbl B pasgene "CucTeMHble HaCTPOUKN"

OCHOBHble MapameTpbl:

SITE_ TITLE — cnyxebHoe Ha3BaHWe cucTembl (4Na paga nognuvcenm M naHesnn)
Mpumep: ACK Jlerapyc DEFAULT TIMEZONE — 4acoBoW moac no ymMoJs4aHuio AN
HOBbIX TrMonb3oBaTenen [llpumep: Europe/Moscow ALLOWEDFILEEXTENSION —
pa3pewéHHble  pacwupeHusa  ¢awnnos  (4epes  3andatyw) MAXSIZEFILE —
MaKCMMasibHbIA pa3mep annia B merabantax ITEMS ON_PAGE — 4ncno 3anucen Ha
CTpaHuLe Mo YMOsTHaHUIO

MoNHbIN NepeyeHb HacTpoek: CUCTEMHbIE HAaCTPOMKW.
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Ha3saHue n norotunel (MainSystemSettings)

OTobpa>kaeMoe Ha3BaHMe CUCTEMbl M IOrOTUMbI 3a4al0TCA Ha BKNagke "ba3oBble
HacTPOMKKN" TON e cTpaHuubl /settings/:

System Name — Ha3BaHMe B 3aroJloBKax CTpaHul, (UIMEHHO OHO WCMOJIb3yeTCH B
nHTepgence) System description — onuncaHme cuctembl Main logo — OCHOBHON
norotmn (265x50) Favicon — uWKOHKa BKnagkm bpay3epa (.ico, pekomeHpyeTcCs
32%32) Menu logo — noroTtun B MeHio (512x512) Login Page Logo — norotun Ha
CTpaHunue Bxoaa (225x225) Telegram bot QR code — QR-kop Telegram-6oTa
(150%x150) Telegram bot URL for employees / MAX bot URL for employees — cCbinikun
Ha 6oToB Ha cTpaHuue Bxoda Telegram notifications enabled / MAX notifications
enabled — rnobanbHble BbiKOYaTENN OTNPABKN YBEOOMIIEHNI B MECCEHOXKEPbI
3arpy3uTte nzobpakeHns 4yepes popMy n Haxxmute "CoxpaHuTb".

4. HacTponKa 3/1eKTPOHHON MOYThl

HacTpoinnka SMTP Hy>XHa ansa yBeaoMJEHUA U NMUCEM C NMapossaMN.

OTkponTe /settings/ = pa3gen "HacTponkn s3NeKTPOHHOW NoYThI" 3anosHUTE Nons:
OCHOBHble NapaMeTpbl:

Email Host — SMTP-cepsep (smtp.mail.ru, smtp.yandex.ru, smtp.gmail.com un T.n.)
Email Port — 06bi4HO 587 (TLS) nnm 465 (SSL) Use TLS — pekoMeHAayeTCs BKJOYUTb
ans noptoB 587/465 Email Host User / Email Host Password — y4éTHble fgaHHble
SMTP

Appeca oTnpasuTens:

Default From Email — nucema cotpygHukam Default sender address for external —
niucbMa kKaneHTam Server Email — cuctemMHble yBeOOMJIEHUA aAMUHUCTpPaTopaMm
Haxmunte "CoxpaHunTb"

NpoBepka: co3pganTe TeCcTOBOro roJsib3oBaTeNs WAM  OTrnpaBbTe TecToBOe
yBegomneHue un ybepmtecb, 4TO nMcbMo gowno (nposepbTe «Cnam» u noru
MPUNOXEHNS).

5. HacTtpownka LDAP

Ecnum ucnonbsyetca Active Directory / LDAP — HacTponTe UHTerpaumio.

Obsa3aTeNibHble YC/I0BUS

LDAP-aBTOpu3auns pabotaeT TO/NbKO €C/i OAHOBPEMEHHO:
B "HacTpounku LDAP" Bknto4é€H ¢hnar Enabled B cuctemMHbix HacTpounkax (pasgen
"ABTOpM3aumna") skno4éH AD_AUTH

MapameTpbl LDAPConfig

OTkponTe /settings/ = "HacTponkn LDAP" 3anonHuTe:

Mopokno4eHmne:

Enabled — BKJIIOUYNTb LDAP Server URI — Hanpumep
Idaps://Idap.corp.domain.com:636 Bind DN / Bind Password — y4éTHasa 3anucb Ans
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rnoucka lgnore cert errors — TO/IbKO A4 TeCcToB; B production ny4we False

NMounck nosb3oBaTenen:

User Search Base, User Filter (Hanpumep (mail=%(user)s)), User Query Field

Mpynnbl (ONULUOHANBHO):

User Flags by Group — JSON Buga:

{ "is_superuser": "CN=ask-admins,OU=ASK,DC=corp,DC=domain,DC=com",
"is_staff": "CN=ask-users,OU=ASK,DC=corp,DC=domain,DC=com" }

Kntoy — nma cdnara nonb3osatens B ASK, 3HavyeHne — DN rpynnbl B AD.

Bkntounte AD_AUTH B CMCTEMHbIX HacTponKax u coxpaHute obe opmebl NpoBepbTe
BX0[4 YY4ETHbIMN faHHbIMU AD

6. HacTtponka Telegram-6oToB

B cucteme ncnonblytotca aea Telegram-6oTa:

BoT n4onA coTpyOHMKOB — 3ajaydun, OTCYTCTBUA, yBepomsieHus (tgbot, TokeH
EMPLOYEE_TELEGRAM_BOT_TOKEN) BoT ans KJINEHTOB — 3asBKW CepBUC-OECKa
(sdbot, TokeH TELEGRAM BOT_TOKEN)

Co3paHune 60T0B Yepes BotFather

B Telegram HanaonTe @BotFather —» /newbot 3apante nma n username (OosKeH
3aKaH4ymBaTbCA Ha bot) CoxpaHuTte TokeH Co3nanTe BTOpon 60T aHaNOrM4YHO

HacTtpoinka B ASK

TokeHbl 3apgatTca B "HacTpomkn" — CUCTEMHbIE HACTPOMKM —  pasgen
"YBegomneHunsa" (/settings/):

EMPLOYEE_TELEGRAM_BOT_TOKEN — 60T coTpygHukoB TELEGRAM_BOT TOKEN —
00T KNMEHTOB TEXNOALEPXKKN

[JononHnTenbHO Ha BKNaakKe "ba3oBble HaCTPONKN":

ykaxute Telegram bot URL for employees (Hanpumep https://t.me/your_bot) npwu
HeobxogmmocTun 3arpy3nTte QR-kon ybeautech, 4To Telegram notifications enabled
BKJIIO4EHO

3anycK cepBryCcoB

BoTbl paboTailoT 4epe3 systemd (He supervisor): sudo systemctl status tgbot #
COTpyOAHUKK: manage.py tgbot sudo systemctl status sdbot # knueHTbl SD:
manage.py sdbot

sudo systemctl enable --now tgbot sdbot sudo systemctl restart tgbot sdbot

FOHUTBLI co3patoTcsa npu yctaHoBke (cM. 2.2 YcTaHoBKa). Celery (celery / celerybeat)
Mo-npe>xHeMy ynpaBaseTCs Yepes supervisor.

7. HacTtponka 6oTtoB MmecceHaxepa MAX

AHanorunyHo Telegram, B ASK ecTb aBa 6oTa onsa mecceHaxxepa MAX:
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BoT pona coTpyoHMKOB — KOMaHAbl runmaxbot, systemd-cepsuc maxbot, TokeH
EMPLOYEE_MAX_ BOT_TOKEN BoT pgna K/AMEHTOB TexnoAdep>XXKn — KOoMaHAaa
sdmaxbot, systemd-cepsuc sdmaxbot, TokeH MAX_BOT_TOKEN
Yepe3 MAX-60Tbl OOCTYMHbI yBeAOMJIEHUSA, perucrtpaums no HoMmepy TesiepoHa u
paboTa C 3asBKaMu / OTCYTCTBUAMMU (B 3aBUCUMOCTHM OT BoTa).

Co3paHune 60T0B Ha naatgopme MAX

Co3patb 60Ta MOXeT opraHmsauma C BepudpuUMpPOBaHHLIM MNpoduaeMm Ha
nnatopme MAX ona napTHEPOB.

OTkponTe dev.max.ru wun BblibepuTe BepupMUUPOBaAHHbIA nNpoduab Pa3gen
«YaT-60Tbl» = «Co3maTb» 3anosiHUTE KapTodky 60Ta M [OXAUTECb MPOBEPKMU
Mocne opobpeHna oTkponTe 6oTa = «PacluMpeHHbIe HAaCTPONKM» — «HaCcTpouTb» ”
ckonmpynte TokeH Co3panTte gBa 60oTa (ANA COTPYAHWKOB M ANA KJIWEHTOB),
coxpaHuTe oba TokeHa

OdwunumanbHas pokymeHTauusa: CosgaHue 4vaT-60Ta, lMoarotoBka kK pa3paboTke.
Ccbinka Ha 60oTa 06bl4HO mMeeT BuA https://max.ru/@Huk_6oTa (HUMK BblOAETCSA
nnaTtgopmon).

HacTtpouka B ASK

B "HacTponkun" - cuctemMHble HaCTpoukn - "YeegomneHunsa":

HacTpoika Ha3Ha4eHune

EMPLOYEE_MAX BOT_TOKEN TokeH 60Ta ans COTpyaHUKOB

MAX_BOT_TOKEN TokeH 60Ta ANA KJIMEHTOB TeXNoaLep KU
EMPLOYEE_MAX BOT URL Ccbisika Ha employee-6oTa (aoybnupyeTtca Takxe B
6a30BbIX HAaCTPOMKax)

EMPLOYEE_MAX_NOTIFICATIONS ON Bknto4nTb nepcoHasibHble  yBeAOMJIeHUS
COTpyOHUKaMm 4yepes MAX

Ha Bknagke "ba3oBble HACTPONKKN":

MAX bot URL for employees — ccbiika Ha cTpaHuue Bxoga MAX notifications
enabled — rnobanbHbIn BbikKNOYaTENb MAX-yBEOOMNEHNI

3anycK cepBunCOB

FKOHnTBl maxbot m sdmaxbot MoryT oOTCyTCTBOBaTb Cpa3y Mocje YCTaHOBKU
CKPUNTOM — co3panTe Nx no obpasny Telegram-60T0B: #
/etc/systemd/system/maxbot.service [Unit] Description=ASK Employee MAX Bot
After=network.target

[Service] Environment=DJANGO_SETTINGS_MODULE=config.settings
User=askprodadmin Group=www-data WorkingDirectory=/var/www/ask
ExecStart=/var/www/ask_env/bin/python /var/www/ask/manage.py runmaxbot
Restart=always RestartSec=3

[Install] WantedBy=multi-user.target

# [etc/systemd/system/sdmaxbot.service [Unit] Description=ASK Servicedesk MAX
Bot After=network.target

[Service] Environment=DJANGO_SETTINGS_MODULE=config.settings
User=askprodadmin Group=www-data WorkingDirectory=/var/www/ask
ExecStart=/var/www/ask_env/bin/python /var/www/ask/manage.py sdmaxbot
Restart=always RestartSec=3

[Install] WantedBy=multi-user.target
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3anyck: sudo systemctl daemon-reload sudo systemctl enable --now maxbot
sdmaxbot sudo systemctl status maxbot sdmaxbot

JNlorn: journalctl -u maxbot -f, journalctl -u sdmaxbot -f. ABToobHOBNEHNE U3
Beb-nHTepgenca yuntoiBaeT cepBucCbl maxbot n sdmaxbot, ecim oHN yCTaHOBNEHDI.

Perncrtpauuna nonb3oBatenenm B MAX-6oTe

CoTpyZHUK nnn 3asaBuTenb 3anyckaeT 6ota B8 MAX n npoxoauT npuBsasKy (06bl4HO
no MmobuabHOMY HOMepy, KOTOPbIN A0JIKeH BbiTb YKasaH B KapToydke B ASK). lMNocne
yCrewHon pernctpaunm B KapTodke noasnaseTcsa npmsHak «B 6oTe» (in_max_bot).

8. HacTtponka Mattermost

Mattermost ncnonb3yeTca onga ysBegoMsieHUN B KOPNOPaTMBHLIA MecceHaxxep.

Co3naHue Bebxyka B Mattermost

“Integrations” - "Incoming Webhooks" - "Add Incoming Webhook" Yka>xxute kaHan
n ckonnpyinte URL Bebxyka

HacTpoinka B ASK

Bebxykun n dpnaru 3apatotca B /settings/ = cucteMHble HacTponku = "YBegomseHunsa"
(He Tonbko B /admin/):

PUBLIC_MM_WEBHOOK / PUBLIC_ MM _ON — obwwun kaHan PRIVATE_MM_WEBHOOK /
SEND_PRIVATE_MM_ON — nepcoHanbHble yBepomneHuns MATTERMOST URL —
6a3oBbit URL cepBepa Mattermost ansa ccbinok

Ona nepcoHasbHbIX yBedoMJIeHUN YyKaxute Mattermost Username B KapTouke
coTpyaHuka (Personal - Employees), 6e3 cumBona @.

9. HacTtponka wabnoHoOB yBeaOMAEHUN

OTkponTte "HacTtpomkn" - "Notify Templates" (/settings/notify/) Mpaso pgoctyna:
system.settings (rpynna System-Settings) OTpenakTupynTe WwWabnoHbl 3NEKTPOHHOWN
noyTbl N MecceHa)xepoB (Subject, Body, Style)

OcHOBHble WabnoHbl: NpPMBETCTBUE COTPYAHMKa, COpOC Maposs, yBeooMAeHUs no
3asBKaM W 3adadam, wabnoHbl Telegram / Mattermost / MAX. 3anacHom nyTb:
/admin/ - "System" — "Email templates" / "Messenger templates". NoapobHee: 5.
LLIabnoHbl yBEegOMNEHUI.

10. JobaBneHne noapasneneHunn

Moapa3neneHns 3a4aloT OPrcTPYKTYPY M BAMSIOT Ha NpaBa 1 MapLupyTU3aLmio.
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Yepes nonb3oBaTeNlbCKUN NHTepdenc

OTkponTe "Hactponkun" = "Personal" (/settings/personal/) Bknagka "Departments" -
"OobaBuUTb nNogpasgeneHme" YKakuTe Ha3BaHWe, poauTenbCKoe noapa3neneHue
(oNa nepapxmm) n cCoxpaHmTe

MpocmoTp CTPYKTYpbl: "MepcoHan" - "Organizational Structure"
(/personal/org-structure/).

Hepes cMCTeMHY0 afMUHKY

/admin/ - "Personal" - "Departments" "Add Department" — 3anonHute nonsa u
coxpaHuTe

MpuMmep nepapxun: OpraHusaums — OTaen MHMOPMALIMOHHBLIX TexHonorun | —
Fpynna nogaepxku | L— Tpynna paspabotku — Otaen npomax L— Otaen
Ka[poB

11. HacTponka perynsapHbix 3aaau

Mepuognyeckme 3agaHusa soinonHawTca Celery Beat. HacTponka — 4epes /admin/ =
"Django Celery Beat" - "Periodic tasks". PacnucaHme wun3 config/settings.py
cuHxpoHusnpyetca B Bl (DatabaseScheduler). YacTtb 3apma4 nossnsfeTcs
aBTOMATM4YeCKUn nocse 3anycka beat.

3a4a4mn, co3gaBaeMble aBTOMaTU4YeCcKM (OCHOBHbIE)

accrue_vacancy _day — HauyucneHve gHen oTnycka (l-e 4ucno, 5:00)
notify vacation_departures / notify_vacation_returns — yBegomneHunsa ob oTnyckax
(exxenHeBHO 9:30) check _stale_client_statuses — cTaTycbl kKaneHToB (1l-e 4uncno,
9:00) check-expiring-pages-daily — ncrtekawwme ctpaHmubl b3 (exxegHesHo 8:00)
remind_employees_to_acknowledge /
notify_manager_about_unacknowledged_documents — noaTBep)xaeHne
nokymeHToB b3 retrain-classifiers-weekly — oby4yeHune knaccmgpukaTopoB 3asBOK
(BockpeceHbe 4:00) check-license-daily — npoBepka nuueH3unm Ha legarus.ru
(exxepHeBHO 3:00) check_clients_contracts_validity — porosopbl  KJMEHTOB
(noHepenbHUK 6:00) crm_* — HanoMmHaHUa N akTyanusauusa CRM, nposepka inbox
CRM calculate-kpi-monthly — KPI (1-e 4ucno, 2:00) send-task-custom-notify —
noJsib30BaTesIbCKme yBeOMJIEHUSA no 3afla4am (kaxkayto MUHYTY)
send-request-alarm-notify — TpeBOXXHble yBeAOMJIEHUA MO 3asaBKaM (Kaxkgyto
MUHYTY; co3faBaTb BPY4HYIO He HY>XHO) check-request-idle-watches,
cleanup-request-email-drafts-daily 3agayn ¢puHaHcos/1C, CMDB, Bitrix24, Trading —
no pacnucaHuto B CELERY_BEAT_SCHEDULE

3aa4u, KOTopble 0O6bIYHO CO34al0T BPYUHYIO
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Co3panTte B "Periodic tasks", ecnn Hy»XHbl QPYHKLUMK CcepBUC-AeCcKa / 3ajad no
pacnmcaHuio:

1. MpoBepka BxoOsALEN NOYThI

Name: check incoming email Task: servicedesk.tasks.check incoming _email
Crontab: kaxxable 5-10 MUHYT (*/5 nnn */10)

2. [lonb3oBaTeNbCKUe yBegoMJIEHNA MO 3a9BKaM

Name: send_request_custom_notify Task:
servicedesk.tasks.send_request_custom_notify Crontab: kaxable 5-10 MuHyT (1nn
Kaayto MUHYTY)

B koge 3apaya 3akommeHTMpoBaHa B CELERY BEAT SCHEDULE — 6e3 py4HoOro
co3gaHus paboTaTb He byaerT.

3. ExXxegHEeBHbIN CNUCOK 3asBOK

Name: daily requests list Task: servicedesk.tasks.daily requests list Crontab:
HanpuMmep exenHesHo B 9:00

4. ExxegHeBHbIN CNMCOK 3a4au

Name: daily task list Task: tasks.tasks.daily task list Crontab: Hanpumep
exenHesHo B 9:00

[MpoBepka Celery

sudo supervisorctl status celery celerybeat tail -f /var/log/celery/beat.log tail -f
/var/log/celery/worker.log

12. HacTponka agpeca canTa

Appec canTa Hy>XeH /11 KOPPEKTHbIX CCbIJIOK B MUCbMax U yBeJOMJIEHUSAX.

/admin/ - "Sites" - "Sites" Co3pganTte unam oTpenakTupymTe 3anmcb ¢ ID = 2 (B
config/settings.py 3apaHo SITE_ID = 2; cant ¢ id=1 no ymon4daHuio Django He
ncrnonb3yetcsa) Domain name: ask.example.com (6e3 https:// n nytun) Display name:
HanpuMep ACK Jlerapyc CoxpaHuTe v npoBepbTe CCbIJIKU B TECTOBOM YBELOMJIEHUN

13. Bknao4vyeHne moaynen

DokymeHTaumsa ACK Jlerapyc | Bepcus: 2.2.1 | CTpanuua 21



OTkponte "HacTtpouku" - "Modules" (/settings/modules/) Bknio4nte Hy>XXHble
Moaynu KaTasora (cepBuc-geck, CRM, npoekTtbl, Trading, VolP, CMDB wu ap.)
Ha3Ha4bTe COOTBETCTBYIOLME rpynnbl NPaB COTPYLHUKAM

MNoppobHee no moaynsam: 4. HacTporka moaynen, 7. YnpasiaeHne MmooynsaMu.

[MpoBepKa 3aBepLUeHns HAaCTPONKN

NMocne BbINOMIHEHUSA LLIAroB NpoBepbTE:

JlvueH3nsa — kY akTuMBeH, cTaTyc He Trial/Expired Bxon — COTpyAHUKW BXOAAT
NokanbHO nnun 4yepes LDAP lMoyTa — TecTtoBOe NncbMo goxoaunTt Telegram — tgbot /
sdbot B systemctl, 60Tbl oTBe4atoT Ha /start MAX — maxbot / sdmaxbot 3anyLieHsl
(ecnm wucnonb3yrTCa), peructpauma no TenegoHy pabotaetr Mattermost —
coobLLeHns yxoaaT B KaHasbl Npu BKIOYEHHbIX (hnarax Celery Beat — HeT owmnbok
B Jlorax; Bxoasuwas noyta obpabaTbiBaeTcsa (ecnm 3apmadva co3pgaHa) CCbllKM — B
MMCbMax KOPPEeKTHbIN AomeH (Site ID=2) Moaoynn — Hy>XHble MOLYJIN BKJIHOYEHbI,
rnpaBa Ha3Ha4eHbl

3. YnpaBneHne nosib30BaTeNnssMu

3.1. Co3gaHune n yoasneHune nosib3oBaTesien

Co3oaHune noJsib3oBaTesia Yepes Nosib30BaTeNIbCKUN
nHTepdenc

CospaHune coTpynHUKa:

Bononte B cuctemMy noA y4eTHOM 3anmucCbio C NpaBaMu CO34aHUA COTPYLAHWUKOB
(rpynna "Personal-Create_employee") [epengute B pasgen "lMepcoHan" ->
"CoTpyaHukn" Haxmnte KHonky "Co3gaTb cCOTpyaHuka" wnam  "NobaBuTb
COTpyOHUKA" 3anonHuTe ¢dopMy co3paHusa nosb3oBaTtensa: Email (obssaTenbHoe
nose) - agpec 3NeKTPOHHOW MNOoYTbl, KOTOpbIN ByaeT MCNOAb30BaTbCA KaK JIOMMUH

Maponb (o6a3aTenbHoe nMosie) - BPEMEHHbLIN Maposb AN MNepBoro BXoAa
MoaTeepxaeHne naponsa (obsizaTenbHoOe none) - NMOBTOPHbIM BBOA Naponsa Mmsa
(onunoHanbHO) - wuMa nonb3oBaTens damunma (onunoHanbHO) - damunms

nosnb3oBaTensa LO/MKHOCTb UAM posib (MoXeT BbiTb 06s13aTesIbHbIM B 3aBUCUMOCTU
OT HACTPOEK) - OO/DKHOCTb cOTpyAHMKa MobunbHbln TenedoH (MoXeT 6biTb
obs3aTeNIbHbIM B 3aBUCUMOCTM OT HACTPoOEK) - HoMep MobunbHOro TenegoHa Agpec
ANa OTNpaBKM Napons (onuuMoHanbHO) - agpec 3NEKTPOHHOW MOYThbl, HA KOTOPbIN
byneT oTnpassieH Naposb (ecsm oTAnYaeTCcsa OoT OCHOBHOIro email) HaxxmMmuTe KHoMKy
"CoxpaHuTb"

YTo npomcxoauT nocse co3gaHus:

Co3paeTcsa y4yeTHas 3anucb noJsib3oBaTesnda Ecnm ykasaH agpec Oas OoTrnpaBku
rnaposisi, Ha Hero oTnpaBsfAeTCca NMUCbMO C JIOTMHOM M napoJsieM Ecnm HacTpoeHa
nHTerpauma c Active Directory, moxeT ObITb co3faHa y4yeTHasa 3anucb B AD Ecanm
HaCTPOeHO co3haHme noyToBoro Awmka Exchange, moxeT 6bITb Co34aH NOYTOBLIN
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ALLMK
FeHepauusa ciy4anmHoro napons: B dopme co3paHusa nonb3oBaTens eCTb KHOMKa
"CreHepupoBaTb Maposib"”, KOToOpas aBTOMaTUYECKM CO34AEeT HAOEXKHbIN C/TyHYalHbIN
naposib. CreHepnpoBaHHbLIN Naposib oTobparkaeTca B nose "Cny4anHbi Naposb" un
MOXeT OblTb CKOMMPOBaH.

Co3pnaHune noJsib3oBaTens qyepes CNCTEMHYIO aAMUNHKY

CospaHune nosib3oBaTeNns B CUCTEMHOWN agMUHKE:

Bongnte B CUCTEeMHYlO aAMUHKY MO agpecy /admin/ nog y4YeTHOM 3anucbio
cynepnonb3oBaTtensa lNepengute B pasgen "Users" -> "Custom users" Haxmute
kHonky "Add custom user" (Oo6aBuTb nosnb3oBaTensa) 3anonHuTte cdopmy: Email -
afpec 3/1eKTPOHHOM NoYyThl (NoruH) Password - naponb (byaeT 3anpolieH ABakAabl)
User type - Tun nonb3oBaTesnd: employee - coTpyZHUK client - knmeHT (ans
cepBuc-gecka) contractor - nogpagymk

First name - uma Last name - damunua Title - gponxHocTb Mobile number -
MOBUNbHBIN TenedoH Groups - rpynnbl A4OCTyNa (MOXXHO Ha3Ha4YnTb No3xe) Is staff -
dnaxxok "dBnsgetca coTpyoHukoM" (mocTyn K agMuHke) Is active - dnaxok
"AKTMBeH" (MOXXeT BONTU B cUCTeMy) Is superuser - conaxkok "Cynepnosnb3oBaTenb”
(nonHbIN gocTyn) HaxxmuTe KHonky "Save"

OTnn4msa oT co3gaHna Yyepes nHTepdgenc:

B cuncrtemMHom agMmHKe MOXHO Cpa3y Ha3Ha4duTb rpynnbl goctyrna Mo)XHO cpasy
yCcTaHOBUTb dnarm is_staff u is superuser He oTnpaBnsieTca aBToOMaTu4yeckoe
MACbMO C NapoaeM (HYy>KHO OTNPaBUTb BPYYHYIO)

Co3gaHune BHelwHero nosab3oBaTtens (KNnMeHTa)

Co3paHune KNneHTa ons cepBuc-gecka:

BonauTe B cmcteMy nopj y4eTHOM 3anucbio C NpaBaMun yrnpassieHUsa CepBUC-0ECKOM
Mepengnte B pasnen "Hactpomku" -> "BHewHMe nonb3oBaTenn" (Mnm cospganTe
YY4ETKY W3 KapPTO4YKM 3asaBUTeNsa / KIMeHTa B CcepBUC-AecKe) HakMuTe KHOMKY
Co34aHnA BHeLWHero nosb3oBatensa 3anonHute gopmy: Email - agpec aneKTpoHHOW
no4yTel lMaposb - naposab Ana sxogma WMa - mma knmeHta dPamMmunaunsa - paMmumnuns
KnneHTa MobunbHbin TeneoH - HoMep TenedoHa KnumeHT - BbIOOp KAMeHTa w3
cnucka (opraHmsauuna) Ponb - MeHed)xep / COTPYAHUK KAMEHTa / WUCNOJIHUTEsNb
Ha)xmunte KHonky "CoxpaHnTtb"

YTo nponcxognT nocse co3faHus:

Co3paeTcsa yyeTHas 3anucb mosib3oBaTena Tuna "client" Mpu HeobxoaMMOCTU Ha
email oTnpasnseTca NMUCbMO C JIOTMHOM U NaposieM ABTOMaTUYeCKN Co3[aeTCs Uan
npuea3sbiBaeTcA 3aaBuTeNb (Requester) gons atoro knmeHTa losib3oBaTesNlb MOXeT
BOMNTU B CUCTEMY M CO34aBaTb 3asiBKU B CEPBUC-OeCKe

CamMocToAaTeNbHas perncTpauns COTpyaHNKOB KJINEHTOB

COTpYLAHUKN aKTyasibHbIX KJIMEHTOB MOryT CaMW CO34aTb YYETHYIO 3aMncb, eciun nx
email y)xe eCTb B KapTO4Ke 3asBUTENS.

Ha cTpaHuue Bxofa MoJsib30BaTeslb Ha)XMMaeT «3apernctpupoBaTbCa» YKasbiBaeT
email n npoxoanT Kan4dy MNoagTeep>xfaeT perncrpaumio no cCbiyike N3 nucbMa (Cpok
nenctena 3apnaértca HacTtpomkon CLIENT SELF _REGISTRATION_LINK TTL MINUTES)
CuctemMa co30aéT BHeLWHero noJjib3oBaTesid C POJIbi0 «COTPYAHUK KIIMEHTa» un
oTnpaBaseT JIOrnH C naponaem

DokymeHTaumsa ACK Jlerapyc | Bepcusa: 2.2.1 | CTtpaHuua 23



YnpaBsneHne cdyHkunen — B "HacTpomku" — "CUCTEeMHble HAaCTPOUKK" — cekuuns
"be3sonacHocTb". [llogpobHee: CucrteMHble HacTpouku. CrMCOK  BHELIHUX
rnosib3oBaTenen: "HacTtponkn" - "BHewHue rnosb3osartenn"
(/settings/users/external/).

YOoaneHuve noJsib3oBaTtend

YpoaneHuve 4yepes noJsib30BaTeIbCKUN UHTepdenc:

Hanonte nonb3oBaTend B cnucke (pasgen "lMepcoHan" -> "CoTpyZLHUKW" wan
"CepBuc-geck" -> "KnneHtbl") OTKponTe KapTO4Ky Nosib3oBaTend HaXxMuTe KHOMKY
"YoanuTte" NogTBepanTe yaaseHne B LMaNIOr0OBOM OKHe

YpoaneHuve yepes3 CUCTEMHYIO afiMUHKY:

B cuctemHonm agmmHke nepenaunte B pasgen "Users" -> "Custom users" Hangute
nosib3oBaTtena B cnucke OTKpPOWTe KapTo4yKy noJsib3oBaTesid HaXXMuUTe KHOMKY
"Delete" B npaBoM BepxHeM yrny lNMoareepaouTe yoaneHue

Ba)xHo: YoaneHne nonb3oBaTensa He yaoanseT CBA3aHHble AaHHble (3afayun, 3a8BKHU,
MPOeKTbl U T.4.), HO AeNnaeT UX HeakKTUBHbIMWU. [1osIb30BaTesib HE CMOXXEeT BOUTU B
CUCTEeMY, HO ero faHHble CoXpaHATCcA B ba3e faHHbIX 418 NCTOPUN.

HeakTmnBauna nosib3oBartend

[JeakTmBauusa 4epes Nosib3oBaTeNbCKUN UHTEpPdEeNnC:

OTKponTe KapTo4uKy nosb3oBaTensa Hangute gpnaxok "AktnseH" CHUMUTE 1a’kok
Ha)xmunte KHonky "CoxpaHunTtb"

JeakTmeBauns 4yepes CUCTEMHYIO aAMUHKY:

B cucrtemHom agMUHKe OTKPOMTE KapToO4Ky nosib3oBaTend B paszgene "Permissions”
cHuMKUTe hnaxkok "Is active" HaxxmuTe KHonky "Save"

Pe3ynbTaT feakTuBauuu:

NMonb3oBaTeslb He CMOXeT BOWTUM B cCuUCTeMy Bce p[aHHble noJib3oBaTens
coxpaHsatoTca lMonb3oBaTenb He byaeT nony4aTb yBeaomsaeHus lMonb3oBaTesb He
byneT oTobparkaTbCA B CNMUCKaX aKTMBHbIX MOsb30BaTeNEN

BoccTaHoBneHue nonb3oBaTtens: 9 BOCCTaHOB/IEHUSA A0CTYyMNa NPOCTO yCTaHOBUTEe
dnaxkok "AkTneer" obpaTHoO.

3.2. U3meHeHne n cbpoc napons

N3meHeHNne MapoJsid noJib3oBaTesieM

N3mMeHeHMe naponsa 4yepes nHTepdenc:

BonauTte B cuctemy Hakmmte Ha Balle MMSA B NMPaBOM BEPXHEM yrjy CTpaHuubl
Boibepute "HacTtpomkn" wunu "Mpocduns" MNepenante Ha BKAaAKy "W3mMeHeHune
naponsa" Beeaute: TekyLWwnn Maposib - Baw TeEKYLW M Naposib HOBbIN NapoJsib - HOBbIN
naposib lMogTBepXxAeHWe Mnaposia - MNOBTOPHbIA BBOL HOBOro napons Haxmute
KHOMKY "3MeHnTb naposb"

MNMocne ycnewHoro n3aMeHeHns naponas Bbl yBugnte coobuwieHne ob ycnexe n bynete
aBTOMaTMYeCKN NepeHanpaB/ieHbl Ha M1aBHYIO CTpaHuLYy.
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COpoc naposas agMUHUCTPATOPOM

Cbpoc naponsa yepes CUCTEMHYIO afMUHKY:

BonanTte B cucTeMHylo aaMuUHKy lNepengnte B pasnen "Users" -> "Custom users"
OTKponTe KapTo4dKy nosb3oBaTena B pa3gene "Password" HaXXMuUTe KHOMKY
"Change password" (U3MeHNTb Naposib) BBeanTe HOBbIN Mapofb ABaXKAbl Haxxmute
KHonky "Change password"

OTnpaBka mnaponsa nosb3oBaTento: [llocne cbpoca napons aaAMUHUCTPATOPOM
pekomMeHOyeTCs:

CoobwnTb HOBLIN Maposb Mosib3oBaTeNto No 6He3onacHOMYy KaHany cBasu Wnn
MONpPOCUTb MOJIb30BaTENS UCNONb30BaTb PYHKLUMIO "3abbiin naponb?" Ha CTpaHuue
BXOAa

BoccTaHoB/IeHNe MapoJia noJib3oBaTeJIEM

BoccTaHoBNeHMe naposia Yepes CTpaHMuy Bxoaa:

Ha cTpaHuue Bxoda HaXMuUTe cCcbinky "3abbinm napons?" BeeauTe agpec
3/IEKTPOHHOM MO4Thbl, YKa3aHHbIA B Ballel YYETHOM 3anncu HakMuTe KHOMKY
"OTnpasuTb" MNMpoBepbTe NOYTY U NepenanTe no Ccbisike N3 NMcbMa BeegnTe HOBbLIN
naposb Asakabl Haxxmute KHonky "CoxpaHuTb"

BoccTtaHoBneHue naponsa 4epe3 Telegram-6oTa: Ecnn y nonb3oBaTens npuBsa3aH
Telegram-60T:

OTkponTe Telegram-60Ta Oona coTpynoHuKoB BbibepuTe nNyHKT MeH "COpocuTb
naponb" BOT CcreHepupyeT HOBbIA Mapojib U OTNPaBuUT ero BaMm Mcnonb3ymTte 3TOT
naposib ons Bxofda B cuctemy llocne Bxoda pekoMeHAyeTCs U3MEHUTb NapoJsib Ha
CBOM

MpumedaHme: [Ona BOCCTaHOBAEHMA MNapons 4epe3 Telegram-6o0T Heobxogumo,
4yTOObI:

Y coTpyaHuka 6bin npuBsAsaH Telegram-6oT (telegram_chat id B npodune)
Telegram-60T 6bi21 HACTPOEH K 3anyLUeH

3.3. Poau v rpynnel goctyna

Cnctema ponewn

B cucteme ACK Jlerapyc mcnosibdyeTca cuctema rpynn Osasa yrnpasieHUs npasaMu
noctyna. Kaxxgasa rpynna mMmeeT onpefesieHHble npaBa Ha MOAY/N N OEeNCTBUA.
OCHOBHBbIe rpynnbl AocTyna:

Mpynnbl ona moayna "®uUHaHChbI":

Rules-Fin-View - NnpoCcMOTp KaccCbl, 4OrOBOPOB, HA4YUC/EHUN U yAEep>XXaHUN, 3apnnaT
n nnatexen Rules-Fin-Edit - pobaBneHne M M3MeHeHME KacCbl, HAYUCNEHUN W
yaep>XaHun, 3apnnaTt, norosopoB u ycnyr Rules-Fin-Delete - ypaneHue 3anucen
KaCCbl, Ha4YUCNEeHUN W yOep)xaHud, 3apnnaT, nnatexen, ycnyr Rules-Doc-View -
npocmoTp porosopoB Rules-Doc-Edit - pobaBneHne wn ypaneHune [OroBOpPOB
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Rules-Doc-Delete - ynaneHue gorosopos Finance - focTyn K UHaHCOBOMY MOAYJIIO

Mpynnbl gna mooyna "KnneHTbl":

Rules-Clients-View - npocMOTp KJ/IMEHTOB, 3asBUTesnen, naowanok, [OOMEHOB
Rules-Clients-Edit - nobaBneHne n n3MeHeHne KJNEHTOB, 3aABUTEesIen, NaoLWwanokK,
nomeHoB Rules-Clients-Delete - ypaneHne kKnueHTOB, 3asBUTesien, Mnaowanok,
AN OMEHOB, IOFOBOPOB U yCyr

pynnbl gna moaoyna "Cepsuc-geck":

Rules-TechDep-View - npocMoTp MHGOpPMaununm o KAMEHTaX, 3asBKax, 3adABUTENSX,
pecypcax, AgomeHax, nnowagkax Rules-TechDep-Edit - co3pgaHue U u3MeHeHune
3asBuUTENEen, pecypcos, goMeHoB, nnaowanok Rules-TechDep-Delete - ypnaneHwue
3asBUTENEen, pecypcoB, nOoMeHoB, msowanok TechDep-Operator - onepaTop
TexnooaepXxknm (He wuncnonbsyetcsa) TechDep-Manager - NpocMOTp BCEX 3asBOK,
Ha3HayeHne WCMoNHUTENEen Mo 3asaBKe, AOCTyn K pawbopny KoopamHaTopa
System-SD-Settings - 4OCTYN K U3MEHEeHNAM HacTpoek Moayna ServiceDesk

Mpynnbl ona moaoyna "lMpoekTbl":

Projects-View - npocMOTp MPOEKTOB M CBSA3aHHbIX AOKYMeHTOB Projects-Edit -
MPOCMOTpP, CO3[4aHMEe U WU3MEHEeHMe T[POEeKTOB W CBA3aHHbIX [OOKYMEHTOB
Projects-Fin-View - npocMoTp ¢uHaHCOBOM  MHGpOpMauum no npoekTam
Projects-Delete - ynaneHne npoeKkToB

'pynnbl ona moayna "lMepcoHan":

Personal-View - npocmoTp coTpyaHukos Personal-Edit - npocmoTp, co3gaHue wu
n3MeHeHne coTpyaHukoB Personal-Create employee - co3pnaHue COTPYAHWKOB
Personal-Dismissal - yBosibHeHne COTPYAHUKOB

Mpynnbl gna moayna "3agayn':

Task-View - npocMoTp Bcex 3agay Task-Manage - co3gaHue, U3MeHeHune 1 yaaneHme
BCcex 3amay Task-ASAP - npaBo Ha yCTaHOBKY npuopuTeTa 3agady Task-TopMan -
pykoBoAUTeNn opraHmn3saunn. MNMosHbln 4OCTYN KO BCEM 3ajadvyaM

pynnbl gna moaynsa "basa 3HaHMN":

Knowledge-Manage - gocTtyn K ynpasseHuto 6a3omn 3HaHUN
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Mpynnobl gna moayna “"CosewaHnga":

Meeting-View - npocMoTp Bcex coBewaHnm Meeting-Manage - co3naHue, nsmeHeHue
N yoaneHmne BCcex COBeLLaHuin

pynnbl gna moayna “"JoKyMeHTbI":

Files-View - npocMmoTp BCex 3anucenm mMoayns YyrnpaBsieHUsa OOKYMeHTaMu
Files-Manage - co3gaHue, W3MEHeHMe W yjJasieHne BCex 3anucenm moayns
yrnpaBieHns OKYMEHTaMU

[pynnobl gna moaoyna "CRM*™:

CRM-View - NpoCcMOTpP KOMMaHNW, KOHTaKTOB, CAEJIOK N aKkTUBHOCTen B Moaysie CRM
CRM-Manage - NnpoCcMOTp, CO30aHNe U N3MEeHEHME KOMMNaHNN, KOHTaAKTOB, CAEIOK U
aKTmBHocTen B moayne CRM

Mpynnbl gna moayna "Toprosna':

Trading-View - NpoCMOTp TOProBbIX onepawunmn

CucTteMHble rpynnel:

Rules-TopMan unn Top-Man - pykoBoaAUTENN opraHu3aunn. NMosHbIn OCTYN KO BCEM
3anuncam System-Settings - 4OCTYN K U3SME@HEHUAM CUCTEMHbIX HAaCTpPoeK

Ha3HavyeHne posieit NoJsib30BaTENIO

Ha3Ha4veHne rpynn Yyepes NoJib30BaTeNIbCKUN NHTEPdENC:

OTKponTe KapToyky nosib3oBaTens lMepengnte Ha BkNagky "lNpynne!" nanm "Mpasa
noctyna" BbibepuTe rpynnbl M3 COMCKa [OCTYMNHbIX rpynn HaXMuTe KHOMKY
"CoxpaHuTb"

Ha3Ha4deHune rpynn 4epes CUCTEMHYIO aAMUHKY:

B cmcteMHOM agMUHKe OTKPOMTE KapTO4Ky nosib3oBaTensa B pasgene "Permissions"
HanauTe nose "Groups" BeibepuTe rpynnbl N3 cnmcka (MoXXHO BbiIbpaTb HECKOJILKO,
yaepxusasa Ctrl) Haxxmnte kHonky "Save"

MpumedaHue: Tlonb3oBaTesib  MOXeT OblTb  YJIEHOM  HECKOJIbKUX  rpynn
oAHoBpeMeHHo. lNMpaBa AoCTyna CyMMUPYIOTCSA N3 BCEX rpynm.

Co3paHue HOBOW rpynnbl

Co3pgaHue rpynnbl Yepe3 CUCTEMHYIO afAMUHKY:
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B cucrtemHonm agmmHke nepengmute B pasgen "Users" -> "Groups" Ha>xmMuTe KHOMKY
"Add group" (LobaBuTb rpynny) 3anonHuTte ¢dopmy: Name - Ha3BaHue rpynnbl
(naTnHuuen, 6e3 npobenos, Hanpumep: "Rules-MyModule-View") Section - pasgen
(Hanpumep: "Mou wMopynb") Description - onucaHve rpynnel B paspene
"Permissions" BbibepuTe npasa 4ocTyna Ans rpynnsl HaxxmMuTe KHoMky "Save"
MpumedaHue: Co3faHWe HOBbIX rpynmn UM Ha3HayYeHMe npas [octyna TpebyeTt
NMOHMMaHMA cucTteMmbl npas pgoctyna Django. PekoMeHOyeTcss WMCNOJbL30BaTb
cyllecTByloLwWme rpynnbl UM obpaTUTbCA K TEXHUYECKOMY CreunanuncTy.

3.4. Noppa3oeneHns n rpynno

YnpaBsieHne noapa3aeneHnsamMmm

Co3pgaHune noapasneneHns 4yepes nosib30BaTeIbCKUN MHTEPgENC:

MNepengnte B pasgen "lMepcoHan" -> "lopgpasgeneHma" HaXMuUTe KHOMKY
"OobaBuTb noapasgeneHue" 3anonHuTe d¢opMy: Ha3BaHme - Ha3BaHue
noapasgeneHns (obasaTtenbHoe nose) PoauTenbckoe nojpasfeneHve - BblIbop
poonTeNnbCKOro nogpasfesieHna Ona  co3fjaHma  umepapxmm  (onumoHasbHO)
OnucaHne - onucaHue nogpasgeneHna (onuMoHasbHO) Ha)XMUTe  KHOMKY
"CoxpaHuTb"

Co3naHune noapasfenieHNs Yepes CUCTEMHYIO afiMUHKY:

B cuctemMHonm agMuHKe nepengute B pasgen "Personal” -> "Organigrams"” HaxxmuTte
KHonky "Add Organigram" 3anonHuTe QOpMYy aHaNorM4YHO CO3[aHUD 4Yepes
MHTepgenc Haxxmute KHoONKy "Save"

Nepapxusa nopgpaspneneHuin: TllogpaspeneHnsa MoryT ObiTb OpraHM3oBaHbl B
nepapxmyeckyto CTpyKTypy:

FnaBHoe nogpa3sneneHne (6e3 poauntensa) [llogpasgeneHns NepBOro YpOBHSA
(poonTens - rnasHoe noapasaeneHue) NMoapasfeneHnus BTOPOro ypoBHA (poonTtens
- noapasfeneHuve nepsoro yposHs) U Tak nanee

PenakTnpoBaHme nogpasfesieHns:

Hanpgute nogpasneneHne B cnucke OTKPONTE KapTOuKy noapaspeneHus BHecute
n3MmeHeHusa Haxxmute KHonky "CoxpaHuTtb"

YhaneHve nogpasneneHus:

OTKponTe KapTouyKy nojapasfeneHuvs HaxmuTte KHonky "Ypanute" lNoaTeepauTe
yhaneHue

BaxxHo: YoaneHue nogpasfeneHus He yaanseT COTPYLAHUKOB, HO OTBA3bIBaeT UX OT
noapasgeneHuns. lNMepen yaoaneHnemMm pekoMeHAyeTCs rnepeHasHauuTb COTPYAHUKOB
B Apyruve noapasaeneHuvs.

Ha3HadyeHne coTpyaHUKa B NoapasaeneHue

Ha3Ha4yeHne Yyepes KapTOouKy COTpPyLAHUKaA:

OTKponTe KapTOyKy coTpyaHuka Hanmgute none "lMoapa3sneneHue" Bbibepute
nogpasgeneHne n3 cnucka Haxxmmre kHonky "CoxpaHnTb"

Ha3Ha4dyeHue Yyepes3 KapTo4Ky COTpYyOLHUKa B Moaysie "lMepcoHan:

MNepengnte B pasgen "lMepcoHan" -> "CoTpyaoHukn" OTKPONTE KaPTOYKY
coTpyaHuka B paspene "OcHoBHasa nHhopMmaumna" Hanaute nose "MogpasneneHne”
BbibepuTte noapasneneHune n3 cnmcka Haxxmumre KHonky "CoxpaHuTb"

MpumedaHune: COTPYAHUK MOXeT ObiTb Ha3HayYeH TOJIbKO B OAHO MoApa3fesieHune.
Ona n3MeHeHMs noppasfesieHna nNpocTto BbibepuTe Apyroe nojpasfeneHve us
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crnnmcka.

YnpaBsieHne rpynnamm coTpyaHNKOB

Mpynnbl COTPYAHNKOB NCMNONb3YOTCA O15:

Ha3HayeHua npaB pocTtyna (cMm. pasgen 3.3) OunabTpauum OaHHbIX B OT4eTax
Ha3Ha4vyeHns yesegomneHun OpraHusaymm paboTsl B MOOYNAX

MpocmoTp rpynn:

B cuctemHonm agMuHke nepenaunte B paspen "Users" -> "Groups" Bbl yBugute
CMUCOK BCEX rpynmn C UX onucaHnaMmn

Co3paHne rpynnbl: Cm. pasgen 3.3 "Co3pgaHme HoBoM rpynnbl" Ha3HaveHwue
nonb3osaTtend B rpynny: CM. pasgen 3.3 "Ha3Ha4deHune posen nosb3osaTtesnto”

4. HacTpouka Mmoaynemn

Kaxablh MoOysb WMeeT CBOM HACTPOWKW, KOTOPblE MOXHO W3MEHSATb 4epes
NoJIb30BaTEJIbCKUN NHTEPGENC NN CUCTEMHYIO aAMUHKY.

[ocTyn K HacTponkam moayneun

Yepes nosib3oBaTes/IbCKUN NHTEPdENC:

Bongnte B cuctemy lepenante B pasgen "HacTpomkm" (MKOHKa WeCTEPEeHKU B
MeHI0) B neBoM MeHto BbibepuTe HYXHbIN MOAYb: CUCTEMHbIE HAaCTPOMKK - obLme
HaCTPOMKWN cuctemMmbl ®PUHAHCBI - HACTpPoOWKK m™Moaynsa duHaHcoB [lepcoHan -
HaCTPOWKW MoAyNna repcoHasna BHewHue nosb3oBaTenn - Y4YETHbIE 3anucu
KJINEHTOB M NoapAafvYnMkoB (NYHKT MeHK cpa3y nocne «[lepcoHan») [poekTbl -
HacTpoOWKN Moaynsa NnpoekToB CepBUC-OeCK - HACTPOUKKM Moayna cepsuc-gecka basa
3HAHWUN - HAaCTPOMKM Moaynsa 6a3bl 3HaHUM CRM - HacTponkn moayns CRM 3apayum -
HacTpomku mMoaynsa 3agad ®annbl - HACTPONKK Moaynsa gannos VolP - HacTponku
TenecdoHun CMDB - HacTponkun 6a3bl KOHUTYypaL Ui

CucTeMHble HaCTPONKK

DTOT pa3fen coaep>XuT NoJsIHoe onncaHme BCeX HACTPOEK, OOCTYMHbIX Ha CTpaHuLUe
"CuctemMHble HacTpomkn" (gocTyn no agpecy /settings/). BaxxHo: Bce HacTpownkuy,
onncaHHble B 3TOM pa3fenie, HaCTPaMBalTCA 4Yepe3 MNoJIb30BaTes/IbCKYIO agMUHKY
/settings/, a He 4Yepe3 cucTemMHyto agMuUHKy Django.

CTpyKTypa HacTpoek

Ha cTpaHunue "CucteMHble HaCTPOMKK" AOCTYMNHbI cneaytlowmne pasgensbl:

OCHOBHble CUCTEMHbIe HacTponku (SystemSettings) HacTponkn 31eKTPOHHOW MOYThbl
(EmailSettings) HacTtponkn LDAP (LDAPConfig) OCHOBHble HaCTPOWMKW CUCTEMbI
(MainSystemSettings)
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Cekunm SystemSettings Bkso4aloT B TOM 4ucne pasgen «besonacHocTb» (2FA
AAMUHUNCTPATOPOB U CaMoperucTpaumns COTpyAHUKOB KJINEHTOB).

1. OCHOBHblIE CUCTEMHbIE HACTPOUKWN
(SystemSettings)

OCHOBHbIE CUCTEMHbIE HAaCTPOWKWM pa3feneHbl Ha cekuun gng ynobcTtea HaBurayum.
Bce HacTpouku p[oOCTynHbl Ha cTpaHuue /settings/ B paspene "CuctemHble
HacTpoukn".

1.1. Pa3zgen "OCHOBHble HacTpoukn"

SITE_TITLE (String)

Ha3BaHue: Ha3BaHue cuctemMmbl OnucaHune: Ha3BaHMe CUCTEMbI OJ19 UCMOJIb30BaHUS
B 3arojioBKax CTpaHUL W MaHennm agMuHucTpaTtopa Twun: String 3HadeHue o
ymondaHuio: ACK Mpumep: ACK Jlerapyc

SITESITE_DESCRIPTION (String)

HasBaHue: OnucaHne cuctembl OnncaHue: OnucaHne MHEMOOPMALIMOHHONW CUCTEMBI.
Mcnonb3yeTcss B 3arofloBKax W Ha [JlaBHOW CcTpaHuue. HeobsizaTenbHo Ans
3anosiHeHusa Tun: String 3HavyeHWe No ymon4aHuto: ABTOMaTU3NPOBAHHAA cucTema
ynpasneHus komnaHuen Mpumep: CuctemMa ynpasieHnUs KoMNaHnen

ALLOWEDFILEEXTENSION (String)

Ha3saHune: Pa3peweHHble pacwmpeHunsa dannos gna 3arpy3ku OnucaHue: Cnuncok
pacwmpeHnin hannos, pa3peLleHHbIX A8 3arpy3km B CUCTEMY, Yyepes 3anaTtyto 6es
npobenoB 1 NnepeHocoB CTPoK Tun: String 3HavyeHne no ymonyanuto: pdf,doc,docx,x!
s, XIsx,txt,jpg,jpeg,ppt,pptx,png,qif,zip,7z,csv,tar,rar,odt,rdp,pst,svg,htm, ttf,pbix,pem
,cer,crt,der,pfx,pkcs,key,p7b Mpumep:
pdf,doc,docx,xlIs,xIsx,ppt,pptx,jpg.jpeqg,png,gif,zip,rar NMpumevaHue: MNpn N3MeHeHUN
CNMCKa pacwupeHun ybeomTtecb, 4YTO HOBble paclIMPEHUS He COo3[alT yrpos
H6esonacHoCTH

MAXSIZEFILE (Int)

Ha3BaHne: MakcuManbHbIN pa3mep danna anga 3arpy3km OnncaHme: MakCMManbHbIN
pa3Mmep dawnna Ana 3arpyskum B cuctemy B Merabamtax Tun: Int (uenoe 4mucno)
3HayvyeHne no ymondaHuto: 150 [Mpumep: 200 T[llpumevaHue: VYyuTbiBanTe
orpaHuyveHunsa seb-cepsepa (Nginx) n HacTponku client_ max_body_size
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ITEMS_ON_PAGE (Int)

Ha3BaHune: 3anucenm Ha cTpaHuue OnucaHue: KonmnyectBo 3anucen (obpaweHun,
3a4a4 v T.4.), oTobparkaeMblX Ha OQHOW CTpaHuLe No ymondaHuto Tun: Int (uenoe
4yncao) 3HadveHue no ymondaHuw: 50 Mpumep: 25, 50, 100 MpumeyaHune: bonbLuoe
KOJINYECTBO 3anmcen MoXXeT 3aMefINTb 3arpy3Ky CTpaHuLbl

DEFAULT _TIMEZONE (String)

Ha3BaHune: Yacoson nosAc no ymondaHuto OnmncaHmne: YacoBon NosAC NO yMOJIHaHUIO
AN HOBbIX MoJsib30BaTesien cnctembl. icnonb3yeTcsa asa oTobpakeHnss BpeMeHun B
MHTepdence Tun: String 3HaveHme no ymondaHut: Europe/Moscow [Mpumepsbl
3HayYyeHun: Europe/Moscow - MOCKOBCKoe BpeMsa Europe/Kiev - kueBckoe Bpems
Asia/Almaty - Bpemsa AnmaTtbl UTC - BCeMUpHOE KOOPAMHUPOBAHHOE BpeMS
Europe/London - noHpoHckoe BpemMsa America/New_York - HblO-MOpPKCKOe Bpems
MpumevaHne: CnctemMa nognepXmBaeT BCe CTaHAapPTHbIE YacoBble nosca. MNonHbIN
CMNCOK A0CTYNeH B ONMCaHUN HaCTPONKN

TRASH_DAYS (Int)

Ha3BaHue: CpoK xpaHeHUs 3anucen B Kop3uHe OnucaHue: KonnmyecTtBo OHeW, B
TeYeHne KOTOpbIX yAasIeHHbIe 3aMncu XpaHATCA B KOP3MHe rnepen OKOHYaTeslbHbIM
yhaneHueM Tun: Int (uenoe 4mcno) 3HayvyeHne no ymonyaHuwo: 7 Mpumep: 30 (ons
XpaHeHna B TeyeHue Mecsaua) lMpumedaHume: Tlocne UCTeYEeHUSA CpoKa 3anucu
aBTOMATUYECKUN YOANIAOTCA U3 KOP3UHDI

SAFETY_ON (Bullet)

Ha3saHne: ®yHKUMOHaN oxpaHbl Tpyana OnucaHune: BkAw4YeHue/oTKAOYeHne
dyHKUMOHaNa oxpaHbl Tpyhna B cucteme Twun: Bullet (noruvyeckoe 3HaveHwue:
True/False) 3HadyeHMe no ymon4daHuio: False Bo3mMOXHble 3HayveHus: True -
dyHKUMOHaN BkNYeH False - pyHKLMOHaN BbIK/IIOYEH

PWA_ON (Bullet)

HaseaHune: MuHu-npunoxxeHne OnucaHune: BkIOYeHNE/OTKYEHNE MNOAOEPXKKN
Progressive Web App (PWA) - BO3MOXXHOCTb YCTAaHOBKU CUCTEMbI KaK MPUI0XKEHUNS
Ha MobunbHble ycTponmcTBa Tun: Bullet (normyeckoe 3HayveHue: True/False)
3Ha4yeHue no ymon4vaHuio: False Bo3Mo)XHble 3HavyeHUs: True - PWA Bkato4eHo False
- PWA BblkntodeHo [MpumedaHue: lNpun BkawdeHnn PWA nonb3oBaTesnin CMOryT
YCTAaHOBUTb CUCTEMY KaK MPUJIOXKEHNE Ha CBOW YCTPOMNCTBA

USE_INTELLIGENT_CLASSIFICATION (Bullet)
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Ha3BaHune: Wcnonb3oBaTb WHTE/IEKTYaNIbHYO Khaccudukaunio obpalieHunn
OnuncaHne: BkYeHME aBTOMATMYECKOM KlhacCudumKaumm 3a8BOK MO TuUNy W
KaTeropmm C nomMoLlbio MawmnHHOro obydenma Tun: Bullet (nornyeckoe 3HauveHune:
True/False) 3Ha4deHme no ymonydaHuio: False Bo3MOXHble 3HayveHusa: True -
MHTeNnNekKTyasbHaa Kjhaccupukaumsa BkYeHa False - wHTennekTyasbHas
Khaccuukauma BbikaoYeHa [MpuMedvaHune: ABTOKJIACCMPUKALKA BbINOJIHAETCSH
TO/IbKO eCc/in B cuctemMe ecTb rotosas mogenb (gpnar Ready For Prediction B
CUCTEMHOW agMUHKe). Ha HOoBOWM cCuUCTeMe T[epBOe BpeMsA 3asBKUM  He
KnaccnpuumpytotTca ML — moaenb obyyYaeTcsa Ha NIOKajibHbIX 3aKpPbITbIX 3asfBKaX.
MoapobHee: ABTOMaTMYeCKasa Kaaccnukauma 3as8BoK.

SKIP_CLASSIFICATION_FOR_MANUAL REQUESTS (Bullet)

Ha3saHune: He knaccnduumpoBaTb 3adaBKW, CO3OaBaeMble Bpy4Hyto OnucaHune: Ecnum
BKJIO4EHO, TO CO3[aBaeMble BPYYHYIO 3a8BKWM He  KJaccupuumpyroTca
aBTOMaTU4eCcku. Knaccnpumkauma NnpuMeHaeTcsa TOJIbKO K 3asdBKaM, MOCTynatowmm
no no4yte n 4yepes 60T Tun: Bullet (norn4eckoe 3Ha4vyeHue: True/False) 3HavyeHne no
yMondaHuio: True Bo3MOXHble 3HayeHuA: True - He KnaccmdpuumpoBaTb 3afABKWU,
co3faHHble Bpy4Hylo False - knaccuuumpoBaTb BCe 3a8BKMW, BKJKOYas CO34aHHbIe

BPY4YHYIO

ABTOMaTun4yeckasd KJ'IaCCI/ICbI/IKaLI,VIFI 3a4BOK

HacTponkn HuKe ynpaBnastioT rMoporamMm yBEepPeHHOCTU, 0byYeHNEeM N rOTOBHOCTbIO
ML-mopenen. NMonHoe PYKOBOACTBO agMUHNCTpaTOopa: ABTOMaTMn4yeckas
Khaccupukauma 3aaBoK.

CLASSIFIER_MIN_CONFIDENCE_TYPE (Float)

HasBaHne: MumHmmanbHass yBepPeHHOCTb ON14 aBToTuna 3adBku OnucaHume: Ecnm
MoOeNnb He yBepeHa Bbiwe 3Toro nopora (0.0-1.0), Twun He Ha3HavaeTcH
aBToMaTunyeckun Tun: Float 3Ha4vyeHne no ymondaHuio: 0.65

CLASSIFIER_MIN_CONFIDENCE_CATEGORY (Float)

HasBaHue: MumHuManbHas yBEepeHHOCTb A1 aBToKaTeropmm 3asaBku OnucaHue:
Ecnm mozenb He yBepeHa Bbiwwe 3Toro rnopora (0.0-1.0), kaTeropus He Ha3Ha4aeTcs
aBToMaTum4eckn Tun: Float 3Ha4deHme no ymonydaHuio: 0.55

CLASSIFIER_ALLOW _UUID_FALLBACK (Bullet)

Ha3BaHune: PaspewwnTb fallback npn HecoBnageHunm UUID knaccos OnucaHue: He
pekoMeHpyeTcda. Ecnm  BbIKAKOYEHO, MNpuM  HecoBNageHWW  CrpaBOYHUKOB
aBTOKJIaCcCUPUKaLMA NPOrNycKaeTCsa BMECTO NoACTAaHOBKM «MOX0OXKero» Knaacca Tun:
Bullet 3Ha4eHne no ymonyaHwuio: False
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CLASSIFIER_AUTO_TRAIN_ENABLED (Bullet)

Ha3BaHne: ABTOMaTUYeCKOEe exeHenesnbHoe obyyeHne kKnaccupukatTopa Onucanune:
BkntoyaeT 3amady Celery oby4deHunsa/noobyyeHna moaenem no 3akpbiTbiM 3asiBKaM
(BoCckpeceHbe, 4:00) Tun: Bullet 3HavyeHne no ymonyaHuto: True

CLASSIFIER_MIN_SAMPLES TO_TRAIN (Int)

HasBaHue: MnHUMyM npuMepoB A5 nepsBuyHoro oby4veHma OnucaHme: CKONbKO
3aKpPbITbIX pa3MeYeHHbIX 3afBOK HYXHO A5 nepBoro oby4veHus mopenn Ha
«4yucTom» cucteme Tun: Int 3HavyeHue no ymonydaHuio: 100

CLASSIFIER_MIN_SAMPLES TO_PREDICT (Int)

HasBaHue: MuHMMYM npumepoB ANS aBToknaccudpukauumm OnucaHue: Mopenb
Ha4YMHaeT aBTOMATUYECKN KaCcCUpUUMpOoBaTb 3as8BKM TOJIbKO MOC/AE HaKOMJIeHUs
3TOoro 4ymcaa obyyatowmx npumepos Tun: Int 3HavyeHne no ymonydaHuto: 200

CLASSIFIER_MIN_ACCURACY_TO_PREDICT (Float)

Ha3BaHne: MmHmMManbHaa accuracy Oas asBTokKnaccmdpukaumm OnucaHue: Mopenb
AOMyCKaeTCsA K aBToNpeacka3saHUo TONbKO eC/in accuracy Ha TeCToBOM Bbibopke He
HWxe nopora Tun: Float 3HavyeHne no ymonyanuio: 0.70

CLASSIFIER_MIN_SAMPLES_PER_CLASS (Int)

Ha3BaHue: MnHumym npmMepoB Ha Kinacc OnucaHue: Kaxxablh TUM UAN KaTeropus
[OJIXKEH NMeTb He MeHblue npumepos B oby4atowen Boibopke Tun: Int 3HavyeHne no
ymondaHuio: 10

CLASSIFIER_TRAIN_ONLY_MANUAL_LABELS (Bullet)

HasBaHue: Ob6y4yaTb TOJSIbKO Ha py4yHOM pa3MmeTke OnucaHue: Wcknwo4vaeT un3
oby4eHna 3aaBkKKU, rae TN UAN KaTeropmsa BblIM Ha3zHaAYeHbl aBTOMAaTUYeCKU Tun:
Bullet 3Ha4eHne no ymonyaHuio: True

CLASSIFIER_BOOTSTRAP_LOOKBACK DAYS (Int)

Ha3BaHue: OKHO AaHHbIX ANs NepBUYHOro obyyeHusa (aHen) OnucaHune: Mpn nepsom
obyyeHnn bepyTCs 3aKpbiTble 3a8BKN 3a YKa3aHHbIN nepuod Tun: Int 3HavyeHne no
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ymondaHuio: 90

1.2. Pa3pen "be3onacHoCcTb"

REQUIRE_ADMIN_2FA (Bullet)

HasBaHue: TpebosaTeb 2FA and aaAMUHUCTPaATOpPOB cucTteMbl OnucaHue:
ObsazaTenbHaa aByxdakTopHas ayTeHTudunkaumsa (TOTP) onga cynepnonb3oBaTenem
N 4neHoB rpynnbl System-Settings. MNMoka 2FA He HacTpoeHa — AOCTYn TOJIbKO K
CTpaHunue HacTponku 2FA. CoBmecTumo ¢ AHpekc.Knwd, Google Authenticator wu
apyrumu TOTP-npunoxeHnamm Tun: Bullet (norm4eckoe 3HaveHue: True/False)
3Ha4yeHMe no ymon4daHuio: False Bo3MoOXHble 3Ha4veHusA: True - 2FA obsazaTenbHa
Ana agMuHncTpaTopos False - 2FA He TpebyeTcs

CLIENT_SELF_REGISTRATION_ENABLED (Bullet)

Ha3saHue: Camopeructpauma COTPYAHUKOB kKaneHToB OnucaHue: Pa3pewaeT
nybnnyHyto perucTpaunto COTPYAHUKOB aKTyasibHbIX KJIMEHTOB Mo email u3
KapTO4KM 3aaBuTenNs. Ha CTpaHuue BX0/4a nosiBnseTCS CCblSIKa
«3apeructpuposaTtbcsa» Tun: Bullet (norndeckoe 3HayveHue: True/False) 3Ha4veHune
no ymonyaHuto: True Bo3MoO)XXHble 3HayveHua: True - camoperucTpaunms LoCcTynHa
False - ccbifika 1 CTpaHuua perncTpaumn HegoCTyNHbI

CLIENT_SELF_REGISTRATION_MAX_ATTEMPTS (Int)

Ha3BaHne: MakcuMyM MoOnMbITOK camopeructpauun OnucaHue: Yucno MnonbITOK
yKazaHusa email (no agpecy wmnu IP) 3a okHO y4éTa. lpu OOCTUIXKEHUU NUMUTA
pernctpaunsa 6rnokumpyetca (3awmta oT nogbopa noyT) Tun: Int (uenoe 4wucno)
3Ha4yeHure Mo yMos4aHuio: 2

CLIENT _SELF_REGISTRATION_ATTEMPT _WINDOW_HOURS (Int)

Ha3saHune: OKHO y4é€Ta NOnNbITOK caMmopeructpaumm (4acos) OnucaHue: MNepuopn, B
TeYeHMe KOTOPOro CYMTaTCA NONbLITKM perncrpaumm ana aHtunonbopa email Tun:
Int (Lenoe 4ncno) 3HavyeHne No ymon4aHuto: 24

CLIENT_SELF_REGISTRATION_LINK_TTL_MINUTES (Int)

Ha3BaHue: CpoK CCbIJIKM NOATBEPXAEHUA pernctpaumn (MmHyT) OnmncaHune: Bpems
YXN3HU YHUKANIbHOWN CCbIJIKU U3 MUCbMa NOATBEPXXAEHMA camopernctpaumm Tun: Int
(uenoe 4ncno) 3HavyeHme No ymonyaHuo: 60

Kak paboTaeT camoperucrtpauuns:
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COTpYyLHUK KJIMEHTa Ha CTpaHuue BXoJa OTKpblBaeT «3aperucTpmpoBaTbCs»,
yKasbiBaeT email u npoxoauT Kandyy (image-kanya 6e3 BHeWHUX CEPBUCOB).
Cnctema unwet email cpean 3asgBuTenem co crtatycoM actual y KameHTOB CoO
cTtaTtycom actual. NMpn poBHO OQHOM COBMAgEHUN N OTCYTCTBUMN yXKE CO3OaHHOW
Y4€TKN  Ha no4YTy  OTMpaBsfeTca  MUCbMO  MOATBEPXAEHUSA (wabnoH
ClientSelfRegistrationConfirm). Tlo ccbllKe "3 nNUCbMa CO30aETCA BHELIHUNA
nonb3oBaTesib Tuna client ¢ ponbio employee («COTPYAHUK KJIMEHTa»), 3asBUTESb
NnpuBA3bIBaeTCA K Y4€TKe. Ha no4YTy oTnpaBnseTcs nnucbMo C JIOTMHOM N napoJsieM
(wabnoH ClientSelfRegistrationCredentials).

Ecnm agpec He HanaeH, HaMeHO HEeCKOJIbKO COBMaJeHUn MW NoJib30BaTesib yxKe
3aperncTpmpoBaH — CUCTeMa [MoOKa3blBaeT COOTBETCTBYKLWee coobweHne ¢
npocbbon 06paTUTLCA K MeHeO Xepy.

1.3. Pa3pen "YBegpomneHmns"

PUBLIC_MM ON (Bullet)

Ha3saHne: OTnpaBnaTb obwme ypepomneHns B MM OnucaHue: Bkaw4eHue
OTNpaBKWN yBeOOMJEHMN B 0OWMIA KaHan opraHusaumm B Mattermost Tun: Bullet
(nornyeckoe 3HauveHue: True/False) 3HayeHne No yMmon4daHuto: False BO3MOXXHble
3HaYeHusa: True - oTrnpaBka B Mattermost BkntoveHa False - oTnpaBka B Mattermost
BbIKJIlOYEHa MpnmeyvaHune: ans paboThbl HeobxoanMo HaCTPOUTb
PUBLIC_MM_WEBHOOK

PUBLIC_MM_WEBHOOK (String)

Ha3saHune: Agpec WEBHOOK obwero kaHana OnucaHme: URL Bebxyka Mattermost
AN OTNpaBkKKn obLnX yBeAOMIEHNI B KaHan opraHmn3auum Tun: String 3HavyeHue no
YMOJTHaHUIO: https://example.com/hooks/XXXXXXXXXXX Mpumep:
https://mattermost.example.com/hooks/XXXXXXXXXXXXXXXXXXXXXX MpuMevaHne:
Bebxyk co3paetcsa B Mattermost B pasagene "Integrations" -> "Incoming Webhooks"

PRIVATE_MM_WEBHOOK (String)

Ha3ssaHune: Appec Webhook Bot pns oTnpaBky nepcoHasibHbIX YyBeOoOMJIEHUN
coTpyaHukam B Mattermost OnuncaHme: URL Bebxyka Mattermost gns oTnpaBku
MnepcoHasibHbIX yBeOOMJIEHU COTpyAHMKaM Tun: String 3HavyeHne Mo yMONYaHUIO:
https://example.com/hooks/XXXXXXXXXXX Mpumep:
https://mattermost.example.com/hooks/yyyyyyyyyyyyyyyyyyyyyy lNnpumedanune: Ons
nepcoHasibHbIX YBEAOMIEHUN KaKAOMY COTPYOAHUKY HEOOXOAMMO yKa3aTb ero nms
nosb3oBaTena Mattermost B KapTo4ke COTpyLHUKA

SEND_PRIVATE_EMAIL_ON (Bullet)
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HasBaHue: OTnpaBnATb MepcoHasibHble YBEAOMJIEHUA MO 3/EeKTPOHHOW noyTe
OnucaHue: BkOYeHMe OTNPaBKU NepCcoHasibHbIX YBeOOMJIEHU MNOJIb30BaTENAM M0
3N1eKTPOHHOW no4yTe Tun: Bullet (nornyeckoe 3Ha4veHue: True/False) 3Ha4vyeHne no
yMon4aHuio: False Bo3MOXXHble 3Ha4YeHus: True - oTripaBka rno email BkaodeHa False
- oTnpaBka no email Bbikto4YeHa NpumedaHue: Ona paboTbl HEOOXOANMO HACTPOUTb
SMTP-cepBep (cM. pa3gen "HaCcTpONKKN SNEKTPOHHOW NOYTbI")

SEND_PRIVATE_MM_ON (Bullet)

Ha3BaHune: OTnpaBsiATb NepCoHasbHble yBegoMNeHnsa Yyepes Mattermost OnuncaHune:
BkitoyeHne oOTnpaBKM NepCcoOHaslbHbIX YBEeAOMJIEHUW [OJIb30BaTeNlIAM  4Yepes
Mattermost Twn: Bullet (norm4yeckoe 3HayeHue: True/False) 3Ha4dyeHme no
ymon4daHuio: False Bo3Mo)Hble 3HadeHus: True - oTrnpaBka 4epe3 Mattermost
BKJIlo4eHa False - oTnpaBka 4epe3 Mattermost BbikitodeHa [MpumedaHune: LOns
paboTbl Heobxogmmo HacTpouTb PRIVATE_MM WEBHOOK w©n ykasaTb wuMA
nonb3oBaTena Mattermost ona Ka>xgoro coTpyaHuka

EMPLOYEE_TELEGRAM_ BOT _TOKEN (String)

Ha3saHne: TokeH 6oTa Tenerpam Aana CcoTpyaHuUkoB OnucaHue: TokeH
Telegram-6oTa ana ysegoMmneHun un 6oTa coTpyaHukoB (tgbot) Twun: String
3HayeHue no ymondaHwut: - lMpumep: 123456789:ABCdefGHIjKIMNOpQqrsTUVwxyz
MpumeyaHne: TokeH BblgaéT @BotFather. HacTpamBaeTca B /settings/ (pa3nen
«YBegomneHus»). Cepsuc: systemctl status tgbot

TELEGRAM _BOT _TOKEN (String)

Ha3BaHue: TokeH 6oTa TenerpamMm Ons KJAMeHTOB Texnopnep>Xkm OnucaHme: TokeH
Telegram-6oTa Ona kKAMeHTOB cepsBuc-gecka (sdbot) Twun: String 3HayveHue o
YMOJIHaHUIO: - MNpumep: 987654321:XYZabcDEFghiJKLmnopqrsTUVwxyz
MpumevaHue: TokeH BbloaéT @BotFather. HacTpauBaeTcs B /settings/. Cepsuc:
systemctl status sdbot

MAX_BOT TOKEN (String)

Ha3BaHune: TokeH 6oTa MAX ons KNnMeHTOB TexnogaepXxknm OnuncaHue: TokeH 6oTa
MecceHpXepa MAX pna 3aasuTtenen cepsuc-gecka (sdmaxbot) Twun: String
3Ha4dyeHune No yMon4daHuio: - NMpnumedvaHue: TokeH co3naéTcsa Ha nnaTtgopme MAX ons
napTHépoB. HacTpameaeTca B /settings/. Cepsuc: systemctl status sdmaxbot. Cm.
2.3 87

EMPLOYEE_MAX BOT_TOKEN (String)

Ha3BaHune: TokeH 6oTa MAX ansa coTpyaHukoB OnuncaHue: TokeH employee-6oTa B
MecceHaXxepe MAX (maxbot / runmaxbot) Tun: String 3HavyeHMe No yMOaYaHUIO: -
MpumevaHune: HactpameaeTcs B /settings/. Cepsuc: systemctl status maxbot
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EMPLOYEE_MAX_BOT URL (String)

HasgaHue: Appec MAX-6ota pna cotpygHukoB OnucaHme: Ccblka Ha
employee-6ota MAX (oTobparkaeTcsa Ha CTpaHuue Bxoda 1 B npoduae) Tun: String
3Ha4deHuMe no ymon4daHuio: https://max.ru/ Mpumep: https://max.ru/@id123456 bot

EMPLOYEE_MAX NOTIFICATIONS_ON (Bullet)

HaseaHune: OTnpaBnsaTb MepcoHalNbHble YyBeaomsieHnsa d4epes MAX OnwucaHue:
BkntoyeHne nepcoHaNbHbIX YBEOOMJIEHUA COTpPyAHUKaM 4epe3 MAX-6oTta Twun:
Bullet 3HayeHne no ymonyaHuto: True lMpuMedaHue: nobanbHbIN BbIKAOYaTENb
MAX Takxe ecTb B MainSystemSettings (max_notifications_enabled). OAnsa oTnpasku
Hy>xeH EMPLOYEE_MAX BOT _TOKEN v npuBsi3ka nonb3oBaTtens K 60Ty (in_max_bot)

MATTERMOST_ URL (String)

Ha3BaHne: AgOpec KoprnopaTuMBHOro cepsepa Mattermost OnuncaHme: URL
KOprnopaTMBHOIro cepsepa Mattermost ong reHepauun CCbIJIOK Ha KaHajlbl W©
coobuweHunsa Tun: String 3HavyeHMe no yMmosnydaHuto: mattermost://teams.domain.ru/
Mpumep: https://mattermost.example.com/ lMpumeyaHne: Wcnonb3lyetcs Ans
reHepauun CcCbiJIOK B yBE4OMJIEHNAX

1.4. Pazpen "AsTopusaynsa”

AD_AUTH (Bullet)

Ha3saHue: Wcnonb3oBaTb MS Active Directory ans aBTopu3aumm rnosb3oBaTesien
OnucaHune: BkaoyveHne ncnonb3soaHms Microsoft Active Directory Domain Services
ANa aBTopuM3auun nonb3oBaTenem B cucrteme Tun: Bullet (normyeckoe 3HayveHwue:
True/False) 3HadeHMe no ymon4daHuio: False Bo3MOXHble 3HadeHusa: True -
aBTopusaumsa 4depes AD BkodeHa False - aBTopu3auma 4Yepe3 AD Bbik/o4YeHa
MpumedaHue: MNpu BKIKOYEHUN MOJIb30BaTENN CMOTYT BXOAUTb B CUCTEMY UCMONb3Y S
y4yeTHble paHHble Active Directory. [Ons HaCTPOMKW WUCMONb3YNTE pa3fen
"HacTpoinku LDAP" Ha cTpaHuue /settings/.

AD_SERVER (String)

Ha3saHune: Appec cepsepa OnucaHue: ALpec LOMEHHOro KoHTpoJsiiepa Microsoft
Active Directory (IP-agpec nnmn FQDN) Tun: String 3Ha4eHne no ymonydaHuiwo: 0.0.0.0
Mpumep: 192.168.1.10 nnm dcOl.corp.domain.com lMpumevaHue: NcnonbsyeTcsa ans
nogknto4veHns K Active Directory. PekomeHayeTcsa ncnonb3sosatb FQDN.
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AD_USER (String)

Ha3saHune: Nma nonb3osatensa OnucaHue: Mg nonb3oBaTens C npasamMuy CO3LaHUA
n 6nokmpoBaHMsA Yy4YeTHbIX 3anucen B Microsoft Active Directory B dopmaTte
domain\user Twun: String 3HayvyeHue no ymondaHutwo: domain\user [lpumep:
CORP\service_account lNpumMevaHue: Y4yeTHaa 3anucCb AOJ/DKHaA MMeTb MpaBa Ha
co3flaHve n ynpasJieHne NoJsib3oBaTeNIaMu B yKaszaHHbIx OU

AD_PASSWORD (String)

Ha3saHue: MNMaponb OnucaHue: MNMaposb y4eTHOW 3annucu Ans yrnpaBiaeHuUs y4eTHbIMU
3anucsamum B Active Directory. Y4eTHasa 3anucb fosixxHa obnagatb npasamu Ha OU, B
KOTOpbIX co3palnTcsa U 60KMPYOTCA y4eTHble 3anucn nosb3oBaTesnen Tun: String
3Ha4yeHMe no yMmondaHuio: password lMpumep: SecurePasswordl23! lNMpumedaHue:
MNaponb xpaHUTca B 6ase faHHbIX B 3alUM(PPOBAHHOM Buae

AD_BLOCK_USERS_OU (Bullet)

Ha3BaHue: TllepemewaTb 3abN0KMpOBaHHbIE Yy4yeTHble 3anucm  OnucaHue:
MNepemMellaTb Y4YeTHble 3anMcu nocsie B6JIOKMPOBKW B Apyroe opraHusauuoHHoe
nogpasneneHne (OU) Active Directory Domain Services Tun: Bullet (norundeckoe
3HavyeHue: True/False) 3HayeHne no ymonyaHuto: False Bo3Mo)XHble 3Ha4vyeHuns: True
- nepemMelleHne BkJOYeHO False - nmepemelieHue Bbiko4eHO [MpumedaHwue: lMNpwu
BKJOYEHUN Heobxoammo ykasaTb OU ansa 3abnokmpoBaHHbIX MOSb30OBaTeNnen B
HacTponke AD BLOCK OU

AD_BLOCK_OU (String)

Ha3BaHue: OU gnsa 3abnokmpoBaHHbIX Nonb3oBaTenen OnucaHune: DN (Distinguished
Name) opraHusaumoHHoro nogpasgeneHusa (OU) Active Directory Domain Services
Ana 3abNOKMPOBaHHbLIX YYeTHbIX 3anmcen Tun: String 3HavyeHue Mo YMOJIHAHUIO:
CN=Users,DC=example,DC=com Mpumep:
OU=Disabled,OU=Users,DC=corp,DC=domain,DC=com MNpunmeyvaHne:
icnonb3yeTca TONbKO ecnun BKtOMeHa HacTponka AD_BLOCK_USERS_OU

AD_MANAGE_USERS (Bullet)

Ha3BaHune: YnpasnaTtb Yy4eTHbiMM 3anucaMmu AD DS OnucaHme: Co3paBaTb W
B6nokmpoBaTbh y4eTHble 3anucm B Microsoft Active Directory Domain Services npu
CO3[aHUN N YBOJIbHEHUM COTPYAHUKOB B cucteme Tun: Bullet (normyeckoe
3Ha4veHue: True/False) 3HavyeHne no ymondaHuto: False Bo3amMoXHble 3Ha4YeHuns: True
- ynpaBJieHMe Yy4YeTHbIMW 3anMcaAMKU BKJOYeHO False - ynpaBneHue y4YeTHbIMU
3anucsamMm  BblKJIloOMeHO  lMpuMedaHue: [Tlpm  BKAYeHUM  cuctema  byper
aBTOMATMYeCKM co3[aBaTb y4YeTHble 3anncy B AD npu co3gaHun COTPYOHUKOB W
610KMpoBaTb X NPU YBOJIbHEHUNN
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UPN (String)

Ha3BaHune: Cydpgpukc UPN Onucanme: UPN cydpdukc (UserPrincipalName) Active
Directory Domain Services gns aBTOMaTU4eCKOro rMpuUCBOEHNS MNOJIb30BaTENO MpWU
co3gaHun y4eTHon 3anucm Tun: String 3HavYeHMe NoO yMosl4aHuio: example.com
Mpumep: corp.domain.com wnan domain.local MNMpumedaHne: UPN mncnonbsyetcsa ans
BXOQa B CUCTEMY B popMaTe username@domain.com

AD_USERS OU (String)

HassaHue: OU nonb3osaTenen AD DS OnwucaHue: DN (Distinguished Name)
opraHmsaumoHHoro nopgpasgeneHma Active Directory Domain Services pns
XpaHeHna y4yeTHbIX 3anucen. B 3tom OU Takxe 6yayT mckaTbCA 3anncu ANs
6n1oKnpoBKM  nNpu  yBOJIbHEHUM Tun: String 3HayYeHMe NO  YMOJIHaHUIO:
CN=Users,DC=example,DC=com Mpumep:
OU=Employees,OU=Users,DC=corp,DC=domain,DC=com lMpumevaHune: Ybeontecs,
4YTO YyKa3aHHaa ydeTHasa 3anucb (AD_USER) wumeeT npaBa Ha co3aHue
nonb3oBaTesnien B 3ToM OU

CREATE_EXCHANGE_EMAIL (Bullet)

Ha3BaHune: Co3gasaTb no4yToBbIN AWMK Exchange OnuncaHne: Co3gaHme no4YToBOro
AlNKa Ha cepBepe Exchange nocne co3paHus nonb3osaTtens B Active Directory Tun:
Bullet (normyeckoe 3HaveHue: True/False) 3Ha4deHMe Mo ymon4daHuio: False
Bo3MOXHble 3HayeHusa: True - co3fdaHWe MNOYTOBOro fAWMKa BKA4YeHO False -
co3JaHue MOYTOBOro fuliMKa BblkaYeHo lMpumevanue: Ona paboTbl Heobxoaommo
yKa3aTb agpec cepBepa Exchange B HacTponke EXCHANGE_SERVER

EXCHANGE_SERVER (String)

Ha3saHune: Agpec noytoBoro cepsepa Exchange OnucaHue: MNoONHbLIA BHYTPEHHUN
FQDN-agpec cepBepa Exchange. Ucnonb3yetca Ons8 aBTOMAaTUYeCKOro co3faHus
MOYTOBOroO fAWMKa Npun AobaBNeHMN HOBOro coTpyaHuka Tun: String 3HayvyeHne no
ymondaHuio: exchange.corp.domain.com [Mpumep: mail.corp.domain.com wnnn
exchangeOl.corp.domain.com lMpume4vaHue: ICNoNb3yeTCs TOJIbKO eC/IN BKJII0YEHa
HacTponka CREATE_EXCHANGE_EMAIL

2. HacTponkun anekTpoHHOW noyThl (EmailSettings)

HacTpomkm 371eKTPOHHOW MNO4YTbl AOCTYMHbI Ha CTpaHuue /settings/ B pa3spene
"HaCTpOMKM 3N1EKTPOHHOWN NOYThI".

2.1. OcHOoBHble napamMeTpbl SMTP
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Host (String)

Ha3saHune: Email Host Onuncanune: Agpec SMTP-cepBepa 419 OTNPaBKN 3JIEKTPOHHOWN
noyTel Twun: String 3Ha4vYeHMe nNo yMon4YaHuo: mail.example.com T[lpumepsl:
smtp.mail.ru - gna Mail.ru smtp.gmail.com - gna Gmail smtp.yandex.ru - ona AHgekc
smtp.corp.domain.com - Ons KOpropaTMBHOro cepsepa [lMpumevaHune: Ybepntecs,
YTO CepBep LOCTYMNEH C cepBepa NMpPUIoXKeHNN

Port (Int)

Ha3BaHune: Email Port OnucaHue: MNopT SMTP-cepBepa ana noagkawyeHusa Tun: Int
(uenoe 4ncno) 3HayeHue Mo ymonyaHuw: 587 BO3MOXHble 3Ha4veHus: 25 -
CTaHOapTHbIN NopT SMTP (6e3 wundposaHns) 465 - nopt SMTP ¢ SSL 587 - nopT
SMTP c TLS (pekomeHayeTcs) MNMpumedaHune: Onga noptoB 465 n 587 pekomeHpyeTcs
BKJIIOYNTb TLS

Use TLS (Bullet)

Ha3saHune: Use TLS Onwucanue: Wcnonb3oBaTb TLS (Transport Layer Security)
wupoBaHue naNsa noakawyYeHna K SMTP-cepsepy Twun: Bullet (nornyeckoe
3Ha4veHue: True/False) 3HavyeHne No yMon4aHuio: True Bo3MOXXHble 3HavyeHUs: True -
TLS Bkto4eH (pekomeHayeTcs) False - TLS Bbiknto4YeH NpuMedaHue: PekoMeHaoyeTcs
BKJIIOMaTb AN nopTtos 587 n 465

Username (String)

Ha3saHune: Email Host User OnucaHne: iMa nosb3oBaTens OS89 aBTopu3aumm Ha
SMTP-cepsepe Tun: String 3HayvyeHMe o yMoNYaHwuto: nycto [Mpumep:
noreply@example.com wnnu service account@corp.domain.com [lpumMevaHune:
O6bbl4HO coBnagaeT C agpecoMm oTnpasBuTend. Ona Gmail moxeT noTpeboBaThCs
"Maposib NpuaoXxxeHnsa" BMecTo 0bbIYHOro Napons

Password (String)

Ha3BaHne: Email Host Password OnwucaHue: T[llaponb pAgna asTopu3auyum Ha
SMTP-cepBepe Tun: String 3HaydyeHMe no yMonYaHuto: nycto [lpumep:
SecurePassword123! TlMpumeydanme: Ona Gmail Heobxogmmo co3paTtb "Maponb
npunoXeHnsa" B HaCTponKkax akkayHTa Google

2.2. Aopeca oTnpaBuTens
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From Email (String)

Ha3eaHune: Default From Email OnucaHne: Agpec oTnpaBuTensa no ymMona4aHuo Ang
BHYTPEHHUX nucem (coTpyaHumkam) Twun: Email (agpec 3/1eKTPOHHOW MNOYTHI)
3Ha4vyeHMe no ymondaHuto: nycto [lpumep: noreply@example.com TlMpumedaHue:
Ecnn He yKa3aH, ncnonb3yeTcs agpec n3 HacTponku "Server Email"

From Email External (String)

Ha3BaHune: Default sender address for external OnucaHue: Agpec oTnpasuTensa ans
BHELWHNX nucemM (knueHTtam). Ecnm He ykasaH, UCNOMb3yeTCs afapec oTnpasuTens
rno ymonyaHuio Tun: Email (agpec 3N1eKTPOHHOW NO4YTbl) 3HAYEHME N0 YMOJIHaHUIO:
nycto MNpumep: support@example.com MpumeyaHue: Ncnonb3lyeTcs O OTNpaBKU
MACeM KJINeHTaM U BHELIHUM MNOoJib30BaTesiIfAM

Server Email (String)

Ha3ssaHune: Server Email OnucaHne: Appec oTnpasBuTens npu  OTNpaBKe
yBegomneHun o6 owmbkax agmuHucTpatopaMm Tun: Email (agpec 3nekKTpoHHON
no4YTbl) 3Ha4vYeHMe Mo ymMos4YaHuio: nycto [pumep: system@example.com wunu
errors@example.com lMpumeyaHune: Ncnonb3yeTca A58 CUCTEMHbIX YBELOMIIEHUA
coobuweHuin 06 owmnbkax

3. HacTpoinku LDAP (LDAPConfig)

HacTponkn LDAP nocTynHbl Ha cTpaHuue /settings/ B pasnene "Hactponkn LDAP".

3.1. OCHOBHbIe HACTPOUKKN NOOKJIHOHEHNS

Enabled (Bullet)

HaseaHue: AKTUBMNPOBATDL LDAP OnuncaHue: BktovdeHne/oTKNOYEeHNEe
ncnonb3osaHna LDAP (Active Directory) pons asTopusauuun nonb3osaTenen Tun:
Bullet (normyeckoe 3HadeHue: True/False) 3Ha4deHMe Mo ymon4vaHuio: False
Bo3Mo)xHble 3Ha4veHus: True - LDAP BkntodeH False - LDAP BbiktoYeH lNMpuMmedaHune:
Mpn BKAKOYEHUU MOJSIb30BATENMN CMOrYyT BXOAUTb B CUCTEMY WUCMOJIb3YS YYeTHble
naHHble Active Directory

Server URI (String)
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HassaHue: LDAP Server URI Onucanume: URI cepBepa LDAP/Active Directory Twun:
String 3HadeHuMe no ymonydaHwuto: Idaps://Idap.corp.domain.com:636 [lpumepsbl:
|ldaps://Idap.corp.domain.com:636 - pgnsa LDAPS (3awuuieHHoe coefnHeHue)
ldap://Idap.corp.domain.com:389 - pnna LDAP 6e3 wudpoBaHusa [pumeyaHue:
PekomeHayeTcs ncnonb3osaTb LDAPS (ldaps://) ans 6e3onacHoro coegnHeHus

Bind DN (String)

Ha3saHune: Bind DN OnucaHune: Distinguished Name (DN) nonb3oBaTensa ans
nogknwovyeHmna K LDAP-cepsepy Twun: String 3HadeHuMe Mo yMOJIYAHUIO:
cn=admin,dc=corp,dc=domain,dc=com Mpumep:
CN=service_user,CN=Users,DC=corp,DC=domain,DC=com [llpumevyaHue: Y4eTHas
3anuncb 00JI>KHA MMEeTb NpaBa Ha YTeHne MHpopMaunm 0 NoJsib3oBaTeNAX U rpynnax

Bind Password (String)

Ha3BaHune: Bind Password OnucaHune: lMaponb nonb3oBaTens Aas nookalO4eHUs K
LDAP-cepepy Tun: String 3HayeHue o yMonYaHuto: nycto [lMpumep:
SecurePassword123! T[pumedaHue: [Maponb XxpaHuTca B 6a3e [OaHHbIX B
3awndgposaHHOM Buae

Ignore cert errors (Bullet)

Ha3eaHue: Ignore cert errors OnucaHne: NrHopmnpoBaTb owWnbKM cepTudmnkaTta npu
noaknoyeHun K LDAP-cepBepy (TosnbKo onsa tectuposaHus) Tun: Bullet (nornyeckoe
3Ha4veHue: True/False) 3HavyeHne No yMon4aHuo: True Bo3MOXXHble 3HavyeHUs: True -
nrHopupoBaTb owmnbkM cepTudurkaTa False - npoBepsATb cepTudmkaT lNMpumevaHue:
B npopakweHe pekoMeHAyeTCA YCTaHOBUTb False u mcnonb3oBaTb BasJMOHbIN
cepTnuKkaTt

3.2. [Nonck nonb3oBaTesien

User Search Base (String)

Ha3saHue: User Search Base OnucaHue: ba3osbin DN (Distinguished Name) ans
noucka nonb3oBaTtenen B Active Directory Tun: String 3HayeHue MO YMOJIHaHUIO:

cn=Users,dc=corp,dc=domain,dc=com Mpumep:
CN=Users,DC=corp,DC=domain,DC=com nnu
OU=Employees,OU=Users,DC=corp,DC=domain,DC=com MpumeyvaHune:

Yka3biBaniTe OU, B KOTOPOM HaxoOATCS YHYETHbIE 3anncuy rnojib3oBaTeNen

User Filter (String)
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Ha3saHue: User Filter OnucaHue: ®unbTp LDAP pna noucka noJsib3oBaTesien.
Ncnonb3yeTcs nepemeHHasa % (user)s Ans NOACTAaHOBKW 3HavyeHUs norvHa Twun:
String 3HayeHme no ymon4daHuio: (mail=%(user)s) lMpumepbl: (mail=%/(user)s) -
MONCK rno email (userPrincipalName=%(user)s) - MOUCK rno UPN
(sAMAccountName=%(user)s) - NOUCK MO WUMEHWN y4eTHOW 3anucu lpumMevaHune:
dUNbTP [ONIXKEH cooTBeTCTBOBaThL hopmaTy LDAP

User Query Field (String)

Ha3BaHune: User Query Field OnwucaHue: [Mone p[ona noucka noJib3oBaTesns.
Ncnonb3syetca B QuabTpe nouncka Tun: String 3HayvyeHuMe Mo  yMOJSYaHUIO:
(userPrincipalName=%(user)s) [Mpumepbl: (mMail=%(user)s) - nouck no email
(userPrincipalName=%(user)s) - nouck no UPN [llpumevaHne: [OO/KHO
cooTBeTCTBOBaTb HacTpouke "User Filter"

3.3. Co3gaHune nonb3oBaTesnen

User Create Base (String)

Ha3saHune: User Create Base OnwucaHue: basosbin DN (Distinguished Name)
OpraHu3auMoOHHOro nogpasfesieHna AN co3haHusA nosb3oBaTenen B Active
Directory (onunoHanbLHO) Twvn: String 3HaveHue rno YMOJTHaAHUIO:
cn=ASK,cn=Users,dc=corp,dc=domain,dc=com Mpumep:
OU=ASK,0U=Users,DC=corp,DC=domain,DC=com [lpumMeyvaHune: Wcnonb3yeTcs
TOJIbKO eC/in cMcTemMa co3faeT nonb3oBaTesien B AD aBTOMaTUYECKMU

UPN (String)

Ha3BaHue: UPN OnuncaHue: Cypukc UPN (UserPrincipalName)  gns
aBTOMATM4YeCKOro MNPUCBOEHUS MOJIb30BATE/I0 MPU CO34aHUM YHYEeTHOM 3anncu B
Active Directory Twn: String 3HadyeHme no ymondaHuto: domain.com [llpumep:
corp.domain.com nnn domain.local NMpume4vaHue: UPN ncnonb3yeTcsa AN9 BXoLa B
cuctemy B popMaTe username@domain.com

3.4. Tlonck rpynnmn

Group Search Base (String)

Ha3saHue: Group Search Base OnucaHue: ba3osbin DN (Distinguished Name) ons
nouncka rpynn B Active Directory (onunoHanbHO) Twun: String 3HadeHue 1o
YMOJIHaHUIO: dc=corp,dc=domain,dc=com Mpumep:
OU=Groups,DC=corp,DC=domain,DC=com [MpumMeyaHne: Wcnonblyetca [N«
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NMounckKa rpynn 1 HasHa4YyeHnsa nNpae AOCTyMNa Ha OCHOBE YJeHCTBa B rpynnax AD

Group Filter (String)

Ha3saHue: Group Filter Onncanne: ®unbtp LDAP gna nouncka rpynn (OnumoHasibHO)
Tun: String 3HayeHue no yMmondaHut: (objectCategory=Group) [lpumep:
(&(objectCategory=Group)(cn=ASK*)) - nouck rpynn, HadnHawowmxca c "ASK"
NpumevaHne: PunbTp A0JKEH COOTBETCTBOBaTbL hopMmaTy LDAP

3.5. MannuHr atpubyTos

Attribute Mapping (JSON)

Ha3saHune: Attribute Mapping OnucaHue: JSON-mannuHr aTpmbyToB Nosib30oBaTens
n3 Active Directory Ha nona nonb3oBaTtend B cucteme Tun: JSON 3HaveHme no
yMOJHaHUIO:

{ "first name": "givenName", "last name": "sn", "email": "mail", "title": "title",
"mobile_number": "mobile", "telephone_number": "telephoneNumber", "ip_phone":
"ipPhone", "manager_source": "manager", "thumbnailsphoto": "thumbnailPhoto" }
OnucaHne nonen: first name - mma nonb3osaTtena (MannuTca Ha givenName)
last nhame - pamunma nonb3oBaTensa (MaNMUTCA Ha sn) email - agpec 3/IeKTPOHHOW
noyTbl (MannuTca Ha mail) title - posxHOCTL (MannuTca Ha title) mobile_number -
MObuNbHLIN TenedoH (MannuTca Ha mobile) telephone_number - paboynn TenedoH
(Mannntca Ha telephoneNumber) ip _phone - IP-TenedoH (Mannutca Ha ipPhone)
manager_source - pykoBoguTenb (MannuTcA Ha manager) thumbnailsphoto -
doTorpacpua (mannutca Ha thumbnailPhoto) [MpumedaHune: [Mpn wn3MeHeHUU
MannuHra ybeantecb, 4To aTpubyThl cywecTByoT B Active Directory

3.6. 'pynnbl 1 NpaBa

User Flags by Group (JSON)

Ha3BaHune: User Flags by Group OnucaHue: JSON-mannuHr rpynn Active Directory Ha
dnaru nonb3oBaTtensa B cucteme Tun: JSON 3HayeHMe No yMOIHaHMIO:

{ "is_superuser": "CN=ask-admins,OU=ASK,DC=corp,DC=domain,DC=com",
"is_staff": "CN=ask-users,OU=ASK,DC=corp,DC=domain,DC=com" }
Mpumep:

{ "is_superuser": "CN=Domain Admins,CN=Users,DC=corp,DC=domain,DC=com",
"is_staff": "CN=ASK Users,OU=Groups,DC=corp,DC=domain,DC=com" }

OnucaHwue: is_superuser - DN rpynnbl, 4JeHbl KOTOPOW MOJay4yalT Mpasa
cynepnonb3oBatensa is staff - DN rpynnbl, 4aeHbl KOTOpPOM MoJsy4aloT npasa
coTpygHuka (poctyn K aamMumHke) [lpumedaHue: [pu MW3MEHEHUM ManmnuHra
ybenunTech, 4TO rpynnbl cywiecTBytoT B Active Directory
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Find Group Permissions (Bullet)

Ha3saHue: Find Group Permissions OnucaHune: NickaTb nNpaBa AOCTyMNa Ha OCHOBEe
rpynn Active Directory Tun: Bullet (nornyeckoe 3Ha4veHue: True/False) 3Ha4eHue no
yMon4aHuio: True Bo3MOXXHble 3HavyeHuUs: True - MOUCK Npas Mo rpynnamM BKJKOYEH
False - nonck npaB No rpynnam BbikAO4YeH MNpumedvaHue: MNMpu BKAKOYEHUN CUCTEMA
byneT aBTOMaTU4YeCKWM Ha3Ha4vaTb MpaBa [OCTyNna Ha OCHOBE YJleHCTBa
nonb3osaTtensd B rpynnax AD

Cache Groups (Bullet)

Ha3BaHune: Cache Groups OnucaHue: KawmpoBaTb MHGOPMaUUIO O rpynnax Aans
yckopeHus pabotbl Tun: Bullet (nornyeckoe 3HaveHune: True/False) 3HayeHme no
yMon4daHuio: True Bo3MOXXHble 3HayvyeHus: True - Ka3WKMpoBaHMe BKJ4YeHO False -
KaWmnpoBaHMe BbIk/lOYeHO lMpuMedaHmne: KawmnmpoBaHne ycKopseT MNpoBepKy Mnpas
[0CTyna, HO n3MeHeHus B rpynnax AD MOryT NpMMeHATLCA C 3a4epPXXKOWn

Group Cache Timeout (Int)

Ha3eaHue: Group Cache Timeout OnucaHue: BpeMsa XMN3HM K3LWa rpynn B CEKyHOax
Tun: Int (uenoe 4ncno) 3HavyeHne no ymondanumio: 3600 (1 4ac) Mpumep: 1800 (30
MUHYT), 7200 (2 4vaca) [lNpumevaHue: Wcnonb3yeTcss TOJNIbKO eC/M BKJKOYEHO
K3LIMpOBaHWe rpynn

3.7. Onunm NnooKAYeHNA

Connection Options (JSON)

Ha3eaHune: Connection Options OnucaHune: JoONoNHUTENbHbIE ONUUX NOOKYEHNS K
LDAP-cepBepy Tun: JSON 3HayeHMe NO yMOJTHAHUIO:

{ "OPT_DEBUG_LEVEL": 1, "OPT_REFERRALS": 0 }

OnucaHue onuuin: OPT_DEBUG_LEVEL - ypoBeHb oTnagku (0-9, roe 0 - 6e3 oTnagkn)
OPT_REFERRALS - cnepoBaTb pedepanam (0 - He cneposaTb, 1 - cnenosaThb)
MpumedaHue: N3MeHeHne 3TUX ONUUN MOXKXeT NOBAUATbL Ha paboTy NMOAK/IYEHUS K
LDAP

3.8. JononHnTeNnbHble NapaMeTpbl

Always Update User (Bullet)
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Ha3saHue: Always Update User OnucaHue: Bcerga obHOBAATH MHGboOpMauuto o
nonb3oBaTtene n3 Active Directory npu kaxpgom Bxoge Tun: Bullet (norunyeckoe
3Ha4veHue: True/False) 3HavyeHUe No yMon4aHuo: True Bo3aMOXXHble 3HavyeHUsa: True -
obHoBJsIEeHUE Npu KaxKaoM Bxoe BkI4YeHo False - obHoBeHne TosIbKO Npu NepBoM
Bxofe [lMpumevaHwue: MNpu BKAOYEHUU MHGPOPMaUUsa O nosib3oBaTene (ums, email,
LOJIKHOCTb U T.4.) byaeT cMHXpoHM3MpoBaTbCcs ¢ AD npm Ka>kKaoM Bxoae

4. OCHOBHble HACTPOUKUN CNCTEMBI
(MainSystemSettings)

OCHOBHble HACTPOWMKWM CUCTEMbl AOCTYMNHbI Ha CTpaHuue /settings/ B pasgene
"OCHOBHble HAaCTPOWKWN CUCTEMBI".

4.]1. TeKCTOBble HACTPONKMN

System Name (String)

Ha3gaHue: System Name OnucaHue: Ha3BaHue cuctembl, oTobpakaemoe B
3arosioBke cTpaHuubl Tun: String 3HavyeHue no ymondaHuto: ACK TMpumep: ACK
Nlerapyc uwnum Cuctema ynpasieHuss koMmnaHuven [lpumedaHume: OTobpaxkaeTca B
3aronoske bpay3epa 1 Ha CTpaHULUax CUCTEMbI

System description (Text)

Ha3BaHune: System description OnuncaHue: OnucaHme cnctemsol, oTobparkaemoe Ha
CTpaHuue agMuHucTpaTtopa Tun: Text (MHOMOCTPOYHLIA TEKCT) 3HayeHue no
ymMon4aHuio: nycto [pumep: ABTOMaTU3MpOBaHHas CUCTeMa  YyrnpaBsieHUs
KoMnaHunen MNMpumMedaHue: Nicnonb3lyeTca ANa NHHOPMALMOHHLIX Lenen

4.2. Jlorotunel n ndobpakeHus

Main logo (Image)

Ha3BaHne: Main logo (265x50) OnucaHme: OCHOBHOW NOroTUM OpraHM3auum,
oTobpakaeMbln B  uUHTepdence cuctembl Tun: Image (n3obparkeHune)
PekomeHaoyembln pasmep: 265x50 nukcenem ®dopmaTtel: PNG, JPEG, SVG
MpumedaHmne: N3o0bparkeHne aBTOMaTUYECKM U3MEHAETCA A0 YKa3aHHOro pasMepa
npu 3arpyske. OtoenbHon HacTponkn SITE_ LOGO HeT — nucnosb3ynTe 3TO rnoJsie.
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Favicon (Image)

Ha3saHue: Site favicon (.ico) OnucaHue: IkoHKa canTa, oTobpa>kaemas BO BKIagke
bpays3epa Tun: Image (n3obpakeHmne) dopmart: .ico PekomeHAyeMbIN pa3mep: 32x32
nukcens MNMpumevaHune: Ncnonb3lyeTca Kak favicon bpaysepa

Menu logo (Image)

Ha3saHune: Menu logo (512x512) OnucaHue: Jlorotun gns oTobpa>keHns B MEHIO
cuctembl Tun: Image (n3obpakeHne) PekomeHayeMmbin pa3mep: 512x512 nukcenen
dopmMmaThl: PNG, JPEG, SVG lMpumevaHune: N3o0bpakeHrne aBTOMaTUYECKN N3MEHSAETCS
[0 YKa3aHHOro pasMepa npu 3arpyske

Login Page Logo (Image)

Ha3saHue: Login Page Logo (225x225) OnwucaHune: Jlorotun, oTobparkaeMbln Ha
CTpaHuue Bxoda B cuctemy Tun: Image (n3obpakeHne) PekoMeHOyeMbln pa3Mep:
225x225 nunkcenen ®opmatbl: PNG, JPEG, SVG [llpumedaHune: WN3obpaxeHue
aBTOMATMYECKUN U3MEHSETCS 0 YKa3aHHOro pasmMepa npu 3arpyske

Telegram bot QR code (Image)

Ha3eaHue: Telegram bot QR code (150x150) OnucaHune: QR-kog ons NOAKAOHEHUSA
K Telegram-60Ty, oTobpa>kaeMbl B MEHK W Ha CTpaHuue Bxoda Twun: Image
(n3o0bpakeHne) PekoMmeHgyembln pa3mep: 150x150 nukcenen ®opmaTtbl: PNG, JPEG
MpumedaHue: QR-ko4 MOXHO CcreHepupoBaTb Ha canTe https://qrcode.tec-it.com/
NN aHaNorM4YHbIX CepBUCax, yYKasas CCblIKy Ha Telegram-6oTa

Telegram bot URL for employees (URL)

Ha3BaHune: Telegram bot URL for employees OnucaHue: Ccbinka Ha Telegram-6oTa
COTPYAHUKOB Ha CcTpaHuue Bxona lMpumep: https://t.me/ask_employees bot

MAX bot URL for employees (URL)

Ha3ssaHme: MAX bot URL for employees OnwucaHune: Ccbinka Ha MAX-6oTa
COTPYOHUKOB Ha cTpaHuue Bxona lNMpumep: https://max.ru/@id123456_bot

Telegram notifications enabled (Bullet)

HaseaHue: Telegram notifications enabled OnuncaHne: FnobanbHoe
BKJIlOYEHME/OTKAoYeHne oTnpaBky nobbix Telegram-yBeooMaeHUn 3HavyeHue Mo
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yMmon4daHuio: True

MAX notifications enabled (Bullet)

Ha3BaHwue: MAX notifications enabled OnwuncaHune: FnobanbHoe
BKJIlOYEHMe/OTKNoYeHne oTnpaBknm Nwbbix MAX-yBeaoMaeHUn 3HayvyeHue 1o
ymon4daHuio: True

PenakTnpoBaHMe HaCcTpoek

[oCTyn K HaCTpoMnKam

Bongnte B cuctemy nof y4eTHOM 3anucbio C NpaBaMn HaCTPOMKKN CUCTeMbI (Frpynna
"System-Settings") lNepenante B pasgen "HacTponkn" (MKOHKa LUeCTepeHKn B
MEeHI0) Unn No agpecy /settings/ BoibepuTe HY>XHbIN pa3fen HacTpoek

PepnakTnpoBaHne HacTpoek SystemSettings

B paspene "CucrtemMHble HACTPOWKWU" HaMOUTE HYXHYIO HACTPOMKY B CMUCKe
HacTponkn crpynnupoBaHbl No cekumam: OCHOBHble HacTpoMku be3onacHOCTb
YBegomneHns AsTopusaums HaXMmTe Ha HACTPOMKY ON9 pefakTUpoBaHUA
N3mMeHUTe 3HayvYeHMe B COOTBETCTBMM C TUMNOM HACTpowku: String - BBeauTe
TEeKCTOBOe 3HayveHue Int - BBeauTe uenoe 4ucno Float - BBeauTe 4UCIo C
nnasatowen To4ykom Bullet - Bbibepute "BkaoyeHo" wmaun "BbikntoveHo" Hakmute
KHoMKy "CoxpaHuTb"

PenakTnposaHue HacTpoek EmailSettings

B pa3pene "HacTpoukKu 3/eKTPOHHOMW NoYThlI" 3anonHuTe dopmy: Host - agpec
SMTP-cepBepa Port - nopt SMTP-cepBepa Use TLS - ycTaHoBUTe (1aXXoK [ON14
ncnonb3oBaHma TLS Username - uMa nosib3oBaTens ons astopusauumm Password -
naposib ansa asTopusaumm From email - agpec otnpasuTens oas BHYTPEHHUX NMUceM
From email external - agpec oTnpaBuTensa Assa BHEWHNUX Nnucem Server email - agpec
oTnpaBuTensa oA CUCTEMHbIX yBeAoMJIeHn HaxxMmute KHonky "CoxpaHutb"

PenaktnposaHue Hactpoek LDAPConfig

B paspene "HacTtponku LDAP" 3anonHuTe dopmy: Enabled - ycTtaHoBUTE (hbriaXxok
ans skaodeHnsa LDAP Server URI - agpec LDAP-cepsepa Bind DN - DN nonb3oBaTtens
ans nogknwdeHna Bind Password - naposnb nonb3oBatensa User Search Base -
6a3zoBbin DN pgna noucka nonb3oBaTenen User Filter - cdunbTp [Ns noucka
nosib3oBaTtenen N gpyrne HacTpPOMKM B COOTBETCTBUW C BalweWn KoHgurypaumen
Ha>xmnte KHonky "CoxpaHunTtb"
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PepnakTupoBaHme HacTpoek MainSystemSettings

B pa3pene "OCHOBHble HACTPOMKW cUCTeMbI" (BKkNagka 6a30BbiX HACTPOEK)
3anonHnTe d¢opmy: System Name - Ha3BaHMe cucTeMbl (oTobparkaeTca B
3arosioBkax) System description - onucaHue cuctembl Main logo - 3arpys3uTte
ocHoBHOM sorotun (265x50) Favicon - 3arpy3mTe WMKOHKY canTa Menu logo -
3arpysuTte norotun gnsa meHio Login Page Logo - 3arpysnTte norotun gasi CTpaHuubl
Bxona Telegram bot QR code - 3arpy3uTte QR-koa Telegram-6oTa Telegram bot URL
for employees / MAX bot URL for employees - ccbinikm Ha 60TOoB Telegram
notifications enabled / MAX notifications enabled - rnobanbHble BbIKAOYaTENN
MecceHaXepoB HaxxmuTte kHonky "CoxpaHuTb"

Tunbl 3Ha4YeHUN HaAaCTPoOEK

String (S)

OnuncaHune: TekcToBoe 3HayeHue [lpumepbl: ACK Jlerapyc, smtp.example.com,
Europe/Moscow OrpaHudeHnsa: MakcumanbHas gavHa 255 cuMBo10B

Int (I)

OnuncaHune: Uenoe 4ucno lMpumepsl: 150, 50, 3600 OrpaHunyveHunsa: TosibKO uesnble
4yucna (6es gpobHom YacTn)

Float (F)

OnucaHue: Yucno c¢ nnasawwen Toykon lMpumepsl: 2.3, 10.5, 0.1 OrpaHunyveHus:
MNopnep>xmeaeT fecATUYHbIE Apobdun

Bullet (B)

OnuncaHue: Jlornyeckoe 3HavyeHume (ga/HeT) Bo3MoOXKHbIe 3Ha4YeHusa: True - BKJIIDYEHO
False - BbikaoyeHo OTobpaxeHue: B unHTepdence otTobpakaeTcs Kak
"BkatoyeHo"/"Bbiknto4yeHo"

[TpnmMmevyaHunA

N3meHeHnss npuMeHsatloTca cpa3y: [locsie CoXpaHeHUss HACTPONKM WN3MeHeHUs
NMPUMEHSAITCA HeMmensieHHo, 6e3 nepe3arpy3kun cepBepa [lpoBepka 3HaYeHW:
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CncteMa aBTOMATUYECKU NpPOBEpPSEeT KOPPEKTHOCTb 3HA4Y€HUN B 3aBUCUMOCTU OT
TUMNa HaAaCTPOMKN 3HAYeHUs Mo ymondaHuto: NMpu HeobxoanMOCTN MOXKHO BEPHYTb
HAaCTPOWKY K 3HAYEHWUIO MO YMOJIHAHMUIO, YKa3aHHOMY B OMMcCaHuUM be3onacHOCTb:
HekoTopblie HAaCTPOMNKM (Napoan, TOKEHbI) XpPaHATCA B 3alundpoBaHHOM Buae B base
NaHHbIX Pe3epBHOe KonNupoBaHue: PekoMeHOyeTCAa peryaspHoO co34aBaTb
pe3epBHble Konnn 6a3bl AaHHbIX, BKJOYasd HAaCTPONKN CUCTEMBbI

HacTponkn moayns "3agaym

[JocTyn K HacTponKamM:

Mepengnte B pasgen "Hactponkn" -> "3agavun” nm B cuctemHon agMuHke: "Tasks"
-> "Tasks settings"

HacTpoinkn pasgena "OCHOBHblE HAaCTPOMNKN":

SUBORDINATE_ALL (Bullet) - OenervpoBaTb 3afayuM MOXHO BceM WHavye TosibKO
MOAYNHEHHBIM, TO eCTb COTPYAHMKAM, Yy KOTOPbIX AeNervpyolunin ykasaH B
KadecTBe pykoBoauTesnsa 3HavyeHme no ymondaHuio: False

CnpaBoOYHNKM MOOYNSA:

NCTOYHMKM 3a8a4 - NCTOYHUKK CO3[4aHUA 3aaad

MNpaBa (rpynnbl): Task-View, Task-Manage, Task-ASAP; Meeting-View,
Meeting-Manage; Top-Man / superuser (tasks/rules.py). T[lonb3oBaTenbCckue
BO3MOXHOCTW KapTO4YKWU (nNporpecc, HanoMuHaHus, Mapkepsbl, take/grab): 3aga4un
2.1+.

HacTtponkn mogynsa "CepBuc-geck

Hactponkn moaynsa "Cepsuc-geck"

Moaynb cepBUC-OeCK (Texnopaep)kka) npenocTaBaseT KOMMJEKCHYO CUCTeMy
ynpasneHuna obpaweHuaMn un 3aaBkamMn. HacTpomkm moaynsa OOCTYMNHbI 4Yepe3
pa3nen "HacTtponkn" - "Servicedesk" B Nosib30BaTe/IbCKON agMUHKE.

CTpyKTypa HacTpoek

HacTponkn moaynsa opraHn3oBaHbl B HECKOJIbKO BKJ1a40K:

SLA - HacTpoWka cornaweHun ob yposHe obcny>xmeaHua (B T.4. Service X Priority)
CnpaBOYHUKN - KaTasnor ycayr, cTaTycChl (3awmta cuctemMHblx), «lMoyta = ycnyra»,
K/toYeBble C/NloBa KOMaHA HacTpomkm - OCHOBHble napaMeTpbl MOAynsA
(TEAM_ASSIGNMENT_PRIORITY u ap.) ABTOMaTM4ecKas Kjaccuukauma 3asBOK -
ML-knaccudumkauma Tuna u kKateropunm, obyyeHme mopenenm Hactponkm KPI -
HacTponka cuctembl pacyeTa KPl NHTerpaumnsa ¢ Bitrix24 — CMHXPOHM3aLUA 3a59BOK
n 3apay; none Default service KPI v2 (c Bepcum 2.1.0) HacTpoinka oueHok paboTsl (C
Bepcuun 2.1.0) VolP — HacTpomnka TenegoHun (c sepcmm 2.1.0) CMDB — HacTpouKa
obopynoBaHus (c BEPCUU 2.1.0) KomMaHabl NCcnosiHnTenen —
/settings/servicedesk/executor-teams/ (CRUD B CMDB); yBegomMmneHumne
TEAM_ASSIGN_REQUEST — cM. 3. HacTtpoukn n user-manual KomaHabl Timesheets
— /servicedesk/timesheets/settings/ (Tex. cornacywowwun, email 6yxrantepun,
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CTaBkK); user-manual Y4éT 4YacoB KOHTpoOJIb NpPOCTOS —  MapaMeTpsbl
REQUEST IDLE_* B 3. HacTpouku; user-manual KoHTposab npocTtos LWabnoHbl nnaHa
paboT (4eknucTbl) —  /settings/servicedesk/checklist-templates/ LabnoHsbl
pernaMmeHTHbIX 3a8BOK — /settings/servicedesk/maintenance-templates/;
pacnucaHus — /servicedesk/maintenance/schedules/

Paboymne pykoBoacTBa pnaa cneuymannctoB: KaTanor ycnyr, MapuwpyTusaumns
KaHanos, SLA Ha 3asBKe, PernamMeHTHble 3a9BKMW.

[JoCTyn K HACTPOMNKam

Mepengnte B paspgen "Hactponkn" — "Cepsuc-geck" inm B CUCTEMHON afMUHKeE:
"Servicedesk" - "Servicedesk settings"

1. SLA

OocTtyn: HacTtpomkm -> Servicedesk -> SLA URL: /settings/sla/ Bknagka SLA
npefgHa3Ha4vyeHa OJa HacTpowku cornaweHun ob yposHe obcnyxumBaHus (Service
Level Agreement). SLA onpefnensioT CPOKM peakLmn 1N BbINOJIHEHNSA 3aABOK.

1.1. HacTtpownkn SLA

SLA ON (Twn: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: YcTaHaBAMBaTb CPOK peakuunm u BbinoJsiHeHUSA no SLA OnucaHue: Ons
KoppekTHon paboTbl SLA Heobxogmmo onpegeneHme pacnucaHms paboTol
(support.schedules.Schedule) Pazgen: SLA

SLA BY_PRIORITY (Tun: Bullet, Mo ymonyaHuio: True)

Ha3BaHune: Ha3zHavyaTb SLA no npuoputeTy OnncaHue: Ecnm BKAKOYEHO, NpuopuTeT
CYMTaeTCsa U3 BAUSAHUA, NonpaBkn kKateropum n VIP 3aasuTtens/nony4datens; SLA
BblbnpaeTcs no uenoyke client+service —» ServicexPriority — default ycnyrn —» SLA
npuoputeta (cm. n. 1.3). CywecTBylowme 3aaBKM aBTOMATUYECKM He
nepecynTbiBatoTCA. Pasgen: SLA

VIP_PRIORITY_ADJUST (Twun: Int, No ymonyaHuio: -1)

Ha3saHune: lNMonpaska npuoputeta onga VIP OnucaHne: Casur ypoBHA npuopuTeTa,
ecnn cpenwn 3aasutenen wnam nosny4vatenen ectb VIP. OTpuuaTenbHoe 3HaveHue
rnoBbilWaeT CPOYHOCTb. Pasgen: SLA
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WORKAROUND_PRIORITY_ADJUST (Twvn: Int, No ymon4aHuio: 1)

Ha3eaHune: MNonpaBka npuoputeTa npu obxogHom nyTn OnucaHme: CABUI YyPOBHSA
npuopuTeTa, ecan y 3a8BKM oTMe4dyeH obxogHon nyTb. MoNoXXnTtenbHoe 3HavyeHue
MOHM>XXaeT CPOYHOCTb. Paszgen: SLA

SLA PRIORITY_INCIDENT _TYPES (Twn: String, o ymon4aHuio:
NHunpeHT)

Ha3saHue: Tunbl 3a8BOK C aBTOonpuoputeToM OnucaHwe: Yepes 3anaTyi0 — TuUMbl,
A5 KOTOPbIX NMpuopuTeT cyuTaeTca m3 samaHusa/kateropun/VIP. OcTanbHble TUMbI
NCNoNb3yT NPMOPUTET N0 yMon4aHuto Tuna (+ VIP / obxoaHon nyTb). Paspen: SLA

RESPONSE_TIME_EXECUTOR / RESPONSE_TIME_WORK /
RESPONSE_TIME_COMMENT

HacTponkn dukcaunn dakTnyeckoro BpeMeHn peakumm (respondedtime), He
BblibOpa cornaweHnsa SLA.

1.2. Co3paHune n ynpasneHue SLA

Monga SLA: Ha3BaHue, onucaHune, BpemMs peakuun " BbIMOJIHEHUS
(AHW/Yacbl/MUHYThI), «He y4ynTbiBaTb paboymne vyacbl», «BKAOYEHO>.

1.3. Ha3sHa4deHune SLA (pexxum SLA BY PRIORITY)

PekomeHaoyeMan cxema:

BnvaHne - 6asoBbin npuoputeT (base priority) KaTeropma — nonpaska
priority_adjust (oTpuuaTenbHoe nosbilaeT CPOY4HOCTb) VIP 3aaBuTens/nony4dartesns
- VIP_PRIORITY_ADJUST O6xogHon nyTb - WORKAROUND PRIORITY_ADJUST
NTorosbin npnoputeT - SLA BbibnpaeTcs B nopsigke: KJIMEHTCKoe npasusio client +
service + category + type (n meHee cneuudunyHble client+service); legacy
client-npaBuna 6e3 ycnyru; Service X Priority SLA (Bknagka «KaTtanor ycnyr» B
cnpaBoYHUKax); service.default_sla; SLA, npuBaA3aHHbIA K NPUOPUTETY; CUCTEMHbIN
Default SLA.

CnpaBO4HUKM HacTpamBatloTca B HacTponkn —» CnpaBoyYHUKN SD:

KaTanor ycnyr: special statuses, default SLA, maTpuua Service X Priority BnnsaHne:
ypoBeHb, 6a3oBbin npuoputeT, KPI BaxxHOCTb lMNpuoputeTsbl: ypoBeHb (P1...P4), SLA
KaTteropuun: ycnyra, KPlI cnoXxHoCTb, nonpaBka npuopuTeTa Tunbl: YCayru,
npuopuTeT Mo yMoN4aHUO (419 HEUHUMAEHTHbIX TUMOB)

Py4yHasa cmeHa npuopuTeTa Ha KapTodke qukcmpyeT ero (priority locked); kHonka
«ABTONpUopmnTeT» CHUMaeT qukcaumio. User-manual: SLA Ha 3asaBke, OLA Ha
3adBkKe, KaTanor ycnyr.
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1.4. Legacy-maTpuua (SLA BY_PRIORITY BbIKO4YEH)

Ecnm SLA BY PRIORITY=False, ncnonbsyetcs Mmatpuua C y4TOM yCNyru:

Obwume SLA (SLADefined)

Ycnyra (ecnu 3agaHa) + Kateropus (HeobssatenbHo) + Tun (obs3aTenbHO) — SLA;
hanee fallback Ha default ycnyrn n cuctemubin Default SLA

SLA ana knmneHTtoB (ClientSLADefined)

Mopsanok noucka (c ycnyrown, 3atem legacy 6e3 ycnyrn):

KnneHT + ycnyra + kateropusa + Tun KnneHT + ycayra + kateropusa / Tun / TONbKO
ycnyra Legacy: KnvMeHT + kaTteropusa + Tun (M MeHee cneynduydHole 6e3 ycnyriu)
Obwume npasuna = Default SLA

la. OLA n 3ckanauyms

Ooctyn: HacTtpoinkun = Servicedesk - OLA URL: /settings/ola/ OLA (Operational Level
Agreement) — BHYTpPeHHME CPOKM paboTbl Ha ANHUN NoAAEePKKN. KnneHTckmn SLA
rMpn 3TOM HEe MeHSAeTCH.

HacTpounkwu

OLA ON (Bullet, no ymon4yaHuto True)

Bkto4nTb Ha3HavyeHne noanTuknm OLA 1 y4€T ypOoBHEN Ha 3asBKax.

OLA AUTO_ESCALATE (Bullet, no ymon4aHuio True)

MNepuoanyeckn (Kaxkayw MUHYTY) NpoBepsATb Mpocpo4veHHbin ola _deadline un
3CKaNpoBaTb Ha CNefyroLWmnin YypoBEHb.

YPOBHW NofOep>XKu

CnpaBo4HUK auHum (L1 / L2 / L3 ...): KoAg, NOpPSAOK, KOMaHZa MO YMOJIHAHUIO
(ClTeam), onumoHanbHLIN KaHan Mattermost.
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[MonnNTMKM n Wwarm

Monntuka noabupaeTcsa no Hanbonee cneynPurnyHoMy coBnageHuio: client / service /
priority / type (nycTtoe none = nwbon). LLar nonntunkn:

Mone CMmbiCn

YpoBeHb TekyLiasa nmHuA

OnutenbHocTb OLA HW / YacCbl / MUHYThI

Escalate to level Cnegytowinin yposeHb npu breach

Clear executor CHATb ncnosnHMTenNs (No ymonydaHuto oa)

Assign level team Ha3HaunTb default_team cnepytowero yposHs

Notify MM YBepnomneHue B Mattermost

Raise priority MoBbICUTb NPUOPUTET Ha OAUH YPOBEHb

Cnabl nocne murpauun: nonntmka Default OLA — L1 15 MuH - L2 30 muH = L3 60
MUH.

[loBeaeHMe Ha 3asBKe

Mpwn co3gaHum / nybnnkaunm 4epHoBMKa CTapTyeT nepsbinn war OLA. MNMay3a cTaTyca
(slatimer=False) ctasuT OLA Ha nay3y BMmecTe co SLA. lNpeBbilleHNne geananHa nau
KHOMKa 3cCKanauusa: CHATUE WCNONHUTEeNs, rnepexon Ha chefyrwmin YypoBeHb,
XypHan, MM. Mpu CHATUM nUcnonHUTens co ctaTyca «B paboTe»/«HoBas» cTaTycC
nepeBoanTCca B «K NCNONHEHNIO» (KaK MpU PYYHOW CMeHe Ha3Ha4deHus). 3akpbiTne
3a8BKM ocTaHaBnBaeT OLA-Tanmep.

Ha kapTouke: 6bengxx ypoBHS / gepnaniHa OLA psgom C npuoputeToM; B 6Bnoke
MnoJsIHOM MHGopMaLUnMnM — CTpoka «YpoBeHb / OLA».

Backfill oTKpbITbIX 3a9BOK

.venv/bin/python manage.py backfill ola --dry-run .venv/bin/python manage.py
backfill_ola

2. CnpaBOYHUKMN

docTyn: HacTponkun -> Servicedesk -> CnpaBoYHUKN URL:
/settings/servicedesk/directories/ Bknagka  "CnpaBO4YHUKWN"  COLEPXUT  BCe
CrpaBOYHble AAaHHbIE, UCNOJIb3yeMble B MOAYJie CepBUC-OECK.

2.0. KaTtanor ycnyr (RequestService)

OnepaumnoHHaa rpaHunuya npouecca: ACL, cTaTycbl, Twunbl, KaTteropuu, SLA wu
MapuwpyTusauua. Bknagka Ul: «KaTanor ycnyr». [lona ycnyru:

Kog (slug, yHMKanbHbIN), Ha3BaHWe, onncaHne, NopsLoK oTobpa>keHnsa AKTUBHA, Mo
yMon4aHuio (Tosibko ofHa) Pexxum snaumocTu: staff wide (TechDep) nnn restricted
(komaHabl/nogpasgeneHnsa npocMmoTpa) KomaHabl / nogpasfesieHns npocMoTpa
(viewer_teams, viewer _departments) KomaHga ucnonHutenem no ymosn4vaHuio, SLA
no ymonyaHuio Special statuses: cTtaTyc aBTOCO34aHUA, PYYHOW perucTpauyunmn, «B
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paboTe», nepeoTkpblTUa lNpueaskn: kKateropum (FK Ha ycnyry), Tunbel U CTaTycChl
(M2M)

Ha Tom e BkjNagke —  Tabnuua SLA  ycnyrm X npuopuTeT
(RequestServicePrioritySLA). YnpaBneHue:

Co3pnaHue: /settings/servicedesk/service/create/ PepakTunpoBaHue:
/settings/servicedesk/service/update// YoaneHue / heakTmeauuns:

/settings/servicedesk/service/delete// (ycnyry no yMon4aHuio yoaanTb HeNb3d; Nnpu
HaM4un 3a9BOK — AeaKTuBaLus)
User-manual: Katanor ycnyr, MapwpyTusaumnsa KaHasos.

2.1. KaTteropuu 3asaB0K (RequestCategory)

Nepapxuyeckana CTpPyKTypa KaTeropunm 3asiBOK. KaTeropum MOryT WUMeTb
poauTenbckune kateropuu. Mons:

Ha3BaHue (ob6si3aTenbHOE, YHWKaNbHOE) - Ha3BaHWe KaTeropunm OnucaHue
(Heobsi3aTenbHoOE) - onucaHue KaTeropum Poantenbckas KaTeropus
(Heobsi3aTenbHOE) - AN CO3A4aHMsA nepapxum Ycayra — KaTeropus npuHannexuT
ofHOW ycnyre KaTanora pynna ucnonHuTenem no ymondaHuio, KPI-CNoXKHOCTb,
nonpaBka npuopuTeTa

YnpasneHune:
Co3pnaHue: /settings/servicedesk/category/create/ PenakTupoBaHue:
/settings/servicedesk/category/update// YnaneHuve:

/settings/servicedesk/category/delete//

2.2. Tunbl 3a8B0K (RequestType)

Tunbl 3a89BOK onpenensaT XapakTep obpalleHus. Mons:

HasBaHune (o6sA3aTenbHoe, yHMKasbHOE) - Ha3BaHMe Tuna 3aaBku [lpyMedaHue
(Heobs3aTenbHOE) - gononHUTenbHaa MHpopmaumsa Mo ymonyaHuto (Bullet) - Tun,
KoTopbIn ByneT BbiOpaH N0 YMOMYaAHMIO MPU CO34aHNN 3a8aBKM (MOXKET BbiTb TONIbKO
oaunH) Ycnyrn (MHOXECTBEHHbIN BbiI6Op) — ONA KakKuUx ycnyr Tun AONyCTUM
MpuopuTeT NO yMOJHaHUIO — OJ19 TUMNOB BHE aBTonpuopuTeTa no BJANSHUIO
YnpaBneHue:

Co3paHue: /settings/servicedesk/type/create/ PenakTupoBaHue:
/settings/servicedesk/type/update// YoaneHue: /settings/servicedesk/type/delete//

2.3. CtaTychl 3as9B0OK (RequestStatus)

CTaTyCbl onpenensiT TeKyllee CoOCTosHUe 3aaBku. MNMons:

Ha3saHne (ob6a3aTenbHoe, YyHWUKasbHOE) - Ha3BaHue cTaTyca [lpumevaHue
(HeobsA3aTenbHOE) - gononHUTeNbHaa MHhopMmauna Tun ctaTtyca: B pabote (WORK)
Ha nay3e (PAUSE) 3akpblT (CLOSE) Tammep SLA Bkiw4veH (Bullet) - y4ynTbiBaTbh
BpeMsa B SLA onda s3Toro ctaTtyca LBeT - uBeT oTtobpaxkeHus ctaTtyca (Dark Blue,
Grey, Green, Blue, Orange, Red, Black, Light gray) Mo ymondaHuto (Bullet) - cTaTyc
Nno yMosl4aHuio (MoXxeT OblTb TONbKO 0AuH) Pabounn ctaTyc (Bullet) - agnsaeTca nu
ctaTyc paboynm Mopanok otobpaxkeHmsa (1-20) - NOPAAOK COPTUPOBKU (MeHbLUE =
Bblle) Ycnyrn (MHOXKEeCTBEHHbIN BbIBOp) — 019 KaKUX ycnyr ctaTyC JONyCcTUM

3alnTa CUCTEMHbIX CTaTyCOB
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[0eBaTb MMEH 3awnTbl B BusHec-noruky. lNMepenmeHoBaTb AN YAaAUTb UX HEJNb3S
(dpopma, Ul, Django Admin, ORM):

HoBass K wncnonHeHunto B paboTe [dencrteme TpeTbenm CTOPOHbI OTBET KJ/IMEHTa
OnnaTa lNocTaBka BbinosiHeH OTMeHeHa

Co3gaHme CTaTycoB C 3TUMWU MMEeHaMWU MpU NepBUYHON 3arpyske (PuKCTypbl)
pa3peweHo. OcTanbHble aTpubyTbl (UBET, MOPSAAOK, TWM, MPUBA3KA K yCsyram)
penakTupyrTca Kak o06bl4HO. [Mosb30oBaTeNbCKMEe CTaTyCbl C OPYrMMW MMEHaMU
MO>XHO MepenMeHOBbIBaTb U yOanATb. YripaBieHune:

Co3paHue: /settings/servicedesk/status/create/ PenakTupoBaHue:
/settings/servicedesk/status/update// YaoaneHwue:
/settings/servicedesk/status/delete//

2.4. lNMepexoabl cTaTycoB (StatusTransition)

OnpepnensaoT, Kakue CTaTyCbl MOXHO YCTaHOBUTb W3 Tekylwero craTyca pAnns
KOHKpeTHOoro nogpasneneHus. Nons:

Moapa3speneHne (HeobasaTenbHOE) - €C/IN HE YyKa3aHo, NMPaBUIo NPUMEHSAETCA KO
BCeM nogpasneneHnsam Ycnyra (obssaTenbHoe) — nepexon OeNCTBYeT B paMKax
ycnyrn katanora Tekywuin cTtaTyc (obs3aTenbHoe) - CTaTyc, M3 KOTOPOro
BbiNosIHAETCA nepexon Crnepywowmne cTaTycbl (obA3aTesnibHOE, MHOXECTBEHHbIN
BbIOOP) - CTaTyChbl, B KOTOPbIE MOXKHO MepenTun

YnpasneHune:
Co3paHwue: /settings/servicedesk/statustransition/create/ PepakTnpoBaHue:
/settings/servicedesk/statustransition/update// YoaneHwue:

/settings/servicedesk/statustransition/delete//

2.5. MNMpuopuTteTbl 3a89B0K (RequestPriority)

MprnopunTteTbl oNpenensaT BaXXHOCTb 3aaBKWU. Nons:

Ha3BaHne (obsA3aTenbHoe, YHWUKanbHOE) - Ha3BaHMe npuoputeTa OnucaHue
(HeobsA3aTenbHoe) - pononHuTesnbHas uWHgopmauna Mo ymondaHuio (Bullet) -
NPMoOpUTET MO YMOMYaHU (MOXKeT ObiTb TONIbKO OAWH) YPOBEHb U MPUBSA3AHHLIN
SLA (pexxum SLA_BY_PRIORITY)

YnpasneHune:
Co3paHue: /settings/servicedesk/priority/create/ PepakTupoBaHue:
/settings/servicedesk/priority/update// YpaneHue:

/settings/servicedesk/priority/delete//

2.6. BnnaHumne 3aaBok (Requestimpact)

BnusaHmne onpenenset macwTab Bo34encTBMA 3a8BKM Ha paboTy knmeHTa. MNons:
HasBaHune (o6sa3aTenbHOE, YHMKaNbHOE) - Ha3BaHuMe BAMAHUA [lpyMedaHue
(Heobs3aTenbHoE) - pononHuTenbHas uWHdopmauna Mo ymondaHuto (Bullet) -
BANSIHNE MO yMONYaHuto (MoxeT 6bITb Tonbko ogHo) VIP (Bullet) - VIP-BnnsHue
(MoxxeT 6bITb TONbKO oaHO) basosbin npuoputeT, KPI-BaxHOCTb  (Ans
SLA BY_PRIORITY / KPI v2)

YnpaBneHue:
Co3pnaHue: /settings/servicedesk/impact/create/ PenakTupoBaHue:
/settings/servicedesk/impact/update// YoaneHwue:

/settings/servicedesk/impact/delete//
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2.7. IcTo4yHUKKM 3a49BOK (RequestSource)

NcTo4YHMKM onpeaensoT, OTKyAa NoCcTynuia 3aaBKa. Mons:

HasBaHue (ob6a3aTenbHOE, YHMKaJIbHOE) - Ha3BaHWE WCTOYHMKA [lpyMedaHue
(Heobs3aTenbHoE) - pononHuTesnbHas WHGopmaumsa Mo ymondaHuto (Bullet) -
WCTOYHUK MO YMOJIHaHMIO (MoXXeT ObiTb TOJIbKO OAMH) Ycayra mno yMoJ4aHWuio
(default_service) — fallback B resolver, ecnu KaHan He 3agan ycnyry siBHO

YnpaBneHue:
Co3paHue: /settings/servicedesk/source/create/ PenakTupoBaHue:
/settings/servicedesk/source/update// YaoaneHwue:

/settings/servicedesk/source/delete//

2.8. Tunbl nnueH3snpoBaHusa (Licensing)

Tunel NNUEeH3NPOoBaHNA NCMNOJIb3YIOTCA ANnA KJ'IaCCVI(pVIKaLI,VII/I KJneHToB. ong:

Ha3BaHue (obs3aTenbHoOe) - Ha3BaHMe Tuna JAuueH3upoBaHusa [puMedaHue
(HeobazaTenbHOE) - AONOJIHUTEsIbHAasA UHOPMaL KU

YnpasneHune:

Co3paHue: /settings/servicedesk/licensing/create/ PepnakTupoBaHue:
/settings/servicedesk/licensing/update// YoaneHue:

/settings/servicedesk/licensing/delete//

2.9. PacnucaHunsa paboTtbl (Schedule)

PacnucaHuna onpepensatoT paboyme vackl gna pacyeta SLA. Nons:

Ha3BaHue (obasaTenbHoe) - Ha3BaHMe pacnucaHma lNMpumedaHue (HeobazaTenbHoe)
- onMcaHue pacnucaHums

HacTponka pabou4ux gHen: Ons Kak[oro pacnucaHus HacTpaumBatoTcsa paboyune
OHW:

OeHb Hepenu - TlNoHepenbHWUK, BTopHuK, Cpepa, Yetsepr, MaTHuua, Cy66o0Ta,
BockpeceHbe Havano paboTbl - BpeMs Havana paboyero gHsa (no ymondaHuto 09:00)
OKOH4YaHue paboTbl - BpeMsA OKOH4YaHMA paboyero AgHa (no ymonydaHuto 18:00)
Havyano nepepbiBa (HeobsasaTenbHoe) - BpeMs Havana obepeHHoOro nepepbiBa

OKoH4YaHue nepepbiBa (HeobsA3aTenbHoe) - BpeMsA OKOHYaHUA obegeHHoro
rnepepbiBa

YnpaBneHue:

Co3pnaHue: /settings/servicedesk/schedule/create/ PenakTupoBaHue:
/settings/servicedesk/schedule/update// YnaneHuve:

/settings/servicedesk/schedule/delete//

2.10. MNoyTa —» ycnyra (EmailServiceRoute)

MaplpyTusaumsa Bxogsaulen noyYTbl B YCAyry Katajsora no agpecy To. He nytaTb C
EmailFilter (oTtbpacbiBaHne nucem). Bknagka Ul «IMoyTa — ycnyra». MNMonsa: agpec
nosiy4aTens, OnuuoHasbHbIn mailbox, ycnyra, nopsanok, akKTUBHO. YrnpaBieHue:
/settings/servicedesk/email-service-route/create|update|delete/... MoapobHee:
MapwpyTr3aunsa KaHasoB.
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2.11. Knto4yeBble cqioBa Ha3Ha4YeHUA KOMaHObl
(TeamAssignmentKeyword)

ABTOHa3Ha4YeHMe KOMaHAbl MO BXOXOEHUIO KJIIOYEBOro CJloBa B TeMy U TeKCT
obpaweHna. Bknagka Ul: «KntodeBble cnoBax». lNons: KA4YeBOe CNOBO, KOMaHAa,
onuMOHaNbLHO YycCsyra, nNopsAnoK, akTuBHO. [MpunoputeT keyword vs KaTeropus

3apaétca HacTponkon TEAM_ASSIGNMENT_PRIORITY (3HaveHusa keyword / category)
Ha Bknagke «HacTtponkun». User-manual: KoMmaHAbl UICMONHUTENEN.

3. HacTpolikn

HdocTtyn: HacTtpomku -> Servicedesk -> HacTtpomkm URL: /settings/servicedesk/
Bknagka "HacTpomkn" copoepxuT BCe nMapaMeTpbl MOAYNAA CepBUC-AECK,
OpraHM3oBaHHbIE MO pa3genam.

3.1. 3ckanayunsa n nomMmoLwb

ESCALATION TO_MM (Twun: Bullet, Mo ymonyaHuto: True)

HasBaHue: 3ckanauma B Mattermost OnucaHue: Ecnu BKIOYEHO, Ha KapToyke
3a5BKM OOCTYMNHa KHOMKA «3cKajlauua»: oTrnpasnseTcs coobuieHne B Mattermost
(webhook / KaHan M3 HaCTPOEK HUXKE) K 3anNnCb B XKYPHaa 3a8BKK. NICMoONHNTENb C
3as8BKW He CHMMaeTcs. Pasgen: 3ckanaums 1 nomMollb

ESCALATION_MM_WEBHOOK (Twvn: String, Mo ymon4yaHuto: ")

HaseaHune: Mattermost nona ackanauum OnwucaHmne: Appec WEBHOOK Paspgen:
Ackanauyums " MoMoLLb Mpumep:
https://teams.example.com/hooks/XXXXXXXXXXXXXXXXXXXXXX

ESCALATION_MM_CHANNEL (Twn: String, Mo ymMmon4aHuio:
"escalation")

Ha3BaHune: KaHan onsa ackanauum B Mattermost Onucanue: Pa3spgen: 2ckanauuga m
NMOMOLLb

HELP_TO_MM (Tun: Bullet, Mo ymon4daHuio: True)
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HaseaHuMe: 3anpoc nomoLm U3 3asaBkm B Mattermost OnuncaHune: Pasgen: ckanaums
M MOMOLLb

HELP_MM_ CHANNEL (Twn: String, lNo ymon4aHuto: "town-square")

Ha3saHune: KaHan gnsa 3anpoca nomowm OnucaHue: Pasgen: 9ckanaunsa n noMmoLllb

3.2. YBegoMeHNnsa 3aaBUTeNsaMm

EMAIL TO_CLIENTS (Twn: Bullet, Mo ymon4yaHuto: False)

Ha3BaHue: YBenomMnaTb 3asdABUTeNe Mo 3JeKTPOHHOW noyTe OnucaHue: Obuwas
HacTporMka OTNpPaBKU YBeAOMJIEHUA KJneHTaM. Ecnm BbIKJIOYEHO, HUKakue
yBeLOMJIEHUS HUKAKUM KJIMeHTaM He oTnpasnsaioTca. Paspen: YsepomneHus
3aaBuUTENAM

REQUESTER REQUEST CLOSE (Tun: Bullet, Mo ymon4aHuio: True)

Ha3sBaHue: YBeaoomseHme 3adaBUTENII0O O BbINOJIHEHNN/OTKIIOHEHUN 06pa|_|_|,eH|/|$|
OnwucaHune: Pa3gen: YBeaoMeHNs 3a9BUTENAM

REQUESTER_REQUEST RESUME (Twun: Bullet, Mo ymon4daHwuto:
True)

Ha3BaHune: OTnpaBnaTb 3aaBUTeEsIO0 pe3toMe No 3asaBke OnucaHne: ECn BKJOYEHO,
TO 3a4BUTEJIIO B NMUCbMe O BbIMNOJIHEHNN o6paL|.|,eH|/|;| OTrnpaB/AAeTCa KOMMEHTapui,
OCTaBJIEHHbIW CreunasncToM Npu 3akpblTUK. Pa3zgen: YeegoMmneHuns 3asasutensam

REQUESTER_REMIND_INVOICE (Twun: Bullet, No ymon4daHuio: True)

Has3BaHue: YBegomneHne 3assutento ob onnate cyeTa noctaBkum OnucaHue: HE
PABOTAET. HanomuHaHne 3aaBuTeNt0 O HeobxogumocTM onaaTbl paHee
BbICTABJIEHHOro C4Yé€Ta Ansa 3aBepweHus paboTr no obpaweHuto Paspen:
YBegoMneHuns 3asaBuTensm

REQUESTER _REQUEST UPDATE (Tun: Bullet, Mo ymonyaHuto: True)

HasBaHue: YBenomieHue 3asBuTesNto 060 BCEX WM3MEHeHUsX Mo obpalleHunto
OnucaHue: Ecnn BKIOYEHO, TO 3asiBUTENO OTMNpaBasieTcss coobueHne npu niobbix
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M3MeHeHndax - CMeHa CpoKa, WCnoJHWUTens, CcTaTyca, npuopuTeTa, BJIMAHUA,
KaTteropuu n T.n. Paspen: YeegoMmneHusa 3aaBuTtenam

REQUESTER _CHANGE _EXECUTOR (Twun: Bullet, Mo ymonyaHwuio:
True)

Ha3BaHue: YBegomJieHMe 3aABUTEJII0 O Ha3HadYeHun ncnoaHntena OnuncaHune: Ecnm
BKJIIOYEHO, TO 3aaBuUTeNb byaeT nosiyd4aTb YBEAOMJIEHUSA O KaXKOOM Ha3HaYeHUu n
CMeHe ncnosnHnTens no obpaweHuto. Pasgen: YBeaoMneHns 3as89BUTENAM

REQUESTER REQ REQUEST (Twun: Bullet, Mo ymon4yaHwuio: True)

Ha3BaHue: YBenomJjieHWE 3asBUTENIO0 O pernctpauunm obpauweHns OnucaHue:
Paspen: YBeoomneHns 3a9BUTENAM

RECIPIENT_REQ_REQUEST (Tun: Bullet, No ymon4yaHuto: True)

Ha3BaHue: YBegomneHue nonydaTento o perncrtpaumm obpawenmna OnucaHune: Ecnm
3aABUTENb W MoayYaTenb OAHO Auuo, TO npaBuno He paboTaeT Pasgen:
YBeooMNeHns 3aaBuTensam

REQUESTER REOPEN_REQUEST (Tun: Bullet, Mo ymon4yaHuto: True)

Ha3BaHue: YBegomsieHe 3asBUTENIO 0 Bo3BpaTe obpalleHns B paboTy OnucaHue:
Pa3znen: YBeoOMNIEHUS 3aABUTENIAM

REQUEST _CANCEL (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: YBegomneHue 3asButento o6 oTMmeHe o6pa|.ueH|/|s| OnuncaHwne: Paspen:
YBenoMneHusa 3asasutenam

REQUESTER_REQUEST DONE (Twun: Bullet, No ymon4daHuio: True)

Ha3BaHune: YBegomsieHue 3asiBUTENO O BbIMOJHEHUN obpauweHna OnucaHune:
Paspnen: YBenomneHus 3asa9BUTENAM

REQUESTER _REQUEST RESUME_FEEDBACK (Twun: Bullet, Mo
yMonyaHuio: True)
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Ha3saHune: ObpaTHasa cBA3b No obpaweHnto OnucaHmne: Ecnm BKAKOYEHO, B MUCbMO
3a8BUTENI0 O 3aBepleHnn paboT MoXeT BKYaTbCA ONOK C 3anpoOCOM OLEHKWU
KadyectBa. OTOenbHO OT BHYTpPeHHuUX oueHok [/[] B uHTepdence (cm. OueHka
paboTbl). Pazgen: YBegoMneHns 3aaBuTensam

3.3. YBeoOMJIeEHUA MeHeo)xepam

MANAGER VIP_REG_REQUEST (Tun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: MeHepxepy o perucrtpaummn obpaweHua ot VIP OnucaHue: Paspen:
YBeooMneHna MmeHen>xepam

MANAGER _FROM_ DISMISS (Tun: Bullet, Mo ymonyaHuio: True)

HasBaHue: MeHenxepy o6 obpalleHun OT YBOJIEHHOro COTPYAHMKA KJWEHTa
OnucaHue: Paznen: YBegoMaeHUs MeHea)Kepam

MANAGER_FROM _NOACTUAL_CLIENT (Twun: Bullet, Mo ymonyaHutio:
True)

HasBaHue: MeHen)xepy 06 obpalleHUn OT COTPYAHUKA HE aKTyaslbHOro KAWEeHTa
OnucaHue: Paznen: YBegoMeHUa MeHea)Kepam

EMAIL_ ANSWER_MANAGER NOACTUAL CLIENT (Twn: Bullet, No
yMon4yaHuio: True)

Ha3BaHune: OTnpaBnaTb MO4YTOBOE YBEAOMJIEHUS MEHeOXXepy eCc/n 3asdBKa OT He
aKTyasibHoro kaneHta OnncaHne: Pasgen: YeegomMneHuUsa meHegxepam

EMAIL ANSWER_MANAGER NOACTUAL REQUESTER (Tun: Bullet,
Mo ymon4daHuto: True)

Ha3BaHne: OTnpaBnAaTb MNOYTOBOE YBEeAOMJIEHUS MeHeO)Xepy ec/in 3asBKa oT
yBOJZIEHHOr o 3asaButens OnncaHne: Pasgen: YeeaoMneHUsa MmeHegxepam

3.4. YBegoMeHns NCMNOJTHUTENAM
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EXECUTOR_ANSWER _REQUESTER (Twun: Bullet, Mo ymonyaHwuo:
True)

Ha3saHue: NUcnonHuTeno o6 oteBeTe (KoMMeHTapuu) 3aasutensa OnncaHune: Paspen:
YBeOMJIeHNA NCNONHUTENAM

CHANGE_COMMENT (Twn: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: WcnonHutenio 06 wn3MeHeHuun KOMMEHTapus OnucaHune: Paspen:
YBenoMneHna NCroJsIHUTensaIm

EXECUTOR_ASSIGN_REQUEST (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: NCNoNHNTENIO O Ha3HayYeHUM obpaleHus K ucnonHeHuntio OnucaHune:
BkntoyaeT wabnoH AssignExecutorRequest npn Ha3Ha4YeHUN ANYHONO UCNOJHUTENS
(B T.4. KOrga B KOMaHZe POBHO OAWH Y4YaCTHUK M OH Ha3Ha4aeTCs aBTOMATUYeCKun
rnpu co3gaHnun 3aaBKn). Pasgen: YeegomneHUsa NCNOJIHUTENAM

TEAM_ASSIGN_REQUEST (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: KomaHoe o Ha3HayeHuM obpalleHus K ucnosiHeHuio OnwucaHue: [lpu
co3faHuK 3a89BKK C nosieM «lpynna ncnoaHntenen» (n 6e3 IMYHOro NCNosIHNTENS)
n ecam B KomaHge 6onbuwe ogHOro y4YacTHMKa — wabnoH AssignTeamRequest
YyXOOUT BCEM aKTUBHbLIM YJleHaM KOMaHAbl (Kpome co3paTensd). [Npn cMeHe KoOMaHAbl
yXXe B KapTOo4ykKe 3a8BKM 3Ta paccblsIka He Bbi3blBaeTcda. [loapobHee pns
nosib3oBaTenen: KomaHabl ncnosHntTenen. Pasgen: YseaoMneHuUsa NCNOJIHUTENAM

TEAM_ASSIGNMENT_PRIORITY (Twn: String, Mo ymon4yaHuio:
keyword)

Ha3saHue: lpuopuTteT aBTOHa3HayYeHUa KoMaHAbl OnucaHue: YTo Ba)kHee npwu
nonbope KoMaHAbl N0 yMon4aHuto: keyword (kKito4eBble C/loBa B TeMe/TeKCTe) Uan
category (kKomaHgma kaTeropun). [Hanbwe — KOMaHAa YyCIyrm u KJueHTa.
CnpaBoYHUK KJt0o4eBbIX C/10B: 2. CnpaBo4YHUKW. Pa3gen: HasHavyeHne / KOMaHabl

EXECUTOR _NEW_EXECUTOR (Twun: Bullet, Mo ymon4aHuio: True)

Has3BaHune: NcnonHunTento o0 Ha3HayvyeHunm HOBOro mcnonHutensa OnucaHue: Paspen:
YBenoMneHna NCroJIHUTeNnsaIm

EXECUTOR_CHANGE_PRIORITY (Twun: Bullet, Mo ymon4aHuio: True)

DokymeHTaumsa ACK Jlerapyc | Bepcus: 2.2.1 | CTpaHuua 62



Ha3BaHune: NcnonHnTento o cMeHe npuopuTeTa obpaweHna OnucaHwue: Paspen:
YBeJOMNEeHNA NCMNOJIHUTENAM

CREATE_REQUEST TASK REQUEST _EXECUTOR (Tun: Bullet, Mo
yMosn4aHuio: False)

HaseaHune: McnosnHUTeNo 3adBKU MpuW CO3h4aHUW 3adadn no 3asaBke OnucaHue:
Pa3zpen: YBegomneHnsa ncnonHnTensam

CREATE_REQUEST TASK EXECUTOR (Twun: Bullet, Mo ymonyaHuio:
True)

HaseaHune: WNcnonHuTento 3agaynm npu cospgaHumm 3agayvun OnumcaHue: Paspgen:
YBeJOMNEeHNS NCNOJIHUTENAM

OLD_EXECUTOR_REASSIGN_REQUEST (Twn: Bullet, MNo
yMoJi4aHuo: True)

HasBaHune: YBeAoOMIATb MPEeXHero UCroJIHNTeNa No 3assBKe 0 CMeHe UCMNOJIHUTeNA
OnucaHne: OTNpaBaATb YyBeAOMJIEHWE WCMOJIHUTENO MO 3adBKe eCc/n 6bina
nponseeneHa CMeHa ncnosiHuTend. Pasgen: YsegoMneHUs UCNOJHUTENSAM

3.5. Peructpauyna obpaiwieHunn

EMAIL CREATE_FROM_DOMAIN (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: PernctpupoBaTb 3asBuUTENEN 1 0bpalLeHNs OT HEN3BECTHbIX aApecaToB
C OOMeHOB KnneHToB OnucaHwe: Ecnv BKAOYEHO, TO MpWU MOCTYMNJEeHUU NucbMa B
CUCTEMY OT HEM3BECTHOro agpecaTa, HO JOMeH KOTOPOro coBnagaeT C MMeLWwmnMmcs
B CUCTEMe OOMEHOM KJIMeHTa, aapecaT OyneT 3aperucTpvpoBaH KakK 3asiBUTESb
KNneHTa n co3aaHo obpaleHune. Paszgen: Pernctpaumnsa obpaweHun

EMAIL CREATE_UNKNOWN (Twun: Bullet, Mo ymon4daHuio: False)

Ha3BaHune: PernctpupoBaTb obpalleHns OT HeumsBeCTHbIX agpecaToB OnucaHune:
Ecnn BkAoYeHo, To bByayT pernctpmpoBaTbCs 3a89BKM Ha OCHOBaHUM NOCTYNAoLLMX
Mo 3/IEKTPOHHOW MNOYTE NNCEM OT HEM3BECTHLIX aapecaToB. [pu 3TOM OoTNpaBUTENb
He [os/mKeH 6blITb B YEPHOM CrNMUCKe WM COOTBETCTBYHOLWMUX MpaBunam dunbTpa
3/1eKTPOHHOW NMoYyThl. Pasgen: Pernctpauns obpaweHun
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REQUEST_ANSWER_DAYS (Tun: Int, Mo ymon4aHuio: 3)

Ha3BaHune: Cpok nepeoTkpbiTUA 3asBKKM OnmncaHume: Konnm4yecTtBo AHEN, B Te4yeHue
KOTOPbIX 3aKpbiTas 3asiBKa MOXeT OblTb aBTOMaTU4YeCKM BO3BpalleHa B cTaTyc "B
paboTe" Npn nonyvyeHnn nucbMa oT 3aaBuTena Pasgen: Peructpauma obpalwieHnn

MONITORING_SYSTEM_EMAIL (Twnn: String, Mo ymonyaHuto: "")

HasBaHue: Apnpec oTnpaBuTens CUCTeMbl MOHUTOpUHra OnucaHme: Email,
NCMoJib3yeMbI ANS1 OTMPABKN CUCTEMHbIX YBEAOMJIEHUA U OTYETOB MOHUTOPUHIa
Paspen: Pernctpaumnsa obpaigeHuin Npumep: monitoring@example.com

ASK START _DATE_ON_STATUS CHANGE (Tun: Bullet, No
ymondaHuio: False)

Ha3BaHue: 3anpawwuvBaTb gaTy HavYana paboT npu cMmeHe cTtaTyca OnucaHue: Ecnm
BKJIIOYEHO, TO MpM CMEHe CcTaTyCa 3asaBKM OyneT 3ampawmBaTbCA faTa Hayana
paboT. Paspen: Pernctpaumsa obpalieHun

SHOW_COMMENTS_FOR_EXTERNAL_USERS (Twun: Bullet, Mo
ymMosidaHuio: False)

Ha3BaHue: BHewHMe Nonb30oBaTeNN KJAMEHTa BUOAT BCe KOMMeHTapuu OnucaHue:
Ecnun BbikOYEHO, TO BHELLHME MOJb30BaTeNIM HE BUAAT KOMMEHTapun BHYTPEHHUX
coTpyaHUKOB. Pasgen: Pernctpaumsa obpalieHuin

LIMIT_EXTERNAL EXECUTOR _REQUEST VIEW (Twun: Bullet, Mo
ymosidaHuio: False)

Ha3saHune: OrpaHn4yeHne BNONMOCTU 3a89BOK OJ19 BHELWHMX MNOJIb30BaTes/IN C POJIbIO
'mcnonHuTens' OnmncaHne: Ecnm BKJIIOYEHO, TO BHELLUHUE MOJIb30BaTeNN KJANEHTA C
ponbio 'CrioNHUTEeNb' BULAAT TOJIbKO Te 3adBKW, rAe OHW SABNAIOTCHA aBTOPOM,
3aaBuTeNnemMm, nosiydatenem mnm 3aaBkm 6e3 mcnonHmtens. Paspen: Peructpauyums
obpaweHun

3.6. lpo4vne yBegomseHuns

REQUEST_CANCEL _UNKNOWN (Twun: Bullet, Mo ymon4yaHwuto: False)
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HasBaHue: OTnpaBnsaTb yBegomsieHne o6 oTmeHe obpaweHns HensBeCTHbIM
agpecatam OnucaHue: Pasgen: Npoyne ysegomneHus

EMAIL UNKNOWN (Twun: Bullet, Mo ymon4yaHuto: True)

Ha3BaHue: YBenoMneHue Heus3BeCTHbIM agpecaTtam 06 oOTkKNoHeHun obpalieHus
OnucaHwue: Ecnin BKIOYEHO 1 BbIKJIlOYEHA HacTponKa "PernctpupoBaTb obpalieHus
OT Heu3BeCTHbIX ajpecaToB"”, TO OTNpaBuUTeNO OTrnpasnseTca coobuieHne 6e3
pernctpauun 3aaskun. Paspen: lNpo4vne yseaomneHuns

UNKNOWN_REQ_REQUEST (Twun: Bullet, Mo ymon4aHwutio: False)

Ha3BaHune: YBeoomMmsieHMe HensBeCTHbIM agpecaTtaM O peructpaumm obpauweHuns
OnucaHmne: OTnNpaBNsaeTCcsd TONbKO B CJZlyd4ae e€eCcau BKJIOYeHa HaCTpoKKa
"PernctpupoBaTtb obpaweHnsa OT HeunsBecCcTHbIX agpecaTtoB" Pasgen: T[lpoyue
yBeaoMsieHuns

REQUEST_TASK NOTIFY (Tun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: YeegomneHus ob nameHeHun 3agay no 3asskam OnucaHmne: OTNpaBnsaTb
yBeAOMJIEHME WCMOJIHUTEN0 3afaydn, HabnwogaTenaMm u  MNOCTAHOBLUMKY MNpw
W3MEHEeHUW, yOalleHUn 1 OTMeTKe O BbINOJIHeHUW 3aja4vn no 3asBke Paspen:
lMpoyne yBegomMmneHus

REQUEST _TO_SPAM (Tun: Bullet, Mo ymon4aHuio: True)

Ha3BaHue: OTnpaBnsaTb HabnogaTenaMm no 3asiBke yBegoMJIeHMEe O TOM YTO NMUCbMO
nobaBneHo B YepHbIn cnncok OnucaHune: Pasgen: Mpoyne yBeaomaeHus

NEW_COMMENT (Twun: Bullet, Mo ymon4aHuio: True)

Ha3BaHune: YBeoomMnaTb ucCnonHUTens U Habnwopgatenen 3asaBknm 0 pobaBneHumn
KOMMEHTapuA OnwucaHune: Pazpen: I'Ipoqvle yBeAOMJIEHNA

REPLY_COMMENT (Twn: Bullet, Mo ymon4yaHuio: True)

HasBaHue: YBeoomnaTb ucnonHuUTens un Habnwpatenen 3asaBkum o6 oTBeTe Ha
KoMMeHTapuinm OnucaHue: Pasgen: lNpoyne yBeooMaeHuns
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EMAIL ANSWER_NOACTUAL_CLIENT (Twun: Bullet, Mo ymon4aHnwuio:
True)

Ha3BaHue: OTBET He aKTyaJlbHbIM KJIMEHTaM O npekpaweHnn paboTbl OnucaHue:
Paspen: Npo4vne yBegomneHns

3.7. KaneHOoapb pecypcos

REMIND RESOURCE (Tun: Bullet, Mo ymon4daHuio: False)

Ha3BaHue: YBepomneHue o6 npmbavxkeHun cpoka nencteus pecypca OnucaHue:
OTnpaBnATbL HanoMuUHaHUA 06 NCTedYeHUN CpoKa AEeNCTBUA pecypca U3 KaneHpaps
pecypcoB Paspen: KaneHoapb pecypcoB

CREATE_REMIND _PAYMENT REQUEST (Twun: Bullet, lNo
yMon4aHuio: False)

Ha3saHue: Co3paBaTb 3asiBKy CepBUCAECK Npu NpubnmxeHUnm cpoka LencTBus
pecypca OnucaHue: Co3paBaTb 3asdBKYy cCepBUCOECK MNpu NpubnmxeHun cpoka
NcTevyeHUs LOencTBUA pecypca Uu3 KaseHpaps pecypcoB Paspen: KaneHpapb
pecypcoB

REMIND_RESOURCE_EMAIL (Tun: String, Mo ymon4yaHwuio: "")

Ha3saHue: Agpec ons oTnpasku yBenomsieHuin KaneHpnapsa pecypcos OnucaHue: Ha
KaKoOW ajpec 3/1IeKTPOHHOM NoYThbl OyayT OTnNpaBnaATbCsa YyBeAOMJIEHUA O
NpMBAMXXEHNN NCTEYEHNS CPOKa OencTBua pecypca Pasgen: KaneHoapb pecypcos
Mpumep: help@example.com

REMIND RESOURCE_DAY (Tun: Int, o ymon4yaHuio: 5)

HaseaHune: Cpok yBeOoMneHUs WuUcCTedyeHUa pecypca OnucaHme: 3a CKOJIbKO
KaneHJapHbIX OHeW [0 WUCTeYeHUs Cpoka LOenCcTBUA pecypca oTnpaBnATb
yBegomsieHne Paspen: KaneHpapb pecypcos

3.8. KPI
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KPI_ENABLED (Twn: Bullet, No ymon4daHuio: False)

Ha3BaHune: PaccuunTtbiBaTb KPlI OnuncaHmne: Ecnu BKAKOYEHO, TO OOCTYyMNHa cuctema
pacyeTa KPI no 3asgeBkam Pazgen: KPI

3.8.1. Dashboard

WORKLOAD_DEFAULT _DEPARTMENT (Twun: String, Mo ymon4aHwuio:
IIII)

Ha3eaHue: MNMoapasneneHue no ymosdaHuto (3arpyska cneynannctos) OnucaHue: ID
noapasgeneHusa, npensbibnpaemoe B uUabTpe Ha CTpaHUUe 3arpysku
crneuvanncToB. NycTto — Bce coTpyaHukn. Pasgen: Dashboard

ANALYTICS_DEFAULT SERVICE (Tun: String, Mo ymonyaxwuio: "")

Ha3BaHue: Ycnyra no ymondaHutoo pna aHanuTtmkm OnucaHue: Ycayra kaTtanora,
npenBbibnpaemana B dunbTpe «Ycnyra» Ha cTpaHuuax /servicedesk/analytics/.
Bbibop w3 akTuBHbIX ycnyr (select2). TMycto — BCce ycayru, QA[OCTYMHble
nonb3oBatento. Ecnam  ycnayra  HeakTMBHa  WIM  HEOOCTYMHa  TeKyLllemy
nosnb3oBaTento, npensbibop nrHopmpyetcs. Paspen: Dashboard

3.9. KOHTpO/1b NpoCTO4

REQUEST _IDLE_ENABLED (Twun: Bullet, Mo ymonyaHuio: True)

Ha3BaHne: KOHTPO/Ib NPOCTOS 3asBOK B cTaTyce «B paboTe» OnucaHue: BkawounTb
HAMOMWHAHNS N AaBTOMATMYECKMIA BO3BPAT 3asBKU K UCMOJIHEHWIO NPU OTCYTCTBUN
aKTMBHOCTU. CM. user-manual KoHTposb NpocTos. Pa3nen: KoHTposb MpocTos

REQUEST IDLE_REMINDER _WORK_HOURS (Tun: Int, Mo
yMo4aHuio: 3)

Ha3BaHue: HanoMnHaHue ucnonHuTento (paboyme Yacol) OnucaHune: Yepes CKobKO
paboynx YacoB 6e3 aKTUBHOCTU OTMNPABUTbL HAaNOMUHaHWE UCMNoNHUTenNo. Pasgen:
KoHTposib NpocTos
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REQUEST IDLE_PENALTY_WORK_HOURS (Tun: Int, Mo ymon4yaHwmio:
8)

Ha3saHune: Bo3BpaT K ucnosHeHuto (pabo4vme 4vacbl) OnucaHme: Yepes CKOJbKO
pabo4ynx 4HacoB 6e3 aKTMBHOCTW BEPHYTb 3asBKy B CTaTyC «K MCNONHEHUIO» W
BbICTaBUTb ebann «Ckiepozzz». Pa3gen: KOHTPOIb MPOCTOSA

REQUEST IDLE_SYSTEM _USER (Twun: String, Mo ymon4daHuio:
"MoOHUTOPUHI")

Ha3BaHue: CucteMHbln nosb3oBaTesb ANna aBTo-ebanna OnucaHwue: display name
mnm email nonb3oBatens ASK, OoT MMeHM KOTOPOro cCo3faéTcs aBTOMaTuM4ecKkas
oueHka. Paszpgen: KoHTposib NpocToA

3.10. lNpoyee

REQUESTS _ON_PAGE (Tun: Int, Mo ymon4yaHuto: 50)

Ha3eaHune: KonmyecTBO 3anmcen Ha CTpaHuue Bcex 3aaBoK OnucaHue: Paspen:
[Mpoyee

ABTOMaTM4YeCcKas Knaccngpmnkaums 3asiBok

ABTOMaTn4eckKasa Kjaccupmnkaumna 3adaBokK

Moaynb aBTOMATU4YECKM oOrnpenenseT TUM W KaTeroputo 3asiBKM Mo  TeKCTy
(3arosioBok, Tema, coobulieHMe) C MNOMOLb0 MaluMHHOro oby4yeHus. Oby4veHue
BbIMOJIHAETCS NIOKASIbHO Ha [aHHbIX Balle CUCTEMbl — MepPeHoC MoJenein mexay
cepBepamu C pa3HbIMK CNpaBOYHUKAMM He TpebyeTcs.

MprHumMn paboThbl

Mpwn co3paHnm 3as8BKU (ecnn PYHKUUSA BKIIOYEHA) CUCTEMa aHaIM3UPYeT TEeKCT U
NblTaeTcs Ha3Ha4YNTb TUM N KaTeropuio. ABTOKJ1aCCUPUKALNSA BbIMOJIHAETCA TOJIbKO
ec/in mogesib NnoMevyeHa Kak rotosas (Ready For Prediction B cucteMHON agMUHKeE).
Ecnn mopenb ewé He obydeHa wam He npowia NPOBEPKM KavecTBa — MOAA He
3anoJIHAITCA aBTOMaTU4YeCKM (Kpome Tuna Mo YyMOJIHaHWI W3 CNpPaBOYHUKA).
KaTeropusa npepnckasbliBaeTcsa rMocjie Tuna M TOJIbKO Cpean KaTeropun, KoTopble
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BCTpeYanucb BMecTe C 3TMM TunoMm B obyvalowmx JAaHHbIX. [Mpy  HU3KON
yBEPEHHOCTM MOAENN TUM UIN KaTeropus He Ha3Ha4valTCa — Jydwe nycTtoe nose,
4yeM owmboyHasa knaccugukaums.

XonogHbIn CTapT (HOBadA UM «4UCTas» CUCTEMA)

TUNWYHBIN CLUEeHapni nocse BKIYEHN PYHKLNN:

Bkntounte USE_INTELLIGENT_CLASSIFICATION = True B CUCTEMHbIX HaCTpPOMKaX.
NepBoe BpeMsa 3asdBKW He MojayvaloT aBTOMaTUYeCKUW Twun/kateroputo oT ML
(Mopenn ewé HeTt). NcnonHUTENU BPYYHYIO BLICTaBAAT TUM WU KAaTEropuio npu
obpaboTke 1 3akpbiBalOT 3aaBKU. [10 pacnucaHuio (M BPpy4YHYI0) cuctema obyvaert
MoZesib Ha 3aKpbITbIX 3adBKax C Py4YHOW pa3meTkon. Korga Moaesib HakonuT
AOCTAaTOYHO MPMMEPOB M KayeCTBO AOCTUIHET MOPOroB — aBTOKJlaccuduKaumsa
BKJIl04aeTCA CcaMma.

BaxHo: npwm o06HOBNEHMW C Bepcuu, rae WnCnosib30BajanuCbL CTapble Moaenu
(oby4yeHHble Ha UUID cnpaBOYHMKOB), CyLLeCTBYHOLLME MOLEsSIN He MUCMOJb3YyHTCA
ONS NpefckasaHus Ao rnepeobyyvyeHuns Ha JI0OKasIbHbIX AaHHbIX.

HacTponku B Mosb30BaTESIbCKON agMUNHKE

Bce napameTpbl HaxoaoaTcsa B pa3gene «HacTpomku» — «CUCTEMHbIE HACTPOUKM»
(/settings/), cekunss «OCHOBHble HacCTponku». [MoapobHOe onucaHne KaXxaon
HACTPONKN — B AOKYyMeHTe CUCTEMHbIE HAaCTPONKMN.

OCHOBHbIe nepekaYyaTenn

HacTpownka lNo ymon4yaHuto HasHavyeHne

USE_INTELLIGENT _CLASSIFICATION False BkntoveHune aBToKlaccnpukaumm
SKIP_CLASSIFICATION_FOR_MANUAL REQUESTS True He «knaccudpuumpoBaTb
3a5BKU, CO3aHHble BPY4YHYIO (TOJIbKO no4vTa 1 60T)
CLASSIFIER_AUTO_TRAIN_ENABLED True ExxeHepesnbHoe aBTOMaTun4yeckoe
oby4eHune/pnoobyyeHune

Moporu npeackasaHus

HacTponka o ymon4yaHuio HasHa4yeHune

CLASSIFIER_MIN_CONFIDENCE_TYPE 0.65 MwuHMMasbHas YBEpPEeHHOCTb  Ans
aBTOMaTM4YeCcKoro Tuna

CLASSIFIER_MIN_CONFIDENCE_CATEGORY 0.55 MwuHuMManbHaa YyBEepPeHHOCTb QA4
aBTOMATMYEeCKOW KaTeropuu

CLASSIFIER_ALLOW _UUID_FALLBACK False Fallback npu HecoBMageHuu
CMpaBOYHUKOB (He pekomMeHayeTCA)

Moporn oby4eHns n roTOBHOCTU MOAENN

HacTponka o ymon4yaHuio HasHa4yeHune
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CLASSIFIER_MIN_SAMPLES_TO_TRAIN 100 MMHNMYM 3aKpbITbIX 3a9BOK OJ1A MepBOro
oby4yeHuns

CLASSIFIER_MIN_SAMPLES _TO_PREDICT 200 MwuHumym oby4alowmx nNpUMepoB B
Moaenu s BKJOYeHNA aBTonpencka3aHus
CLASSIFIER_MIN_ACCURACY_TO_PREDICT 0.70 MuHMManbHasa accuracy Ha TeCTOBOM
BblOOpKe

CLASSIFIER_MIN_SAMPLES PER CLASS 10 MwuHUMYM TnpuMeEpoB Ha KaxKabln
Tun/KaTeropuio

CLASSIFIER_TRAIN_ONLY_MANUAL_LABELS True Oby4aTbCsi TO/IbKO Ha 3asBKax C
PY4YHOW pa3MeTKon Tuna/kaTeropuu

CLASSIFIER_BOOTSTRAP_LOOKBACK_DAYS 90 OkHO B [AHAX pANaa NepBUYHOro
oby4eHuna (3aKkpblTble 3a89BKU)

ExxeHenenbHoe obyyeHne no pacrnncaHuto

3apadva Celery retrain-classifiers-weekly 3anyckaeTtcs kaxanoe BockpeceHbe B 4:00
(HacTpamBaeTca B config/settings.py, co3naéTtcss aBTOMAaTUYECKM MPU YCTaHOBKeE).
YTo penaet 3ajava:

CobupaeT 3aKpbiTble 3as8BKU 3a nocnegHve 7 AHEN C YCTaHOBNEHHbIMW TUMOM W
KaTeropuen (C y4€ToM puabTpa «TOJIbKO py4YHas pa3MeTKa», eC/iIn OH BKIJIIOYEH).
Ecim mMopmenn eweé HeT M HakKoONWIOCb [OCTAaTOYHO MNPUMEpPOB — BbINOJHAET
nepBu4yHoe obyyeHune (3a nocnegHue 90 aHen nnn wunpe). Echm mopens yxe ectb —
nooby4yaetT eé Ha HOBbIX AaHHbIX; Npu ownbke [00byYeHUSA BbIMOSHAET MOJIHOE
nepeobyyeHue. MNMepecynTbiBaeT aar rotToBHoCcTU Moaenu (is_ready for prediction).
CbpacbiBaeT Kew Knaccugukatopa B paboTatoLwmx npoweccax.

TpeboBaHus:

3anyuieHsl Celery worker n Celery Beat. HacTpownka
CLASSIFIER_AUTO_TRAIN_ENABLED = True. [ocCcTyn cepBepa K WHTEpHeTYy npwu
nepsom oby4veHunun (ons 3arpyskm mogenun smbenanHros cointegrated/rubert-tiny2,
~50-100 MB).

OTKNOUYUTL aBTOMaTMyeckoe oby4eHne MO>XHO yepes
CLASSIFIER_AUTO_TRAIN_ENABLED = False n oby4aTb Mogenu ToqbKO BPYYHYO (CM.
HMXxe).

YnpasneHne mogenamMm B CACTEMHOUN agMUNHKe
Django

MyTb: /admin/ — Servicedesk — Request classifiers B cnncke w™ogenen
oTobparkaloTcs:

TN KnaccmdumkaTtopa (Tun / Kateropus); Bepcus, MeTpuKmM (accuracy, KoJanm4ecTBo
npumepos); Is ready for prediction — mMogenb AoNyCcKaeTCsa K aBTOKJaccuunkauum;

Embedding model — NCNosb30BaHHas Monenb smbengnHros
(cointegrated/rubert-tiny2); nata oby4eHus.
PekomeHpgauun:

Ona aBToknaccugpumkaumm aokHa bbiTb akTuUBHa (Is active) ogHa Mogenb Ka>kgoro
Tuna ¢ pnarom Ready For Prediction = True. Ctapble Mmogenu nocne obHOBNEHUS
CUCTEeMbl Nlyylle AeakTuBupoBaTb U 06y4nTb HOBblE NlOKasbHO. B none Metadata
MO>XHO MOCMOTPETb NPUYNHbLI, MO KOTOPbLIM Moesib He roToBa (readiness_reasons).

Py4yHoe obyyeHmne (management-koMmaHabl)
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BbINONHAIOTCS Ha cepBepe NMPUIoXXKeHNs B BUPTYaslbHOM OKPY>XXEHMN MPoeKTa.

DKCMOPT AaHHbIX AN8 0byyeHns

source .venv/bin/activate  python manage.py export requests for _training
training_data.xIsx --only-with-category --status "3akpbIiT0"

NMone3Hble onunn:

--only-with-category — TonbKO 3a8BKW C KaTeropmen; --status "3akpblTo" — punbTp
no ctatycy; --limit N — orpaHn4nTb KOJINYECTBO 3anucen.

MNonHoe oby4eHune c HynA

python manage.py train_request classifiers training_data.xlsx

ObyvaeT oThesibHble MoAenu ANnd Tuna u Kateropun. MeTku BepyTca NO MMeHNU
TUna/kaTeropuu U3 cnpaso4yHmMKoB (He no UUID). Onuwvn:

--type-only / --category-only — 06y4nTb TONBLKO OAWH KnaccudukaTop; --use-gpu —
GPU pna reHepaunn asmbenanHros (He o6a3aTenbHO).

AHanns owmnbok Knaccnpunkaumm

python manage.py analyze_classifier_errors --excel-file training_data.xlsx --output
analysis.xlsx

MNoka3biBaeT npobnemMHble Khnacchbl, NyTaloWwmMecs napbl M pekoMeHpauunm no
YYYLWEHNIO OaHHbIX.

DKCMopT N MMNopT Moaenen (onumoHasibHo)

Ncnonb3yeTca ona nepeHoca yxe nepeobyyvyeHHbIX MoAesnen Mexnay cteHgamum C
OOVIHAKOBbIMW  Ha3BaHMAMM  TuUNoB U  kaTteropum: python  manage.py
export_classifier_ models models.json python manage.py import_classifier_ models
models.json --deactivate-existing

Ha 6oeBon cncteme C yHUKaNbHbIMW CMPaBOYHMKAMWN PEKOMEHAYETCH JI0KaJibHoe
obyyeHune, a He UMMOPT MOAeNEen C APYroro cepsepa.

PekoMeHpaunmnm agMUHNCTPATOPY

Bkntouynte USE_INTELLIGENT_CLASSIFICATION nocne Toro, Kak HakonmTcsa ncrtopus
3aKpPbITbIX 3aABOK C KOPPEKTHOW PYYHOW pa3MeTKoOW — WM cpa3sy, ec/in roTosbl
noAoXAaTb HECKOJZIbKO Hefesib [0 MepBOoro aBTOMaTUYeCKOro HasHadeHus. He
nMmnopTmpynTe ctapble mogenn ¢ UUID-meTKkaMn — OHU He ByayT NCNoIb30BaTbCH;
nyduwe [OXOaTbCsA exxeHenesibHOro oby4eHuns nnu 3anycTuTb
train_request classifiers Bpy4Hyto. Cnegute 3a ¢narom Is ready for prediction B
agMnHKe — rnoka oH False, ML He BnusAeT Ha 3asBkW. lMepuoanydeckn 3anyckanmTe
analyze classifier_errors n pobasnante npumepbl A58 MNPO6JAEMHbIX KaTeropun.
OctaBbTe CLASSIFIER_TRAIN_ONLY _MANUAL_LABELS = True, 4T06bl MOAEeNb
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yyuniacb Ha pelleHusAX UCMNOJIHUTEeNEen, a He Ha cBomx owwunbkax. MNpu HepocTaTke
AaHHbIX  yMeHbwnTe noporn  CLASSIFIER_MIN_SAMPLES * wan yBenu4bTe
CLASSIFIER_BOOTSTRAP_LOOKBACK DAYS — TOJIbKO 0OCO3HaHHO, 3TO CHWXaeT
Ka4yecTBo.

CBs3aHHbIe DOKYMEHTHI

CucTeMHble HAaCTPOMKM — aBTOMaTUyecKas Khaccudukauma Pernctpauuns 3asaBokK
(ons nonb3oBaTenenn) — pas3nen «ABToOMaTM4YecKas KiacCuuKaLmna 3asiBOK»
Havano paboTbl — perynsipHble 3aga4un

4. HacTtponku KPI

BkntodeHne cnctembl KPI

MNepengute B HacTponkun -> Texnopgaepxka -> HacTponkm mopyns ServiceDesk
Hangnte HacTponky "PaccymtbiBaTb KPI" YcTaHOBUTe 3HaydeHue "BkitoyveHO"
CoxpaHunTe nsMmeHeHus

NMocne BkAO4YeHUA B MeH nosaBuTtca nyHKT "KPI" B pa3pgene "®OuHaHCb, a B
HacTponkKax Texnognep»xku - nyHKT "KPI Settings".

HacTpoinka rpynn nosib30BaTesien

CncteMa ncnonb3lyeT ABe rpynnol:

Techdep-KPI-Calc - ong goctyna K pacdyeTam n HacTtponkam Techdep-KPI-Approve -
ONA yTBEPXKAEHNA pacyeToB

Fpynnbl CO34al0TCA aBTOMaTuM4eckn. Ybeoutecb, 4YTO HY>XHble TOJsb30BaTENMN
nobasneHbl B COOTBETCTBYOWME rpynnbl.

HacTponka napaMeTpoB pacyeTa

MNepengnte B HacTtponkn -> Texnoppepxka -> KPl Settings OTkponTe BKNagKy
"Settings" Haxmute KHonky "Edit Settings"

MpoueHTbl 6OHYCOB 1 BbIHYETOB

YKa>xuTte npoueHTbl 6OHYCOB 1 BbIHETOB 4151 Pa3HbIX YPOBHEN BbINOJIHEHUS:

Bonus 10% - 60HyC npu npeBbileHnn HopMbl Ha 10-19% Bonus 20% - 6oHyC npu
npeBbileHnn HOpMbl Ha 20-29% Bonus 30% - 60HyC nNpu NpeBbIlLEHUN HOPMbI Ha
30-39% Bonus 40% - 60oHyc npwu npeBblWweHUn HopMmbl Ha 40% wn 6onee
(MaKcuManbHbIN)

AHanNOrM4yHoO N4 BblHETOB (NPU HEOOBbLINOJIHEHUN HOPMBbI).
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[ToporoBble 3Ha4YeHUA

Minimum Active Requests for Deduction - MMHMMasbHOE KOJINYECTBO aKTUBHbIX
3a8BOK 019 NPUMEHeHUsa Bbl4eTOB (Mo ymonydaHuio 10). EC/iM aKTUMBHLIX 3a8BOK
MeHblUe, Bbl4eTbl He rnpuMmeHsalTca. Maximum Active Requests for Bonus -
MaKCUMaJsibHOE KOJINYECTBO aKTUBHLIX 3a8BOK AN NpuMeHeHusa 6oHycoB (Mo
ymondaHuio 100). Ecnn akTnBHbLIX 3a89BOK H6onbLue, BOHYCbl HE MPUMEHSIOTCS.

Mpn pacyeTe NOPOroBbiX 3HAYEHUN WUCKKYAKOTCA 3a8BKU YKa3aHHbIX TUMNOB (CM.
HMXxe).

HacTponkmn 3asBOK

On-site Request Multiplier - BO cKonbKO pa3 Bble3aHas 3as8BKa cyMTaeTcs bGonblue
obblyHOM (Mo ymondaHuiwo 3) Completed Statuses - cTaTycCbl 3asBOK, KOTOpble
CHYATAKTCHA BbIMOJIHEHHBIMN  (MOXXHO BblbpaTb HeECKONbKO). [lo  yMoa4aHuio
ncnonb3yeTca CcTaTyc "BbinonHeH", ecnn Huyero He BblibpaHo. Excluded Request
Types for Thresholds - Tunbl 3asBOK, KOTOpble WCKYAKTCA MpU pacyeTe
MoporoBbiX 3HayvyeHun (Hanpumep, "lMpoekT", "lMocTaBka"). 3TWU 3a9BKU He
YYUTbIBAOTCA MpU MnoAcYeTe aKTMBHbIX 3asfBOK A1 MPOBEPKM MOPOroB, HO
YUYUTbIBAOTCA NPU NOACYETE BbIMOJHEHHbLIX 3a5BOK.

ABTOMaTM4YeCKOe Co3aHne HaYNCNeHNIn

Auto Create Charges - ecnu Bk/l0O4YEHO, NMpU YTBEPXXOEHNM pacyeTa aBTOMaTUYeCKU
co3patTcA HavmcneHus (ona 6oHycoB) 1 yaep>xaHus (419 Bbl4eTOB) B (PMHAaHCOBOM
Moaysne. CyMMbl KOHBEPTUPYIOTCHA B BajlOTy Mo yMosdaHuto. Haxmute "Save" ans
COXPaHEeHNSA N3MEHEHUN

HaCTpOIZKa HOPMaTWMBOB IO nogpasaejieHndam

MNepengnte B HacTtponkn -> Texnoppepxka -> KPl Settings OTkpowuTe BKNagKy
"Norms" Haxmute kKHonky "Add Norm" BblibepuTe nopgpaspeneHve uU3 Cnucka
YKaXKnute KOJIMYECTBO 3adBOK, KOTOpPOEe [O0JI)KEH BbIMNOJHATL COTPYAHUK 3TOro
nogpasneneHns B geHb Haxxmute "Save"

Onga pefakTUpPOBaHWA HOpMaTMBa Ha>KMUTE Ha KHOMKY pefakKTUpoBaHUA B CTPOKe
Tabnuubl. [Ona ypaneHua - KHOMKY yAaaneHusa. BaxHo: [Ona  Kaxporo
noapasgeneHns MoxXeT BbiTb TOJIbKO 0AMH HOPMATMB. PacyeT BbINOIHAETCS TOJIbKO
ONA COTPYOHUKOB, Y KOTOPbIX:

EcTb noppaspneneHve [Ona nogpasgeneHna 3agaH HopMaTmB ECTb 3anmcb O
3apnnaTe

TpeboBaHusa ana paboTbl cMCTEMBI

Ona KoppekTHOM paboTbl cMCcTeMbl HeEOBX0AMMO:
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Bknounte KPl B HacTponkax mMoayns Texnoanepxku 3afaTb HOpMaTUBbl XOTHA Obl
071 0QHOro nogpasfeneHvnsa Y CoTpyoHMKOB LOJ/DKHbI BbITh: MoapasneneHue (org)
3anncb o0 3aprsiate B (hpMHAaHCOBOM Mopyfe B cucteme foJiKHbl ObiTb HAaCTPOEHbI:
CTtaTycbl 3asBOK (xoTsa 6bl cTaTyC "BbinonHeH") Paboynn kaneHpapb (Npa3fHUYHbIE
OHW) BanoTbl (419 KOHBEpTauum 3apniar)

ABTOMaTUYECKUIN pacyeT

ABTOMATMYECKUI pacyeT 3anyckaeTcsa 1-ro 4ucna Kaxpgoro mecsuya B 2:00 un
co3faeT pacyeT 3a npeabliaywmnn mecsu. YbéeamTtech, 4To:
HacTtpoeH u 3anyweH Celery Beat 3apava calculate kpi_monthly pobasneHa B

pacnucaHue Bknwo4deHa HacTpounka "PaccynTeiBaTh KPI"

HacTtporika KPI v2

HacTtpownka KPI v2

Hoeasa cxema KPl nobasneHa B penunse 2.1.0. HacTponku [ocTynHbl B HacTponkn -
Cepsuc-geck = KPI v2 Settings (nnm /servicedesk/kpi/v2/settings/).

[ pynnbl foctyna

Npynna lMpaBa
Techdep-KPI-Calc NMpocMoTp MaTpuLbl, CO3aaHMNE pac4€ToB, HACTPOMKa NapamMeTpoB
Techdep-KPI-Approve YTBep>XaeHne n oTMeHa pacyéToB

Obwme napameTpsbl (Settings)

MapameTp Ha3HaveHne o yMos4aHUIO

Coordination coefficient Jona o6béMa 3aaBKK Npu HanM4YuMmM 3adayv (KoopaunHauums)
0,40

On-site coefficient MHoXXnTenb An4 Bble3gHbIX 3a8BOK/3aga4y 1,20

Volume score cap NoTonok score 6a1oka o6béma 120

Weight: volume / SLA / quality / comments Beca 6nokoB B ntorosom KPl 40% /
10%+20% / 15% / 15%

Quality penalties LUTpad 3a % nepeoTKpbITUN 3as9BOK U 3aga4 3/ 2

Comments / SLA caps OrpaHudeHune ntorosoro KPl npn HU3KMX NoKasaTensx nopor
85 / cap 85; SLA 80/ cap 90

[MnaHbl nogpasneneHnn (Department Plans)
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Ona  Kaxpgoro nogpasfeneHnss  3adaéTca naaH  cyMMapHbix  6annos
(plan_total _points) Ha Mecsu. OT Hero cynTaeTca score 6a1oka obbvéma: min(cap, 100
X (haKT / nnan).

Beca Tunos 3aaB0oK (Request Type Weights)

Ona kaxxporo Tuna 3aaBku (MHUmaeHT, 3anpoc, MNMocTaBka u T.4.) 3a4aéTcs BeC B
6annax. 3akpblTas 3asBka HaéT Bec X  KoO3PuUUMEHT Bblesga X
KO3(hPULMEHT KOOPAUNHALNN.

KaTteropuun cno>xxHoctun 3agad (Task Complexity)

CnpaBOYHUK KATeropmm CNOXKHOCTU 3a[ay B 3asBKaX:

Name — Ha3BaHue (Hanpumep, «[pocTas», «CnoxHaa») Weight — 6annbl 3a
3aKpbITyto 3agady Default — kaTeropusa no ymon4aHuio npu 3akpbiTum 3agaym Order
— MopsAAOK B CrKUCKe

Mpwn 3aKpbITUX 3a4a4M B 3a89BKEe UCMONIHUTENb BbiIbMpaeT KaTeroputo CAOXXHOCTU —
OHa BaungeT Ha KPI v2.

[lpouenypa BHeOpeHUd

HacTponTte Settings, Department Plans, Type Weights, Task Complexity. Oby4uTte
NCnoNHUTeNen ykKasblBaTb CJIOXKHOCTb 3ajady W Bble3g Npu 3akpbiTun. B KoOHUe
Mecsiua co3JanTe pacyéT Ha cTpaHuue KPlI v2 - PaccyuTaTb. [lpoBepbTe
AeTannsaunio n yTeepamnTe pacyer.

CMm. Takxe: KPI v2 (nonb3oBaTens), KPI v1

HacTponka oueHOK paboThl

HacTponka oueHok paboTbl (Evaluation)

Cuctema oueHok gobasneHa B penuse 2.1.0.

CnpaBOYHUK aKTUBHOCTEN

B cuctemHonm agMuHke Django: Servicedesk — Evaluation activities.
None OnucaHwne

Emoji koHka akTuBHOCTK (0TOBparkaeTcsa B hopme BbibOpa)
Name KpaTkoe Ha3BaHue

Description NosicHeHne ansa Bbibnpatowero

Positive evaluation MonoxutenbHas ([J) unm otpuuatenbHas ([)
Points Bec B oT4éTe (N0 ymon4aHuto 1)
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Sort order MopsAAoK B CNUCKe
Active OocTtynHa ans sBoibopa
Mpn nepBOM 3anycke aKTUBHOCTU MOFyT 3arpyxaTbCA ©3  (PUKCTYpbI
sd_evaluation_activities.json.

MpaBa (django-rules)

NpaBwio Ha3Ha4vyeHne

evaluation.rate_request KTo Mo)XeT CTaBUTb OLEHKY MO 3asiBKe

evaluation.rate_task KTo MOXeT CTaBUTb OLEHKY NO 3ajave

evaluation.view _report Joctyn kK oT4€Ty OueHka paboThl

HacTponka npaB — 4epes3 rpynnbl nosib3oBaTesien n moaynb npasun (Rules) B
agMUHKe.

PekoMeHOyeMbin HABOp aKTUBHOCTEWN

MonoXxuTenbHble: bbicTpoe pelwleHune, KavyecTBeHHas KOMMYHUKaLMS,
NPOaKTUBHOCTb, MoMoLLb Kosere. OTpuuaTesibHble: HapyweHune SLA,
HEKOPPEKTHOe 3aKpbiTue, OTCYTCTBME KOMMEHTapueB, MNOBTOPHOE OTKpbITUE Mo
BUHE UCNONHUTENS.

OTYEeTHOCTb

URL oT4éTa: /servicedesk/evaluation-report/. MNMyHKT MeHi0 «OueHka paboTbi» B
pasgene Tex[en (MoOAy/b cepBUC-LAECKA).
CMm. Takxe: OueHka paboTbl (NoNb30BaTENb)

NHTerpauuns c Bitrix24

NHTerpauwnsa c Bitrix24

DocTyn: HacTponkn - Servicedesk - Bitrix24 Integration URL:
/servicedesk/bitrix24/integrations/ UHTerpaumnsa ceasbiBaeT 3ad9BkKM ASK ¢ 3agadamu
KOPNOpPaTUBHOIO nopTtana Bbutpukc24 (obnako nnu on-premise).
CUHXPOHU3NPYIOTCA CTaTyCbl, KPaAaMHWUA CPOK, MNPUOPUTET, Ha3BaHME 3afBKN W
KOMMeHTapum — C Yy4€TOM nMpaBui, OMNUCaHHbIX Humxe. Kaxxhas wuHTerpauus
npuBsi3aHa K ogHoMy KnneHTy ASK n paboTaeT TOIbKO C ero 3asiBKamu.

6.1. Co3maHne n peoakTupoBaHMe NMHTerpaumn

HaxmnTte Add Integration (Jo6aBnTb MHTErpauunto) Nanm OTKPONTE CYLLLECTBYIOLLYHO
3anncb ONg peaakTUpoBaHUS.
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None OnucaHwne

KnneHT KnneHT ASK, A515 3aBOK KOTOPOro AenNcTByeT nHTerpaumns (obssatenbHoe)
Bitrix24 Domain JomeH nopTtana 6e3 https://, Hanpumep portal.company.local nnun
mycompany.bitrix24.ru

Webhook URL URL Bxogsuero sebxyka Bitrix: https://domain/rest/1/kon/

Is Active BKnto4eHne/oTKo4YeHe HTerpaumm

Responsible Emails Cnncok email mncnonHutenen depes 3anatyiwo — whitelist
CUHXPOHM3aLunm (cm. pasgen 6.3)

Create Tasks From Requests Ecnu BK/OYEHO: npu co3faHunm 3aaBku B ASK
aBTOMaTM4YeCKu co3naéTca 3ajada B Bitrix. [0 yMoOn4aHUIO BbIKOYEHO

Default service Ycnyra kaTasora gnsa 3asBOK, CO34aHHbIX U3 3TON nHTerpauun. Ecnum
He 3apaHa — default_service nctoyHuka «bUTpUKC» UM ycnyra «Texnognep xka».
Cm. MapwpyTusaumsa KaHaioB

BaxHo: pomeH B Webhook URL pgosxeH cooTBeTcTBOBaTb Mmoo Bitrix24 Domain.
Mocne coxpaHeHuna wuHTerpaumm UUID 3annucm noHapobuTcs ans mcxopsuero
Bebxyka Bitrix (cm. pa3sgen 6.2).

6.2. HacTponka BebxykoB B Bitrix24

Bxoasawunn sebxyk (ASK — Bitrix)

MpunoxxeHusa - Bxopawunin sebxyk MNpaBa gocTtyna:

3apayn (tasks) — co3paHue n obHoBneHune 3apad lMonb3oBaTenun (user) — MOUCK
nonb3oBaTtenen no email KommeHTapum (task.commentitem) — nybnukauus
KOMMeHTapueB B JieHTe 3afayn YaT u ysegomneHus (im) — yTeHue coobuieHnn
4yaTa 3aja4yn (aKTyasibHO A1 MOpPTanoB, roe KOMMeHTapum yxoasaT B 4aT; tasks =
25.700)

CkonupoBaHHbI URL ykaxkuTe B none Webhook URL nHterpauun ASK.

Ncxopawmm Bebxyk (Bitrix - ASK)

MpunoxeHna —» Ncxogawmnm Bebxyk

URL obpaboTyumka: https://<pomeH-ASK>/servicedesk/bitrix24/webhook// CobbiTus: [J
ONTASKADD — co3paHue 3amadnm [J] ONTASKUPDATE — obHoBneHue 3agaun []
ONTASKCOMMENTADD — He TpebyeTcs (KoMMeHTapunm u3 Bitrix nogTarneatoTCs
nepuogunyecknm onpocom REST, cm. pasgen 6.6)

UuiD MHTerpaumm BMOEH B URL CTpaHULbI pefnakTMPOBaHUA:
/servicedesk/bitrix24/integrations//update/.

6.3. Whitelist ucnonHntenen (Responsible Emails)

Cnucok Responsible Emails — ueHTpasbHOEe npaBwWiOo WHTerpauumun. Ha Hero
3aBsA3aHbl NOYTU BCE CLLEHApPUMN.

Co3pnaHue 3aaBkU B ASK 13 3ana4u Bitrix
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3aaBka co3paétcs (no cobbitmio ONTASKADD mnu npu nepnogmnmyeckoMm ornpoce),
TOJIbKO eCNn ncnonHnTenb 3agaydn B Bitrix BxognT B Responsible Emails.

JBYCTOPOHHSAS CUHXPOHN3ALINSA MO CBA3aHHOW 3a4a4e

Noka ncnonHnTenb 3aga4vu B Bitrix He n3 whitelist:

n3MeHeHuna 3aaBKN N3 ASK He oTnpasnsoTca B Bitrix (CTaTyc, CpOK, KOMMEHTapuu u
T.0.); nonsa 3asBkKM M3 Bitrix He noaTaruesatoTca B ASK (KpoMe aBTOOTMEHbI — CM.
HUXxe).

Korpa ucnosHuTesb cHoBa 13 whitelist — cMHxpoHu3auunsa Bo3obHoBsAeTCS.

CMeHa ncnonHuTensa B Bitrix Ha nonb3oBaTena BHe
whitelist

3asBka B ASK aBTOMaTu4yecku nepesBoanTcs B cTaTyCc «OTMeHeHa» (C CUCTEeMHbIM
KOMMEHTapueM o npuymHe). 3agada B Bitrix npu 3ToM He 3aKkpbiBaeTcsa — paboTa B
Bitrix MoxeT npopgosxaTbCsa. VcknaoyveHne: 3agada B Bitrix y>xe B 3aBepLUEHHOM
cTaTyce (4/5), a 3a89BKa B ASK — «BbINO/IHEH»; TOr4a aBTOOTMEHAa He BbIMOJIHAETCS.

ConocTaBsieHMe noJsib3oBaTenen

Monb3osaTenn B ASK u Bitrix conocTasnsaoTca no email (6e3 y4éTta pernctpa). Email
B 00enx cmctemMax AOJ/KHbI COBNanaTh.

6.4. HanpaBneHnsa CUHXpPOHM3aLUNNn

ASK - Bitrix

YTO CMHXpoHM3npyeTcsa Yciosus

Co3paHune 3apaynm BknoyéH Create Tasks From Requests, 3assBKa He 4epHOBUK, eCTb
aKTUBHaA MHTerpauns onsa KameHTa

CTtaTyC, KpavHWUW CpPOK, WCNOJIHUTeNb, npuopuTeT ECTb cBA3b Bitrix24Task,
ncnonHuTesnb 3agayn B Bitrix B whitelist

My6bnnyHble KOMMeEHTapumn, pestomMe, oTBETHI B Lenoyke Bitrix Cm. pa3aen 6.6
KoMMeHTapum npm CMeHe KpaHero cpoka TekCT U3 Nosisi «kKOMMeHTapun» B popme
CMeHbl CpoKa NybankyeTcs B 3afa4e OTAesIbHbIM COObLLLEeHVEM

Ha3BaHne 3aga4m B Bitrix npn co3zgaHum n3 ASK bepétca ns 3arosoBka 3asaBku (6es
npedunkca «3asBka #ID»). MNMpun obHoBneHun n3 ASK Tema 3agaym B Bitrix He
MeHseTCA.

Bitrix - ASK
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Y10 cMHXpoHun3npyeTcsa Ycnosus

Co3paHune 3aaBkM NcnonHnTens 3agayum B whitelist

CtaTycC, KpalHUN CPOK, Ha3BaHWe, NPUOPUTET, NCMONHNTENb NcnonHuTenb 3apa4u
B whitelist

KommeHTapum NcnonHutens B whitelist 1 @ynoMmuHaHne coTpyaHmnka mn3 whitelist B
TekcTe (CM. 6.6)

MocTaHOBWMK 3ada4vu lMpu mMnopTe Ha3Ha4daeTcd 3aaBuTenemM/nosiydaTtenem (no
email)

N3meHeHuns, npuweawmne u3 Bitrix, He oTnpaBnaTca obpaTHO B Bitrix (3awmTa oT
uuknos). flononHuTenbHo paboTaeT nepuogunyveckuin onpoc Bitrix (Celery-3apava
sync_bitrix24_tasks, nHTepsan 5 MUHyT).

6.5. CMUHXpOHM3aLUNA CTaTyCOB

CTaHOapTHble TeXHU4YecKme cTaTycCbl 3agau Bitrix:
ID Ha3BaHwue B Bitrix

1 HoBasg

2 XKOET BbINOJIHEHUSA

3 BbinosiHAeTCA

4 XXOET KOHTPONS / Ha NpoBepke

5 3aBeplieHa

6 OTnoxxeHa

7 OTKNOHEHa

N3 ASK B Bitrix

CraTtyc ASK CtaTyc Bitrix

HoBasa 1

K ncnonHeHuto 2

B paboTe, OnnaTa, MNocTaska, [lencTemne TpeTben CTOPOHbLI 3

OTBeT KMeHTa 6

BoinonHeH 5, nubo 4 ecnam y 3adayvyMm  BKJKYEH KOHTPOJIb MOCTAHOBLUMKA
(TASK_CONTROL)

OTMmeHeHa 7, nubo 5 ecnm cTaTyc 7 HEAOCTYNEH Ha nopTane

N3 Bitrix B ASK

CtaTyc Bitrix CtaTyc ASK

1 HoBa#s

2 K ucnosiHeHuo

3 B paboTe

4, 5 BbInosiHeH

6 OTBeT KNIMeHTa

7 OTMeHeHa

Ecnn 3aaBka B ASK yxe «OTMeHeHa», cTaTycC u3 Bitrix He nepeTupaeT €€, noka
3aja4a B Bitrix cHoBa He «0oTKpoeTca» C ncnonHutenem ns whitelist. Mpun Bxogawmx
N3MeHeHnAxX w3 Bitrix B >XypHan 3asBKM MULWYTCA 3anucm O CMeHe cTaTyca,
KpanHero cpoka, UCnoJiHuTeNnsa n npuopuTteTa.
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6.6. CUHXpPOHM3ALNA KOMMEHTapuneB

ASK - Bitrix

B 3apauvy Bitrix nonagatoT:

nybnnyHble KOMMeHTapum (is_public — BKIOYEH nMepektovaTesb «BULEH KIINEHTY»,
WKOHKa rJia3a B JIeHTe); pe3ioMe MNpu 3akpbiTUM 3adBKW; OTBETbl B LENoYke K
KOMMEeHTapuio, MMNOPTUPOBaHHOMY U3 Bitrix (C KpaTKoOW UMTaTOW WUCXOOHOro
TekcTa).

He oTnpaBnatTCa:

BHYTpeHHNEe KoMMeHTapuu (6e3 nara BMAMMOCTM [ONA KINEHTA); ChyxebHble
KOMMeHTapun (Hanpumep, «co3faHa 3ajada Mo 3asBKe»); KOMMeHTapuu rpu
pefakTUPOBaHUN YXXe CO3[4aHHOro KOMMeHTapusa (CUHXPOHM3auUUa TOJIbKO Mpu
rnepBoOM CO34aHNN).

ABTOp B Bitrix onpepenseTca no email asTopa B ASK (AUTHOR _ID); npu oTCyTCTBUK
COBMaZleHnsi NCroJib3yeTCs UCMOJIHUTESb 3ajaun.

BnoxxeHus (dpawnnbl)

dannbl, NpukKpeniéHHble K KoMMeHTapuio B ASK, B Bitrix He nepepatoTca. B 3apavy
yXOOUT TOJIbKO TEKCT KOMMeHTapusa. NcknyeHue: niobpaxeHne, BCTaBleHHOE B
TEeKCT pefakKTopa (paste), KOHBepPTUPYETCA B CCbIJIKY B Tesle KOMMeHTapusa. ®annsl,
MPUKpPerniEHHble 4Yepe3 CKpenky (4unbl non penakTopom), B Bitrix He nosaBATcs,
[aXKe ec/in TeKCT KOMMeHTapusa ywén ycnewHo. Mo ymMon4yaHuio nepekayaTesb
BUAVMMOCTWN 018 KJZIMEeHTa BbIKJIlOYEH — OJ19 OTNPaBKWN B Bitrix ero Hy>KHO BKJIIOYUTb
rnepen oTrpaBKoMW.

Bitrix - ASK

KoMMeHTapuin NIMNOpTUPYETCS B 3aABKY, €CNu:

ncnonHMTenb 3agadn B Bitrix BxoauTt B Responsible Emails, n B TekcTe
KOMMeHTapusa eCTb @YMNOMUHaHME COTPYAHMKA N3 TOro Xe Crncka.

Pacno3HatoTcs, B 4YacTHocTu: BBCode [USER=id], ccbinkmn data-user-id,
/personal/user/{id}/, a Takxe [URL=mailto:email@domain]...[/URL]. OnuncaHune
3agaym n3 Bitrix (c Bepcun 2.1.0): npn nmnopTe 3asaBkM HTML-pa3meTKa onncaHuns
3agauu Bitrix koHBepTupyeTca B TekcT/Markdown ana nona onmcaHms 3asaBku B ASK
— coxpaHstoTca ab3aubl 1 6a3oBoe opMaTUpoBaHME, CNyXebHble Tern yaansaTcs.
NmnopT BbiNnonHaeTca onpocoM REST (Kakable 5 MUHYT), HEe 4epe3 Ucxoasawunmn
Bebxyk ONTASKCOMMENTADD. [Ona nopTanoB C 4aTOM 3adad AOMNOJHUTENbHO
yuTaeTcs im.dialog.messages.get (Hy>XHO NpaBo im y Bxoasulero sebxyka).

6.7. CNHXpOHM3aLMa npuopuTeTa

Ce4a3b npuoputeTa ASK «Bbicoknn» ¢ nonem priority=2 B 3agade Bitrix:
Bitrix = ASK: ToNbKO 4epe3 nepuogmnyeckuin onpoc; npuoputeT B ASK mMeHseTcs,
ecnn priority B Bitrix nsmenmnnca ¢ npownoro onpoca. ASK - Bitrix: cpa3y nocne
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coxpaHeHus 3aaBKu (Npu ucnosHuTesne B whitelist).

6.8. lpoBepka paboTbl MHTErpaunn

Co3panTte TeCTOBYHO 3a8BKY 0151 KJIMEHTA C aKTUBHOW MHTerpauynen. Ecnm BkIOYEH
Create Tasks From Requests — B Bitrix goshkHa NosABUTbLCA 3ajav4a C 3aroJIOBKOM
3a8aBkKMN. Ha3Ha4dbTe B Bitrix ucnonHutena wu3 Responsible Emails — ponxHa
co3gaTbCa (unm ceasaTbes) 3asBKa B ASK. MIameHnTe cTaTycC 3asa8kM B ASK — cTaTycC
3agaynm B Bitrix posmkeH obHoBUTbLCA. [obaBbTe MNyO6ANYHBLIA KOMMEHTaApUN C
TEKCTOM — OH [0JIKEH MoABUTbLCA B 3adade Bitrix (bann npm 3ToM He nepepnaércs).
3aBepwunTe 3a8a4y B Bitrix — 3aaBka B ASK fo/mkHa nepenTun B «BbiNoSHEH».
OnarHoCTUKa KOHKPETHOro KOMMeHTapus:

B NneHTe ASK y KOMMEHTapua eCcTb WKOHKa rna3a (nybnnyHbin);, B CUCTEMHON
agMuHke Django ecTtb c¢BA3b Bitrix24Comment pna 3Toro KoMMeHTapus;
ncnonHuTenb 3agayvn B Bitrix B Responsible Emails.

6.9. YcTpaHeHMne Henonaaok

3aga4um He co3pnatoTca B Bitrix n3 ASK

MpoeepbTe dnar Create Tasks From Requests (Mo yMon4aHUIO BbIKJOYEH).
NHTerpaunsa aktuBHa, webhook URL koppekTeH, y Bebxyka ecTb npaBa tasks.
3asiBKa He YepHOBUK 1 MpuBsA3aHa K KJIMEHTY MHTerpauuu.

3a9BKW He co3patoTca B ASK n3 Bitrix

Email wcnonHuTena 3apaym ectb B Responsible Emails. HacTpoeH ucxogswmn
Bebxyk (ONTASKADD) wnan [oxauTtecb Nepuogmyeckoro onpoca (Ao 5 MUHYT).
NWHTerpaumna akTueBHa.

CTaTyCbl WM NONA HE CUHXPOHN3NPYIOTCS

NcnonHuTenb 3apaydum B Bitrix B whitelist (cm. pasgen 6.3). B ASK ecTb cTaTyChbl C
oxupgaembiMn HasBaHuAMK (Hoas, K wmncnonHeHuto, B pabote, OTBET KJMEHTa,
BoinonHeH, OTMeHeHa). Ona «BbinonHeH» y4ntbiBanTe TASK CONTROL B 3apave
Bitrix.

KoMMeHTapum He CUHXPOHUN3UPYOTCS

ASK - Bitrix:

KoMMeHTapun nybnmyHbin (BKOYEH nepektovaTenb BUAMMOCTU NpuU OoTrnpaBKe).
NWcnonHntenb 3apaym B Bitrix B whitelist. KommMeHTapuin co3paH 3aHOBO, a He
oTpenakTmpoBaH no3xe. OXxuaganTe TOJIbKO TEKCT; BJNOXeHUsa B Bitrix He
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nepenatTCs.
Bitrix - ASK:

CobbiTne ONTASKCOMMENTADD He Hy>XHO — npoBepbTe Nepuoanveckmnii onpoc v
npaBo im And 4aTa 3agady. B KoMMeHTapunm ecTb @ynoMUHaHUE COTpPyAHWUKaA W3
whitelist. NcnonHnTens 3agayn B whitelist.

NcnonHnTenb He Ha3Ha4daeTcH

Email nonb3oBaTens 3anonHeH B ASK u coBnapaeT ¢ Bitrix. lNMonb3oBaTenb
cywecTtsyeT B Bitrix (Bebxyk ¢ npasom user).

[TfpoCcMOTp SIOros.

Nwinte 3anncm ¢ npedukcom servicedesk.bitrix24 B norax Django:
nponyck add_comment — ncnonHntens BHe whitelist; Error adding comment / Error
syncing comment — owmnbka API Bitrix.

6.10. OrpaHun4eHuns

YepHOBMKM 3aABOK He CUHXPOHU3NpYTCA. OAUH KINEHT — O[Ha WHTerpauus c
oOHUM pomeHoM Bitrix (yHukanbHas napa client + domain). BnoxeHus
koMMeHTapues 13 ASK B Bitrix He nepepatoTcs. PefjakTupoBaHue KOMMeHTapusa He
Bbl3blBaeT MOBTOPHYIO OTrNpaBKy B Bitrix. CMHXpOHU3ALMA UCXOOAWMX USMEHEHNN
BbIMONHAETCA nocse commit TpaH3akumn (Hebonbliasa 3agep>XKa BO3MOXKHa). lMpu
yhaneHunm wuHTerpaummn cBasm ASKeBitrix pa3spbiBatoTcs; 3agaydm B Bitrix He
yhansaioTcs.

6.11. YnpaBneHne nHterpayunamm

PepakTupoBaHune: KHonka Edit B cnucke uHTerpauyunn. OTKAKOYEHUEe: CcHuMuUTe Is
Active — HacTponkun coxpaHaTcsa. YoaneHue: KHornka Delete (c nogTBepxxaeHmnem);
CBS3M pa3pbiBalOTCA, 3a4a4m B Bitrix ocTatoTcs.

CBA3KM 3as9BOK N KOMMeHTapueB C Bitrix Takxe OOCTYMHbl B CUCTEMHOW afMUHKe
Django: mopenu Bitrix24Task n Bitrix24Comment.

LLlabnoHbl nnaHa paboT

LLIa6sioHbI NnaHa paboT (YekKNncThbl)

AgMuHucTpaTop BeAET WabnoHbl YEKINCTOB, KOTOPbIE CAeuUnasncT npuMeHseT Ha
3aaBKe B 6510ke «[lnaH paboT».
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HacTpounka

HacTpoinkn - CepBuc-geck - LLabnoHbl niaaHa paboT URL:
/settings/servicedesk/checklist-templates/

«[106aBUTb WabnoH» — Ha3BaHME N MYHKTblI CNUCKa. PegakTupoBaHne / yoaneHue
— KHonkun B Tabnnue wabnoHos.

Mpaga: HacTpomkm SD (system.sd settings / pocTtynm K pa3geny HacTpoek
cepBucC-gecka).

[lpuMmeHeHne Ha 3adBKe

OTKponTe KapTo4dKy 3asaBKW. B pa3pene «lMnaH paboT» BbibepuTe wWabnoH w3
cnucka. MNMyHKTbl wabnoHa [ob6aBnsAlTCA B YEKJIUCT 3as8BKWU; Aaljiblle OoTMevanTe
BbIMOJIHEHNE KaK 06bIYHO.

LLlabnoHbl obwine ons TexnognepXku (He NpuBsi3aHbl K ycayre kaTtanora). x xe
MOXXHO yKa3aTb B WabnoHe persamMeHTHON 3asiBKM — MNpPU aBTOCO3OaHUN 3aSBKWU
NMYHKTbI CKONUPYIOTCS B NiaH paboT.

LL1ab10HbI pernaMeHTHbIX 3asiBOK

LLIa6N1OHbI pernaMeHTHbIX 3asBOK

AoMuHNcTpaTop (unm MeHepxep ¢ npaBom servicedesk.manage maintenance)
HacTpamBaeT WAabNAOHbLI, MO KOTOPbIM CUCTEMA ABTOMAaTUYECKW CO30AET 3aABKWU
Service Desk no pacnucaHuio. Pabovee pykoBOACTBO AN  CreunanncToB:
PernameHTHbIE 3a9BKMW.

HacTponka wabnoHoB

Hactponkn - CepBuc-gpeck — LWabnoHbl pernameHTHbiXx 3a8BokK URL:
/settings/servicedesk/maintenance-templates/

«[1ob6aBuTb WabnoH» — 3anonHUTE NoNA 3asaBKWU (ycnyra, Tumn, NpuopuTeT U T.4.).
Tema wn onucaHune nogaepxmeatoT nnencxongepol {ci}, {client}, {date},
{schedule}. OnunoHanbHO yKaxkuTe WabnoH nnaHa paboT (4EKNUCT) — NYHKTbI
CKOMUPYIOTCA B CO30aHHY 3aaBKy. LabnoH ¢ npuBsA3aHHbIMW pacnvucaHUsaMN
yhoannTb Henb3sa — geakTusupyuTe (is_active).

MNpaBa: servicedesk.manage maintenance (rpynnel Bpoae TechDep-Manager /
Rules-TopMan / superuser).

PacnncaHua (onepaynoHHbIN pa3aen)

Cnmcok wn CRUD: Texnopgoepxka — PernameHTHble pacnucaHua  URL:
/servicedesk/maintenance/schedules/ Tlpu coxpaHeHUM pacnmcaHua cucTeMa

DokymeHTaumsa ACK Jlerapyc | Bepcusa: 2.2.1 | CtpaHuua 83



BblYMCNAET next_run_at. Co3paHue 3a5BOK BbIMOJIHAET Celery-3afaya
servicedesk.tasks.process_maintenance_schedules (B Beat — ka>xgble 5 MUHYT).

Mogenn OaHHbIX (OpUEeHTUP AN CONPOBOXKAEHWNS)

CywHocTb Ha3HavyeHue

MaintenanceTemplate LWa6noH nonen 3asaBKN + ONUMOHANbHbIN YEKNNCT
MaintenanceSchedule PacnucaHue (knnenT, KE, recurrence, next_run_at)
MaintenanceRun >XypHan cnotoB (created / skipped / failed), yHMKanbHOCTb
(schedule, scheduled for)

Request.maintenance_schedule CBA3b co3naHHOW 3a8BKN C pacnucaHnem
RequestSource «PernameHTHoe obcnyxmsaHue»

Kona: servicedesk/maintenance_models.py, servicedesk/maintenance.py,
servicedesk/maintenance_views.py.

NCTOYHUK 3a8BOK

Mpu Mmurpaumm / fixture npobaBnsaeTca UCTOYHUK «PernameHTHoe 06CNy>XMBaHME>.
OToenbHbIN TUN 3a8BkK (RequestType) He TpebyeTcs.

[loBegeHne niaHupoBLLKKa

Co3pnaHune B peHb paboT B time_of day (4acosonm nosc Celery: Europe/Moscow).
Heckonbko KE — opnHa 3asdBKa. YeknucT onuuoHaneH. MNpwn skip_if open_exists u
He3aKpbITOM 3asBKe N0 pacnmcaHuo 10T NnomMmeYvaeTcs skipped, Kypcop caBuraeTcs.
MOBTOPHbLIN 3aMyCK TOro e c/aoTa He co3gaéT aybnb (MaintenanceRun).

CBa3b ¢ CMDB

Ha kapToyke KE — BKJNagkKa perslaMeHTHbIX pacnucaHnn. HacTponku monpyns
CMDB: CMDB — HacTpouKa.

YekncTol

LLlabnoHbl nnaHa paboT HacTpauBawTcsa oTaenbHo: LWabnoHbl nnaHa paboT. B
wabnoHe pernamMmeHTa BbIbMpPaeTCs yXKe CyLEeCTBYOLWMA YEKIINCT.

HacTtponkn mogynsa "lMepcoHan

[oCcTyn K HacTponkam:
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MNepengnte B pasgen "HacTpouku" -> "lMepcoHan" Unm B CUCTEMHOW afMUHKE:
"Personal” -> "Personal settings"

HacTponkun pasgena "YsegomnaeHunsa":

NEW_EMPLOYEE_MATTERMOST (Bullet) - YBegomnatb B o6wmnm kaHan Mattermost o
HOBOM COTpPYAHWKe 3HavyeHue rno ymondaHuio: False BIRTHDAY MM ON (Bullet) -
YBegomnaTb B 06wmnin kaHan Mattermost o gHe poXxxaeHnsa coTpyaHUKa 3Ha4YyeHme no
ymondaHuio: True BIRTHDAY_MM_WEBHOOK (String) - Appec Webhook kaHana
Mattermost ong oTnpaBkyM yBeLOMJIEHUN O LHE POXOEHUSA COTPYAHUKa 3Ha4veHue
Mo YMOJI4aHUIO: NYCTO

HacTponkun pasgena "OTcyTcTBua™:

ABSENCE_VACATION_DAYS ON (Bullet) - Exemecsa4HO HaynCnATb AHM OTMNycCKa
paboTatowmm COTpyOHMKaM 3Ha4eHune no YMOJTHaHUIO: True
ABSENCE_VACATION_DAYS (Float) - Konm4yecTBo exemMeCA4YHO HayncsseMblx OHeNn
OTrnycka 3HayveHue no ymosnyaHuto: 2.3 ABSENCE_TRUANCY_SALARY (Bullet) -
Y4yuTbiBaTh MpoOrynabl Npu pacyete 3apaboTHoM nnaThbl (yaoep»xaHus) 3HavyeHue no
ymondaHuio: True ABSENCE_ILLNESS_SALARY (Bullet) - YuyuTbiBaTb 60s1€3Hb Mpwu
pacyeTe 3apaboTHOM nnaTbl (yaoepxaHusa) 3HadYeHMe no YymondaHuto: False
ABSENCE_REMIND_DAYS (Int) - 3a ckoJIbKO OHen [0 OTnyCKa HamnoMUHaTb O HEM
3Ha4veHune no ymondaHuio: 10 ABSENCE_CANCEL_DAYS (Int) - Yepe3 ckosibKO AOHen
OTKJZIOHATb €C/qIM HeT cTaTyca corjlacoBaHus 3HavYeHWe o YyMonyaHuwo: 7
ABSENCE_REMIND_APPROVE_DAYS (Int) - Yepe3 CKOJIbKO [HeW HanoMuHaTb
pykosoouTento o] cornlacoBaHuu 3HavyeHue no YMOJIHaHNIO: 3
ABSENCE_NO_REG_DAYS (Int) - lMpo#o/mKnTesibHOCTb OTMycKa, He odopmasemMas
opuLmanbHO Micnonb3yeTcsa ecqin B opraHu3aumm npuHATO NpPaBuio 0 BOSMOXKHOCTH
KOpOTKOro oTnycka 6e3 odopmaeHusa. Y4uTbiBaeTCA B y4veTe OTMnycka, HO He
yBegomnaeTca byxrantepusas M He HanoOMUHAEeTCHA COTPYAHUKY O HeobxoAmMmMocCTw
HanucaHna 3aaBJsieHnsA 3Ha4vyeHue rno ymosndaHuio: 5 ABSENCE_MATTERMOST (Bullet)
- YBegomneHuma o6 otcyTcTBuax B MM BkaoydeHue/oTkao4eHUe 3HadeHue no
yMmondaHuio: False ABSENCE_TELEGRAM (Bullet) - YBegomneHuna ob oTcyTCTBUAX B
Telegram Bknto4yeHmne/oTKAOYeHNe 3Ha4YeHre no ymon4aHuio: False

HacTponkn pasgena "Pernctpaumnsa':

USER_REQUIRED _MOBILEPHONE (Bullet) - MobunbHbln TenedoH obssaTeneH npu
peructpaunmn Ecnm BKAKOYEHO, TO nosie MobunbHOro TeseoHa obsizaTesNlbHO K
3anoJIHeHWIO NpU CO34aHUN HOBOro COTPYAHUKA. *cnonb3yeTcs AN NOAKIIOYEHNS
K Tenerpam-6oTy. 3HadyeHue no ymonyvaHuio: False USER REQUIRED DEPARTMENT
(Bullet) - MogpasneneHmne obasaTensHO Npu peructpaumm Ecnm BkntoveHo, To nose
noapasfenieHns obasaTesibHO K yKasaHWIO NMpu CO3JaHUN HOBOro COTpyAHMKa. *Ha
OCHOBaHWW noapasfesieHnss MoryT Ha3dHa4vaTbCA NpaBa YY4eTHOM 3arnncu. 3HayeHue
no ymondaHuio: False USER_REQUIRED _MANAGER (Bullet) - PykosoauTens
obssaTeneH npu perncrtpaumn Ecnu  BKJIOYEHO, TO roJsie  pyKoBOAUTENS
obs3aTeNbHO K YKa3aHWIo Npu Co34aHNM HOBOIro COTpyAHMKA. *[lofie ncnonbsyeTrcs
0N nenernpoBaHUs 3ajay U COrslacoBaHs OTCYTCTBUA. 3Ha4YeHne no yMOoJTHaHuIo:
False USER_REQUIRED TITLE (Bullet) - Jo/mkHOCTb obsi3aTenibHa Npu perncrpaumnm
Ecnum BKJIIOYEHO, TO MoJsie A0J/IKHOCTU 0053aTeNbHO K 3aroJIHEHUIO NpU COo34aHnn
HOBOro COTpPyAHWKa. 3HayveHme no ymondaHwuio: False USER REQUIRED _FIRSTDAY
(Bullet) - LaTa Havana paboTbl oba3aTenbHa Npun peructpaumm Ecnm BkAOYeHO, TO
none paTtbl Ha4dana paboTbl o00s3aTeNbHO K YKasaHU Mpu CO34aHUUM HOBOrO
coTpyaHuka. *Wcnonb3yetcs nna pacdeta 3apaboTHoum nnaTbl. 3HayeHue no
yMmondaHuio: False USER_REQUIRED_SALARY (Bullet) - Pasmep 3I1 obsa3aTesneH npwu
peructpaunmn Ecnm BkAw4YeHo, TO pa3zen 3apaboTHoum nnaTbl obsAs3aTeneH K
3anoJIHeHWI0 TMpu CO3JaHMM HOBOro COTpyAHuKa. *Mlone wucnonb3lyeTca A[ns
eXxemecsyHoro pacydeta HaducneHun 3I. 3HadyeHue no ymon4daHuio: False
USER_NAME_FIRST (Bullet) - CHavana wumsa, 3ateM ¢damuamna Ecnm BKKOYEHO, B
cucteme bynet otobpaxkaTbCca cHavana Mg, 3atem amMmnma coTpynHuka. MHave
HaobopoT. *He MeHseTCca 0N y)Xe UMEeLWNXCA B CucTeMe COTPYAHUKOB 3HavYeHue
no ymonyaHuto: False

CnpaBoYHUNKN MOAYNIA:
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Tunbl NepcoHana - KaTeropum coTpyaHMKOB lMoapasneneHns - opraHM3aLnoHHasn
CTPYKTYypa

HacTponkn moayns "®UHaHChbI

JocTyn K HacTponKamM:

Mepengnte B pasgen "Hactpomkn" -> "®uHaHCbI" NAnM B CUCTEMHON agMUHKeE:
"Finance" -> "Finance settings"

HacTpoinkn pasgena "CyeTta":

REMIND_INVOICE (Bullet) - OTnpaBnaTb HanoOMWHaHWA O BbICTaBJIEHUU CYETOB
HanomuHaTb 6yxrantepmm o HeobXo0QMMOCTWU BbICTaB/IEHUA CcYeTOB C Tabnuuen
[OroBOPOB MO KJMeHTaM 3HaveHune no ymosdaHuto: False REMIND_INVOICE_DAY
(Int) - daTa exemMecs4HOM OTMPaBKM HAMOMUHAHMA O BbICTaBJIEHUN CYETOB Yucno
Mecsdua, Korga oTnpaBigeTcs HanoMmHaHue 3HadeHue no ymondaHuw: 20
REMIND_INVOICE_EMAIL (String) - Aaopec byxrantepun Ans oTnpaBKu HanOMUHAHWUIA
O BbICTaBsneHUU cHeToB Email agpec pna oTnpaBkM HanoMMHaHUW 3Ha4vYeHMe no
ymondaHuio: nycto REMIND_NOPAY_DAY (Int) - JaTa e)xXemecCcA4YHOW OTrMpaBKu
HanNnOMMHAHNA KJIMEHTY O He oOonJlayeHHOM Cc4éTe Yucno mecsua, korga 6yayT
BbIYNCNATBCA HEe OrJIaYeHHble cYyeTa U OTNPaBAATbLCA HAMNOMUHAHUA KAMEHTY (Ha
adpec yKasaHHbIN KaK KOHTaKT Byxrantepum B KapTO4YKe KJMEHTa) 3HayeHue Mo
yMmondaHuio: 10

HacTpoinkn pasgena "YsegomaeHusa":

SEND_ACCOUNTING_EMAIL_ON (Bullet) - OTnpasnaTe yBenomseHus byxrantepuu
no 3/IeKTPOHHOM rnoyre 3HavyeHue no YMOJTHaHUIO: False
SEND_ACCOUNTING_MM_ON (Bullet) - OTnpasnaTe yBepomneHua Oyxrantepuu
yepe3s Mattermost O6uwas HacTpowmka 3HayeHne Mo ymonyaHuto: False
ACCOUNTING_MM_WEBHOOK (String) - Aopec Webhook komaHabl byxrantepun ons
oTnpaBku yBegomsieHnn B Mattermost URL Bebxyka pna OoTnpaBKM yBeOOMJEHUN
3HayeHne no ymosnyaHuio: nycto ACCOUNTING MM _CHANNEL (String) - ID kKaHana
byxranTepun B Mattermost gna otnpaBkn yBegomaeHuin ob oTCyTCTBMAX 3HaYEeHMe
no ymon4aHuio: absences ACCOUNTING_EMAIL (String) - Aopec 3/1eKTPOHHOWN MOYTbl
byxrantepun O6wwun agpec OyxranTepum aOns OTNPaBKW YBEAOMJIEHUA MO
3/1eKTPOHHOW no4yrte 3Ha4veHue no YMOJIHaHUIO: nycTo
CHECK _CLIENTS_AND _CONTRACTS (Bullet) - T[lpoBepATb AOeNCTBUTENIbHOCTb
KJIMEHTOB M UX O0roBopoB [lpn BKJOYEHUM CUCTEMA aBTOMaTU4YeCKU npoBepseT
aKTyaJIbHOCTb [aHHbIX KJIMEHTOB W WX [OroBopoB. B ciiydae pacxoxneHuwn
(HaNpuMep, UCTEKWMN O0roBOP WM HEaKTUBHbIM KJIMEHT) MeHenXXepbl nojsy4aT
yBegoMsieHne. 3Ha4eHue rno ymosadaHuio: True

HacTpoinkn pa3gena "lMnaTtexxHbIn KaneHaapb":
REMIND_PAYMENT (Bullet) - OTnpaBnATb HarnoMmHaHWsa o rnjiaTexax 13 KaneHgaps
nnartexen 3HavyeHue rno ymon4danuio: True REMIND_PAYMENT_EMAIL (String) - Aopec
3N1eKTPOHHOW MOYThbl OJ19 OTMNPaBKM HANOMWUHAHMK O rMJaTexXax 3HadeHue no
ymon4vaHuio: nycto REMIND_PAYMENT DAY (Int) - 3a CKONbKO KaneHJapHbIX OHEN
[0 nnaTe)a oTNpaBaATb yBegoMJieHne 3HavyeHne No yMmoa4aHumio: 1

HacTpoinkn pa3gena "3apnnaTta’:

DEDUCT_TRUANCY_FROM_SALARY (Bullet) - BbidntaTtbh nporynbsl 13 3 Bbl4ntaTb
OHW NporynoB n3 3apaboTHOM NaaTbl COTPYAHMKOB 3Ha4vyeHmMe no ymondaHuto: False
DEDUCT _SICK_LEAVE_FROM_SALARY (Bullet) - BeivnTaTb 0TCyTCTBUA NO 6oNe3Hn n3
3MN Bbl4nTaTb OHWM OTCYTCTBMA Mo 6onesHm m3 3apaboTHOM naaTbl COTPYAHMKOB
3Ha4yeHne no ymonyaHuio: False DEDUCT SICK LEAVE_FOR PROBATIONARY_STAFF
(Bullet) - Bbl4mTaTbh OTCYyTCTBMA MO 60s€3HM COTPYAHWKAM C WUCMbITaTesSbHbIM
CPOKOM Bbl4nTaTb AHM OTCYTCTBUA Mo 60ae3HM 13 3apaboTHOW NiaTbl COTPYAHUKOB,
Haxo4AWMXCA Ha UCNbITaTeIbHOM CpoKe 3HavyeHune No yMmon4daHuio: False

Mpo4yne HaCTPONKMK:
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IMPORT_INVOICE_DAY (Int) - 3a cKoJIbKO MociefHUX OHEN UMMOPTUPOBaTb CHeTa U3
1C 3Ha4yeHue no ymosn4aHuio: 3

CnpaBoYHUKN MOAYNIA:

Tunbl Kacc - TWUMbl KacCoBbIX onepauun TlloaydyaTenu nnaTtexem - CAUCOK
nony4atenen nnatexenm O6nactu [oOrosopoB - ob6nacTu NMpMMeEHEeHUs [0roBOPOB
Tunbl onnaTbl AOrOBOPOB - CNOCOObI onnaTbl AOroBopoB Twunbl MOAPSAOYUKOB -
KaTeropmm noapanyvMkoB Tunbl pacxo[oB - KaTeropum pacxonos Tunbl ycnyr -
KaTeropuu ycnyr

HacTtponkn moaynsa "MpoekTbl"

HacTtpounkun moaynsa "lMpoekTobl”

JocTyn K HaCcTponKamM:

Mepengnte B pasnen "Hactpoukn" — "lMpoekTbl" NnAnM B CUCTEMHOW agMUHKeE:
"Projects" - "Project settings"

HacTpoinkn pa3sgena "YsegomsieHusa":

PROJECT SEND MANAGER EMAIL (Bullet) - OTnpaBnsaTb yBefoMJIeHMA MO Mo4Te
MeHeL Kepy nNpoekTa YBegomaeHue npu nobbiX N3MEHEHUSAX NpoeKkTa 3HavyeHmne no

ymondaHuio: False PROJECT _SEND _MONITOR_EMAIL (Bullet) - OTnpaBnaTtb
yBeOMNeHUs o no4yte Habnwogatensam npoekTa YeBegomsieHWe npu JobbIx
N3MEeHeHNAX npoekTa 3HayeHune no YMO4aHUIO: False

PROJECT SEND MANAGER MM (Bullet) - Otnpaenatb yBepomneHusa B Mattermost
MeHe)Xepy rnpoekTa YBedoMaeHue rnpu aobbix n3mMeHeHNAX NpoekTa 3HavyeHue no

ymondaHuio:  False  PROJECT SEND MONITOR MM  (Bullet) - OTnpaBnatb
yBegoMmneHus B Mattermost Habniopatenam npoekTa YeBepomsieHue npu 0ObIx
N3MEeHeHnAX npoekTa 3HayeHune no YMO4aHUIO: False

PROJECT MILESTONE_DELAY NOTIFY_MANAGER (Bullet) - YBegomnaTb 0 npocpovke
K/II04YEeBOM TOYKW  pyKoBOAMUTENa rnpoekTa ABTOMAaTUYeCKOe YyBe[oMJieHue
pykoBOAUTEsNIA MpOeKTa O TMPOCPOYEHHbLIX KJIOYEeBbIX TOYKax 3HayeHume 1o
YMOJI4aHUIO: True PROJECT _MILESTONE_DELAY NOTIFY_ROLES (String) -
YBeJOMNATb O NPOCPOYKEe KJIIOYEBOW TOYKM Posinm npoekTa [Na yBeLOMJIEHUS O
MPOCPOYKe KJIK0YEBbIX TOYEK 3HaYeHne No yMosIHaHuo: NycTo

HacTpoinkn pasgena "CornacosaHune":

PROJECT BASELINE_APPROVE_MANAGER (Bullet) - CornacosbiBaTb 6a30Bble nnaaHbl €
pykoBoauTenem npoekta O6s3aTenbHoe cornacoBaHne 6a30BbIX MJaHOB C
pykoBoguTesnemM npoekTa 3Ha4veHue no YMOJIHaHUIO: True
PROJECT BASELINE_APPROVE_ROLES (String) - [LOMONHWUTENbHO COrJsiacoBbiBaTb
6asoBble NnaHbl C ponsaMu LONOSHUTENbHbIE PO AN corjacoBaHusa 6a30BbIX
nnaHoB 3HaveHue no ymondaHwuto: nycto PROJECT MEMBER APPROVE_MANAGER
(Bullet) - CornacoBbiBaTb y4YaCTHUKa C €ro HernocpeacTBEeHHbIM pyKoBOoAUTENEM
CornacoBaHme y4yacTus B T[pOeKTe C HernocpeAcCTBEHHbIM pyKOBOOUTENEeM
COTPYAHUKa 3Ha4YeHue rno ymonyaHuio: False

HacTpoinkun pasgena "KoHTposnb":

PROJECT CONTROLLER USER  (String) - KoHTponép nopTtgensa rnpoeKToB
NMonb3oBaTesb, OTBETCTBEHHbIN 3@ KOHTPOJIb BCEX MPOEKTOB B nopTdene. MNMonydaer
yBeOMJIEHUA O TMpPOCPOYKaAX KJIIOYEBbIX TOYEeK W W3MEHeHUM CTaTyCcoB BCeX
MPOeKTOB. 3HayeHne no ymondaHuio: nycto PROJECT STATUS REPORT_FREQUENCY
(String) - OTnpaBnaTb cTaTyC oT4YeT [1epnoaAnyYHOCTb OTNPABKM CTAaTYCHbIX OTYETOB
Mo NpoekTy BO3MOXXHble 3Ha4YeHUs: none (He OTnMpaBAATb), W (eXeHenesibHo), m
(e>xemecs4HO) 3Ha4YeHUe No yMoslHaHuo: w

CnpaBoOYHUKN MOLYNA:
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Tunbl NPOEKTOB - KaTeropum npoekToB Ponn B MNpoekTax - posvM YHacCTHMKOB
npoekToB Tumnbl CyMM - KaTeropum CyMM B MNpoeKkTax Tunbl 3aTpaT - KaTeropuu
3aTpaT B NpoeKTax

HacTponkn mogyna "ba3a 3HaHUN

JocTyn K HacTponKamM:

Mepengnte B pasgen "Hactponkun" -> "basa 3HaHMN" Unnm B CUCTEMHOW agMUHKeE:
"Kb" -> "KB settings"

HacTpoinkn pasgena "OCHOBHblE HACTPOMNKN":

KB_RESPONSIBLE (Int) - OTtBeTcTBeHHbIW 3a 6a3y 3HaHui [losb3oBaTeNb,
OTBETCTBEHHbIM 3a ynpaBneHne 6a3onm 3HaHunM (ID nonb3oBaTensa) 3HayvyeHme no
ymonydaHuio: nycto KB_HELPDESK INTEGRATION (Bullet) - UHTerpauna ¢ moaysem
TexnonnepXkKm BkaounTb nHTerpaunto 6a3bl 3HaHUM C MOOyJlEM TexXMOALEP XKW
(obsi3aTenIbHOE O3HAKOMJIEHWE U CBA3aHHbIe CUeHapun) 3HavYeHne No yMOJIHaHUIO:
False KB_Al_REQUEST INTEGRATION (Bullet) - Al-uHTerpaumsa 3asBok c 6a3on
3HaHMM MacTep-hnar: pekoMeHZauuMn cTaTen B KapToO4dKe 3asaBKW, KHOMKa
«YcTaHoBUTb ” po0b6aBuTb CTaTbl» MPU  3aKPbITUKW, reHepauus/aonosiHeHne
4YepHOBMKOB 4epe3 JsioKanbHbIn LLM (Ollama) 3Ha4veHue no ymon4daHwuto: False
(BbIKJ1IOYEHO) PykoBoACTBO noJsib3oBaTens: NHTerpauus C 3asBKaMu
KB_DEFAULT_HELPDESK_CATEGORY (Int) - KaTeropma no yMmosi4aHuto AO14
Texnopnepxkn KaTteropusa, kKoTtopasa 6yneT aBTOMaTMYeCKW Ha3HayYeHa AN
3anmcen Texnogaepxku (ID kaTeropuu) 3HavYeHMe MO YMOJHAHUIO: NYCTO
KB_DEFAULT_HELPDESK TYPE (Int) - Tun no ymon4aHuio ona TexnognepXxku Tun
3anmcn, KoTopbin ByoeT aBTOMaTUYECKM Ha3HAaYeH ang 3anmcen texnogaep>xku (1D
Tnna) 3HaYeHne No yMosiHaHuio: nNycTo

MpumevaHune: yctapeswmne dnarn KB_CREATE_FROM_REQUEST _ENABLED wu
KB_RECOMMENDATIONS ON_REQUEST_ENABLED KOOOM He NCNosb3YyloTCH;
noctato4Ho KB_Al REQUEST INTEGRATION.

KB_SET _EXPIRATION_DATE (Bullet) - Ha3Ha4yaTb CpOK aKTyaJIbHOCTM 3anucu
YKa3biBaTb CPOK aKTYaJIbHOCTM AN KaAon cTpaHuubl 6a3bl 3HaHU 3HavyeHne no
yMmondaHuio: True KB_DEFAULT_EXPIRATION_DAYS (Int) - AKTyaJIbHOCTb 3anucu no
yMON4aHnio B AHAX CpPOK aKTyasIbHOCTU 3anucu Nno YMOJIHaHUIO ONs BCEX TUMOB
CTpaHuy, 3HaveHne no ymon4daHuto: 365 KB_DEFAULT_RESPONSIBLE_IS AUTHOR

(Bullet) - OTBeTCTBEHHbIA 3a 3anNUCM NO YMOJYaHUIO aBTop ABTOpP 3anucu
aBTOMaTM4YeCKN Ha3Ha4daeTCAa OTBETCTBEHHbLIM 3a aKTyanm3auuio, yBeooMJIEHUA WU
AOCTynbl 3Ha4eHune rno YyMOJIHaHNIO: True

KB_REQUIRE_DEPARTMENT HEAD _APPROVAL (Bullet) - CornacosbiBaTb 3anucb C
pykosBoauTeneMm nogpasneneHus TpebosaTb COrsiacoBaHUsS 3annucu pykoBoguTesiem
nogpasfeneHnsa asTopa nepen nybnukaumen 3HaveHMe NO yMondaHuio: False
KB_REQUIRE_ADMIN_APPROVAL (Bullet) - CornacosbiBaTb 3anncb C OTBETCTBEHHbLIM
3a 6a3y 3HaHuM TpeboBaTb COrnacoBaHUA 3anncy agMUHUCTPATOPOM Ba3bl 3HaHUN
nepepg nybnmkaumnen 3HavyeHue rno YMOJIHaHWUIO: False
KB_REQUIRE_CATEGORY_RESPONSIBLE_APPROVAL (Bullet) - CornacoBbiBaTb 3anucb
C OTBETCTBEHHbIM 3a KaTeroputo TpeboBaTb COrjnacoBaHMs 3anNMCyM OTBETCTBEHHbIM
3a KaTeroputo nepen nybnamkauven 3HavyeHuMe No  ymonyaHuio:  True
KB_MAX_FILE_SIZE_OCR (Int) - MakcnManbHbI pa3mep ania Ana pacrno3HaBaHusa B
MerabanTax 3HadeHue no ymondaHwmwo: 20 KB_ALLOWED_FILE_TYPES (String) -
Pa3pelwéHHble Tunbl GannoB aOns 3arpysknm Yepes 3anatyio 6e3 npobenos u
nepeHocoB CTPOK 3Ha4eHune rno YyMOJI4aHNIO:
pdf,doc,docx,xls,xIsx,txt,jpg,jpeg,png,gif,json KB_MAX_FILE_SIZE (Int) -
MakcumMarnbHbIA pa3Mep Ganna pna 3arpyskm B merabanmtax 3HadeHue no
ymonyaHuto: 50 KB_HIDE_ACKNOWLEDGE_BUTTON (Bullet) - CkpbiBaTb KHOMKy 06
O3HAaKOMJIEHMN MNPWU HeOOoCTAaTOYHOM BpeMeHU 4YTeHusa TpeboBaTb MUHUMAJSIbHOE
BpPeMS Ha CTpaHuue rnepen BO3MOXHOCTbIO OTMETUTb O3HaKOMJIeHMe 3Ha4deHue Mo
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yMmondaHuio: True KB_SHOW_EMPTY_CATEGORIES (Bullet) - OTobpaxaTb KaTeropmu
6e3 3anucen MNokasbiBaTb B CNMUCKE KaTeropun, KOTopble He codep>kaT 3arnuncemn
3Ha4eHune no ymondaHuio: False KB_COLLAPSED CATEGORIES (Bullet) - OTobpaxaTb
KaTeropum cBepHyTbiMuK 10 YMOIHaHMIO NOKa3biBaTb KaTEropum B CBEPHYTOM Buae
3HavyeHne no ymondaHuio: False KB_ACK REMINDER_DAYS (Int) - HanomuHaHue
COTPYAHMKY 06 03HaKoOMaeHUn Yepes CKOJIbKO AHEN HAaNOMUHaTb COTPYOHUKY, 4TO
€My HYXXHO O3HaKOMUTbLCA C [OKYMEHTOM 3HayeHue o yMmoJ4aHuoo: 3
KB_MANAGER_ACK_REMINDER_DAYS (Int) - HanomuHaHne pykosoauTesnto 06
03HAKOMJIEHUN COTPYAHMKa Yepes3 CKOJIbKO AHen HarnoMmHaTb PYKOBOAUTESIO, YTO
ero COTpyaHWK OO0JIXKeH 03HaKOMUTbLCA C AOKYMEHTOM 3HavyeHue rno ymos4aHuoo: 5
KB_NOTIFY_CATEGORY_RESPONSIBLE (Bullet) - YBepomnaATb OTBETCTBEHHOro 3a
KaTeropmio nNpuv WUCTEYEeHUN CPOKa aKTyasibHOCTM OTnpaBnATbL YyBeAOMJIEHUE
OTBETCTBEHHOMY 3a KaTeropuio Korga CcTpaHuua CTaHOBUTCA HeaKTyaslbHOW
3HavyeHne o ymosndaHuto: True KB_NOTIFY_ADMIN (Bullet) - YsepomnsaTtb
OTBETCTBEHHOro 3a 6a3y 3HaHWM NpPU NCTEYEHUN CPOKa aKTyasibHOCTU OTNpaBisaTb
yBefoMieHne agMuHucTpatopy 6a3bl 3HaHUM Korga CTpaHuua CTaHOBUTCSH
HeakTyasibHOW 3HayeHuve no ymondaHuio: False KB_NOTIFY_ AUTHOR (Bullet) -
yBeoomsiiTb aBToOpa 3anucu Mpu UCTEYEHUW CPOoKa akKTyanbHoCcTu OTnpaBiATb
yBeoMJIeHne aBTOpy CTPaHuLbl KOrga oHa CTAaHOBUTCHA HeaKTyaJlbHOW 3HaveHue
no ymondaHuto: True KB_NOTIFY_ADMIN_ON_RELATED_PAGE_CHANGE (Bullet) -
YBefoMJIAiTb OTBETCTBEHHOr0 3a 6a3y 3HaHWN NPU N3MEHEHUN CBA3AHHbLIX CTPaHUL,
OTnpaBnATb yBeAOMJIEHWE aAMUHUCTPaATopy 6a3bl 3HaHUA MpU  U3MEHEeHUN
CBSI3aHHbIX CTpaHuL, 3Ha4veHne no YMOJTHaHUIO: False
KB_NOTIFY_AUTHOR_ON_RELATED_PAGE_CHANGE (Bullet) - YBemomnaTb aBTOpa
npv N3MeHeHUN CBA3aHHbIX CTpaHuy OTNpaBisaTb yBeOOMJIEHME aBTOPY CTPaHULbI
npy  WU3MEHEeHUM CBA3aHHbIX CTpaHWL 3HavyeHMe Mo  yMmos4aHuoo: True
KB_NOTIFY_CATEGORY_RESPONSIBLE_ON_RELATED_PAGE_CHANGE (Bullet) -
YBefOMJIAiTb OTBETCTBEHHOr0 3@ KaTeropuio Npu M3MeHEeHUN CBSA3aHHbIX CTPaHuL,
OTnpaBnATb YyBeAOMJIeHWEe OTBETCTBEHHOMY 3a KaTeroputo npu U3MEeHeHUn
CBSI3aHHbIX CTpaHuL, 3Ha4veHne no YMOJTHaHUIO: True
KB_NOTIFY_CATEGORY_RESPONSIBLE_CHANGES (Bullet) - YBeoomnsaThb
OTBETCTBEHHOrO0 3a KaTeroputo npu u3MeHeHusx OTMNpaBnasaTb YyBedoMmJieHne
OTBETCTBEHHOMY 3a KaTeropuio rnpu U3MeHeHWun B 3TON KaTeropmm 3HaveHue no
ymondaHuio: True KB_NOTIFY_AUTHOR_ON_COMMENT (Bullet) - YBegomnsaTb aBTOpa
3anucnu o0 KoMMeHTapusax OTnpaBnaTb YyBeAOMJIEHWE aBTOpPY CTpaHUubl MNpwu
nobassieHN HOBOro KOMMeHTapus 3HavyeHue rno ymoa4aHuoo: True

JlokanbHbIN LLM (Ollama) ona reHepauum ctaten

eHepauus Ha3BaHU4, KaTeropumu n CTPYKTYpbI YyepHOBUKa (npwn
KB_Al_REQUEST_INTEGRATION) BbinosiHAeTCA Ha TOM e xocTe 4epe3 Ollama
(npunoxxeHne mil_services). bbiCTpbIM cTapT Ha cepsepe: cd /path/to/ask sudo bash
ml_services/scripts/setup_ollama.sh --model qwen2 5 7b instruct q8

Ckpunt cTtasut Ollama (npn HeobxogumocTu), HacTpamBaeT systemd
(OLLAMA_MODELS=/var/lib/ask-ollama, xoct 127.0.0.1:11434), npu OTCYyTCTBUMN
GGUF ckavmeaeT mMopgenb ¢ Hugging Face (~8 GB) v BbinonHseT ollama create.
OdnanH: --skip-download, ecnn GGUF yxe nexut B ml _models/. BaxHo:
runtime-gaHHble Ollama He [oJIXHbI nexaTb B /home/... ¢ npaBamn 750 — user
ollama Tyna He 3anpéT, cepBUC yUAET B crash-loop. 1o yMON4aHMIO MCNONb3YyeTCH
/var/lib/ask-ollama. NepemMeHHbIe OKpy>XeHna Django (onumoHasnbHO):

MepemeHHada o ymonyaHunio HasHavyeHune

OLLAMA_ BASE_URL http://127.0.0.1:11434 URL cepsuca

OLLAMA KB _MODEL qwen2_5 7b_instruct_q8 Mogenb ans ctaten KB

OLLAMA SUMMARY_MODEL gwen2_5 7b_instruct_q8 Moaens cammapu

OLLAMA KB TIMEOUT 120 TanmayT reHepauunmn ctaTbu (cek)

ML _MODELS ROOT /ml_models KaTanor GGUF/Modelfile
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OLLAMA_MODELS_PATH /var/lib/ask-ollama Runtime naHHblie Ollama

Ecnum Ollama HepocTynHa, Npu 3aKpbiTUN 3a89BKU BCE paBHO CO3JaéTcs WabsioHHbIN
4epHOBUK — 3aKpbiTne He 6nokupyeTtcs. MNposepka: curl -S
http://127.0.0.1:11434/api/tags ollama list

MNoppobHOCTU 1 pyyHasa ycTaHoBKa: ml_services/models/README.md B peno3untopuu
ASK. CripaBO4YHUKUN MOy NsA:

Tunbl CTpaHuy - KaTeropum cTpaHuy 6a3bl 3HaHMW KaTeropum CTpaHuy -
nepapxmyeckas CTpyKTypa KaTeropum

HacTponkn moaynsa "®annbl

[JocTyn K HacTponKamM:

Mepengnte B pasgen "HacTtponkun" -> "®annsl" Wnn B cuctemHonm agmumHke: "Files"
-> "File settings"

HacTponkun pasgena "®annbl":

ALLOWED_FILE_EXTENSIONS (String) - Pa3peweHHble paclwimpeHna danaos Ans
3arpy3km B cuctemy dannos CnMCOK paclumpeHnn ¢Gannios, pasgesleHHbIX
3anATbIMU, KOTOpble pa3pelleHbl O718 3arpy3km B cuctemy gansios 3HayYeHue no
ymondaHuio: .doc,.docx,.xls,.xIsx,.ppt,.pptx,.pdf,.txt,.rtf,.odt,.ods,.odp,.csv,.jpg,.jpeg,
.png,.gif,.bomp,.tiff,.html,.htm,.msg,.eml,.zip,.rar,.7z  FILES_TREE_LEVELS (Int) -
Konn4ecTBO YpOBHEW BJIOXXEHHOCTW ¢annoB (nognanok), WUCKJKYas KOPHEBYIO
MaKcuMasibHOe KOJIMYeCTBO YPOBHEW BJIOXXEHHOCTWU KaTeropun annos. Ickn4vas
KOpHeBYl0 KaTeroputo 3HadyeHne no ymondaHuto: 3 FILES_ EXPAND_SUBCATEGORIES
(Bullet) - Pa3BopaumBaTb nogkaTeropum LOKYMEHTOB B MeHI EcCnnM BKJIOYEHO,
nogkaTeropmm OOKyMeHTOB 6yayT aBTOMaTM4YeCKN pa3BepPHYTbl B MEHIO KaTeropun
3HavyeHne o ymonyaHuto: False FILES SHOW_EMPTY _CATEGORIES (Bullet) -
OTobpaxkaTb kaTeropum 6e3 pgokymeHToB Ecnm BkAw4YeHo, KaTeropum 6e3
OOKYyMeHTOoB OyayT oTobpakaTbCAd B MeHt. Ecam BbiKAOYEHO, KaTeropuun 6e3
NOKYMEHTOB CKpPbIBAlOTCA, HO poOUTENIbCKMEe KaTeropum C L[OKYMeHTaMu B
nogkaTeropusax scerga otobpakaroTca 3HavyeHne no ymosdaHuio: False
CnpaBoOYHNKM MOOYNSA:

KaTeropuu ansios - nepapxmyeckasa CTpykTypa Kateropuin annos

HacTtponkn mogynsa "CRM

[ocTyn K HacTponKamM:

Mepengnte B pasgen "Hactponkun" -> "CRM" Nnn B cuctemMHon agMmumHke: "Crm" ->
"CRM settings"

HacTponkn pasgena "HanomnHaHuna":

CRM_SEND DEAL NOTIFICATIONS (Bullet) - OTnpasnate yBeAoMJIeHUA MNpwu
W3MEHEHNN COesIoK, aKTUBHOCTEW, KOHTaKTOB W KOMMNaHUW YBenomieHus
OTMPaBnATCA MO BCeM KaHanam (email, mecceHpxep, telegram, PWA) B
COOTBETCTBUM C HACTpoOMKaMu noJsiydatena 3HayeHuMe o ymondaHuto: False
CRM_DEAL REMINDER _DAYS (Int) - HanoMmunHaTb 0 caenkax 3a N gHen 00 niaHoBOW
AaTbl 3aKpbITUA Konm4yecTBO AHEW [0 MAaHOBOW AaTbl 3aKpbiTUA COENKW [N
OTNpaBKu HanOMUWHaHMUA 3Ha4eHune no YMOJIHaHUIO: 3
CRM_DEAL REMINDER _ENABLED (Bullet) - Bkno4nTb aBTOMaTu4eckme
HanoMMHaHMA O cAeflkax ABTOMaTu4yeckasas OTMNpaBKa HanMoOMWHaHWA O
NpubanXarwmxca gatax 3aKkpblTUA CcAeslok 3HavYeHve no yMmondaHuio: False
CRM_ACTIVITY_REMINDER HOURS (Int) - HanoMuHaTb 0 MeponpuAaTuax 3a N 4acos
A0 Hayvana Kosm4ecTBo YacoB [0 Ha4vasna MeponpuaTtus AN OTNpaBKu
HanoMnMHaHuA 3Ha4veHune no ymondaHuw: 24 CRM _ACTIVITY_REMINDER ENABLED
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(Bullet) - Bkwo4nMTb aBTOMaTU4YeCKME  HaMNOMUWHaHMA O  MeponpuaTusax
ABTOMaTM4eCcKass oOTnpaBka HaNOMWHaHUM O MPeACTOoAWMX MepornpuATUSaX
3Ha4veHme No ymon4daHuio: False

HacTponkun pasaena "OCHOBHble HACTPONKN":

CRM_AUTO_ASSIGN_CREATOR (Bullet) - AsToMaTuM4eckm Ha3Ha4vaTb co3paTens
coesIKW OTBETCTBEeHHbIM [pu co3faHUM HOBOMW COENKN aBTOMaTUYeCKU Ha3Ha4vaTb
eé co3paTensa B KayeCTBe OTBETCTBEHHOIro 3Ha4YyeHne No ymoadaHuio: True
HacTponkun pasgena "OT14eTbl":

CRM_REPORT_PERIOD_DAYS (Int) - MNepwon Apna oT4eTOB MO cAefnkam (OHen)
Konnyectso gHen A5 pacyeTa CTaTUCTUKM MO cAesikaM B oTyeTax 3HadeHue no
ymondaHuio: 30

HacTponkun pasgena "OTtobpakeHue":

CRM_SHOW_CANCELLED DEALS (Bullet) - Tloka3blBaTb OTMEHEHHble COEe/IKN B
CNMCKax Mo yMoJs4aHuio BkJlo4aTb OTMEHEeHHble CAEeSIKM B CUCKW U OT4YeThbl Mo
yMos4aHMo 3HavyeHne nNo ymon4daHuio: False

CnpaBoYHUKN MOAYNIA:

CTaTycCbl CeJIOK - BO3MOXHble CTaTyCbl cAenoK MpoayKTbl - uepapXxu4ecknim Crnmncok
NPOAYKTOB

VoIP — HacTponka TenedoHnn

VoIP — HacTpomnka TenecdoHunn (UIS / CoMagic)

Moaynb TenecdoHun pobasneH B penmse 2.1.0. NHTerpaumnsa ceasbiBaeT ACK c
obnavyHon ATC nposangepa UIS nnn CoMagic.

MNpenBapuTenbHble TpeboBaHUS

AkTuBHbIN gorosop ¢ UIS mnun CoMagic u moctyn k APl/Bebxykam. Moaynb VolP
BKJIOYEH B «HacTpomkmn» - «Mopgynu». T[lpaBa VoOIP Ha3Ha4yeHbl rpynnam
onepaTopoB TEXMOAOEPKKMU.

BknoyeHne mogyns

«HacTponku» - «Moaynu» — BkJ4YnTe moaynb VolP. «HacTponku» — «pynnbl 1
npaBa» — Ha3HaybTe NpaBa Ha MPOCMOTP SCreen pop U MCTOPUN 3BOHKOB.

HacTponka nHterpayuu

MapameTpbl MHTerpaumm 3ajatoTca B CUCTeMHOW agMuHke Django mnu paspene
HacTpoek VoIP (B 3aBMCMMOCTMN OT KOHUIypaunm yCTaHOBKMN):

MapameTp OnucaHne

Mposanpgep UIS nnn CoMagic

APl-kntod / TokeH Kntoy goctyna K APl ATC
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URL webhook Anpec aons npunéma cobbiTnii 3BOHKOB Ha cTopoHe ACK (yka3biBaeTcs
B JIM4HOM KabuHeTe ATC)

Homepa onepaTtopoB ConocTaBiieHNUe BHYTpeHHUX HoMepoB ATC c nosib3oBaTensmMu
ACK

Webhook BxoaaLmx 3BOHKOB

B nnyHom kabuHeTe UIS/CoMagic HacTponTe ncxopgawmm webhook Ha URL Bawen
ycTaHoBkM ACK (cdopmaT yTouHAnTe y npoBanpepa). CobbiTna: Havano 3BOHKA,
OTBET, 3aBeplleHmne. Ybeauntecb, 4To URL goctyneH n3 nHtepHeta (HTTPS).

ConocTassieHue nosib3oBaTtenen

Onsa Kakgoro onepaTtopa TexnogAep>XKu YKa>Kute BHYTpeHHun Homep ATC B
npogwunae coTpyoHMKa wuam B HacTpomkax VoIP. Screen pop noka3biBaeTcs
rnoJsib30BaTeslo, Yer HoMep CoBMNasl C Bbi3biIBAEMOWN JINHNEN.

[MpoBepka paboThl

CoBeplunTe TeCTOBbIA BXOAALLUA 3BOHOK Ha JIMHUIO onepaTopa. YbeauTtecb, 4TO
nosiBulaCb BCMJIbIBAOWAsA KapTovyka C AaHHbIMU KAneHTa. OTKpOMTe CBA3aHHYIO
3a8BKY — Ha BKJlagke «3BOHKW» [OJ/DKHA MOABUTBLCA 3anucb O 3BOHKe. [locne
3aBepLUeHns pa3rosopa NpoBepbTe aBTOKOMMEHTapUi B 3asBKe.

YcTpaHeHne HenoJlagok

CnmnToM Bo3MOXXHasa npuynHa

Screen pop He nosasnsfeTca Webhook He poxoouT o ACK; nposepbTe URL 1 SSL
KnneHT He onpepensetca Homep He HanageH B 6a3e COTPYOHUKOB KJIMEHTOB —
nobasbTe TeneoH B KapTOUYKY KOHTaKTa

NWctopua nyctada He HacTpoeHO cornocTasBJieHMe HoMepa onepaTtopa C
nonb3oBaTtenem ACK

Cm. Takxe: 3.10 TenedoHusa (Nosb3oBaTesb)

CMDB — HacTpouka y4éTa obopynoBaHus

CMDB — HacTpouka y4éTa obopynoBaHus

Moayne CMDB pobasneH B penunse 2.1.0 ana y4éta KOHPUrypaumoHHbIX e AnHUL, 1
KOHTpPONA BO3BpaTa 060pyA0OBaHNSA KINEHTaM.
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BknoyeHmne mooyns

«HacTponku» —= «Moagynm» — Bkaw4mTe mogynb CMDB (nnn Equipment/CMDB B
cnncke moaynen). BoinonHute murpaumn bO npwm obHoBneHun po 2.1.0: python
manage.py migrate. «HacTtponkun» — «I'roups and permissions» — Ha3Ha4ybTe Npasa:
npocMoTp peecTpa obopynoBaHWsa; cO34aHMEe W pefakKTUpOBaHWE eAUHULL;
cnncaHmne obopynoBaHUA.

CnpaBO4YHUKN

B cuctemHon agmuHke Django (CMDB wnan Equipment):

Tunbl obopynoBaHua — HoyTbyK, MOHUTOP, cepBep, nepudepus n 1.4. CTaTyCbl —
Ha CkKnage, y K/AMeHTa, B peMoHTe, cnucaHo. Cknagbl / nokaumm — rnipu
HeobX0ANMOCTN HECKOJIbKMX TOYEK XPaHEHUS.

CB4A3b C CepBUC-OAECKOM

BJ'IOKVIpOBKa 3aKPbITUA 3a9ABKU

Mpn BkNOYEHHOM Moayne CMDB cuctema 6nokmpyeT nepeBon 3asiBKM B CTaTycC
«BbIMOSIHEH» UK «3aKPbIT», €C/IN Y KJINEHTA 3a8BKU €CTb eAnHNLUbl 060pyaoBaHUSA
B CTaTyce «Y knneHTa» 6e3 opopMneHHOro Bo3epaTta. HacTpolika noseageHus (ecnm
AOCTyMNHa B Ballen KoHuUrypauyumn):

«Servicedesk settings» — onuna npoeepkn HeBo3BpaLEHHOro obopynoBaHUs npu
3aKpbITUN.

Tnnbl 3a9BOK

PekomeHaoyeTca co3paTb Tunbl 3afBOK «Bblgada obopypnoBaHusa» u «Bo3spaT
obopynoBaHnSa» C NpUBA3KON K onepaunaMm CMDB B KapTo4Ke 3as8BKW.

PernameHTHoOe 06cny>+<|/|BaH|/|e

Ha kapToyke KE gocTynHa BK/iagkKa pacnucaHuin pernameHTHbIX 3asBoK. LLabnoHbI
1 NMpaBa HaCTPanBalOTCA B CEPBUC-LECKE:
LLIabn0oHbI pernamMeHTHbIX 3a8BOK PernameHTHble 3aaBKK (user-manual)

NMMMNopT CywecTBYOLWEro y4yeTa

Mpwv NnepBoM BHeOPEHUN:
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MoarotoBbTe Tabnuuy (Excel/CSV): HaumeHOBaHME, CEPUNHBIN HOMEpP, KJINEHT,
cTaTyc. WmMmnopTupynTte d4epe3 aAMUHKY WKW management-koMaHay (ecsn
npenycMoTpeHa B Bawen nocTaBke). [lpoBepbTe peecTp «O6opynoBaHue» un
MPUBSA3KY K KJIMEHTaM.

[lpaBa focTyna

Ponb PekomeHayeMmble npaBa

OnepaTop SD lMpocMoTp, NpmMBA3Ka K 3as8BKe
NH>xeHep / cknap Co3paHue, Bbl4aya, BO3BpaAT
AoMunHucTpaTop lMosHbIN 4OCTYN, CNUcaHne
CM. Takxe: 3.11 CMDB (nonb3oBaTesb)

5. LlLUabnoHbl yBegoMneHunmn

5.1. DneKTpoHHasa nNo4Ta

MpocmoTp WabnOHOB 31EKTPOHHON NOYTHI

Bongnte B cuctemy [llepengute B pasnen "Hactpomku" -> "YBepomnenuma" B
pa3nene "LWabnoHbl 3N1EKTPOHHOW NOYThI" Bbl yBUOUTE CNNCOK WabnoHoB

PenakTupoBaHue WabnoHa 3N1eKTPOHHOW MoYThl

MNepengute B pasnen "Hactponkn" -> "YBegomneHnsa" Hangute HyXHbih WwabnoH B
pasgene "LWWabnoHbl 3N1eKTPOHHOM  MoyThl" Haxmute Ha wabnoH ans
penakTupoBaHna BHecuTe nameHeHnsa Haxxmumrte KHonky "CoxpaHuTb"

HGDEMeHHbIe B LWabnoHax 3J'IeKTpOHHOIZ MOYTHI

LLlabnoHbl moanep>XmMBaloT NepeMeHHble, KOTopble MOACTaBASOTCA MNpu OoTNpaBKe
yBefoMieHns. NepeMeHHble yKa3biBaloTCsA B UrypHbIX CKobkax: {nepemeHHasn}.
MpuMepbl NePEMEHHbIX:

{task title} - Ha3BaHuMe 3apaum {task executor} - wncnonHuTenNbL 3apayu
{task author} - aBTOop 3apaym {task duedate} - cpok BbINOJHEHNA 3apa4u
{request title} - Ha3BaHue 3aaBkM {request status} - cTaTyCc 3a8BKWK
{meeting name} - Ha3BaHue cosewaHua {meeting date} - paTa coselwaHus

{user_name} - nma nonb3oBaTens {site_name} - Ha3BaHMe CUCTEMDI
MpuMeYdaHme: LOCTYMHble MepeMeHHble 3aBUCAT OT Tuna ysBegomneHusa. Cnucok
nepeMeHHbIX ONs KOHKpeTHoro wabsnoHa 06bI4HO YKa3aH B onncaHum wabnoHa.
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LLIabn1oHbI cCaMmoperncTpaunm CoOTpyaHUKOB KJIMEHTOB

B cekyum "Pernctpaumna” 0oCTynHbl CUCTEMHbIE LWAaBNOHbI:
ClientSelfRegistrationConfirm — nMcbMo CO CCbINIKON MOATBEPXKAEHNSA perncTpaunn.
NepemeHHble: {confirm_url}, {email}, {ttl_minutes}, {ttl_hours}, {ttl_text}
ClientSelfRegistrationCredentials — nucbMo ¢ IOFMHOM K NapoJsieM nocje co3gaHns
y4éTKuN. NepemeHHsble: {loginuser}, {password}, {site_url}

5.2. MecceHp>Xepbl

MpocMOTp Wab/IOHOB MeCcCeHOXXepoB

MNepenante B pasgen "Hactpomkn" -> "YBepomnenusa" B paspene "LWabnoHbl
MeCcCeHa>XepoB" Bbl yBUANTE CNNCOK WabioHoB

MepemeHHble B lWab/ioHax MecceHa)xepos

LLIabnoHbl MecCeHOXXepoB MNOAAEPXXMBAIOT Te Xe MnepeMeHHble, 4To U LWabnoHbl
3N1eKTPOHHON NOYThl. [lepemMeHHble YyKa3blBAlOTCA B  (PUrypHbolx ckobkax:
{nepemeHHasn}. Nopgnepxka Markdown: LLlabnoHbl MecceHO)XepoB NoAnep>XXuBawT
dopmaTmposaHne Markdown:

YKUPHbIA TEKCT - XXUPHbIA TEKCT *KypcuB* - KypcuB "Kopn - kon [ccbinkal(URL) -
CCblSIKa

5.3. bydep obmeHa

MpocmoTp wabnoHoB b6ydepa obmeHa

Nepenaute B pasgen "Hactpoukn" -> "YBepomneHusa" B paspene "LWabnoHsbl
bycdepa obMeHa" Bbl yBUAMUTE CNUCOK WabnoHOB

Ncnonb3oBaHue wabnoHoB bydepa obmeHa

LLabnoHbl 6ydepa obmeHa wucnonb3yoTcs Ana ObICTPOro KOMMPOBAHMA 4YacTo
NCNoJIb3yeMbIX TEKCTOB. MMosb3oBaTenn MoryT BbibpaTb WabsioH 13 cnucka, n ero
coaepxunumoe byageTt ckonmpoBaHo B bydep obmeHa.
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7. YnpaBneHne mooynamum

Cnctema wMoaynenm no3BoNseT co3gaBaTb M YCTaHaBAMBATb AOMNOJHUTESIbHbIE
pYHKLUMOHaNbHbIE MOAYW, paclnpsolive BO3MOXHOCTU OCHOBHOW CUCTEMbI.
Moaynb npeactasnseT cobonm nonHoueHHoe Django npuioXXeHune, ynakoBaHHoe B
ZIP apxwuB.

Tunbl Mmogynen

B cucteme nopgoep>xmBatoTca gBa TUna Moaysien:

FnobanbHble Moaynu - moaynu wn3 obuwero kKaTasora, 3arpyxeHHble 4epe3 ZIP
ApPXMB. DTU MOOYNN HENb3A YAa/INTb U3 KaTanora, HO MOXXHO OTKJIIOYUTb/BKIOYUTD.
JlokanbHble MOA4yN - MOOY/N, CO30aHHble BPYYHYIO 4Yepe3 MHTepdenc kaTtanora.
DTN MOLYJIN MOXKHO MOJSIHOCTbLIO YOA/INTh U3 CUCTEMBI.

YnpaBneHne MoaynsaMm n3 Katasora

B kaTanore moaynen (/settings/modules/) ooCcTynHbI cregyowme ENCTBUS:

YcTaHOBKa Moaoyns

HaxxmuTe KHomky "Install" Ha kKapTo4ke Moayna Moaynb OO/KEH UMETb aKTUBHYIO
Bepcuto ¢ ZIP c¢danmnom Tlocne ycTtaHoBkM Moaysab 6Oypner pobaBneH B
INSTALLED_APPS 1 BbINOJIHUT MUrpaunmn

OTKNo4YeHMe Mmoaynd

Ha>xmuTe kHonky "Disable" Ha ycTaHoBneHHOM Moayne Moaynb byneT ynaneH us
INSTALLED _APPS, HO naHHble coxpaHaTca URL n meHo moayns 6yayT CKpbIThl

BkntodeHne moaoynd

Haxmute kHonky "Enable" Ha oTknwoyeHHom wMoayne Moaynb 6ynetr cHoBa
nobasneH B INSTALLED APPS URL 1 MeHto moaynsa 6yayT BOCCTAaHOBJIEHbI

YoaneHuwe moaoyns

HaxmunTte kKHonky "Delete" Ha nokanbHoOM Moayne JOCTYMNHO TOJ/IbKO A1 MOAyJien C
is_local=True Ecnn moaynb yCTaHOBJIEH, CHa4dasia BbIMNOJIHUTCA €ero ypajneHue
(uninstall) Mocne ypaneHna moaynb 6yaeT NMoAHOCTBLIO yAalleH U3 CUCTEMBI

Ba)kHo: nobanbHble MOAYNM (M3 KaTanora) Hesb3s yaananuTb, HO MOXHO OTKJIIO4YUTb.
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dunbTpauns moaynien

B KaTanore goCcTynHbl PUNLTPLI:

Mouck - MOWCK MO Ha3BaHMIO, onucaHuio wunn kopy KaTteropus - ¢unbTp no
kaTeropum moayna CrtaTyc - (UAbLTP MO CTaTyCy YCTAHOBKM (yCTaHOBNEH/He
yCcTaHoBeH) Tun - puabTp Mo TUNy (TIOKanbHbIA/r106asbHbIN)

[Mepe3arpyska nMpuaoXXeHuns

Korpa TpebyeTcs nepesarpyska:

Mocne yctaHoBku Mmoayns: [] Nepesanyctutb Django cepsep (WSGI/ASGI) [ Moaynb
aBToMaTumdyeckn pobasmtca B INSTALLED APPS npu cnepyowem 3anycke 4vepes
ModulesConfig.ready() [] URL aBTOMaTU4YeCKN 3aperncTpupyroTcsa npu cieaylowem
3anycke 4epe3 get module_ urlpatterns() A BaxHo: Bo BpemMsi yCTaHOBKU
npoucxogouT rnepesarpyska KOHurypaumm MPUIOXKEHNI Django
(apps.set_installed_apps()), 4To no3BonsfeT BbINOMHUTL MUrpaunn 6e3 nepesanycka
cepBepa. OgHaKo A8 NosIHOM akTuBauunm moaynsa (3arpyska URL, meHto v T.4.) BCe
paBHO TpebyeTcsa nepe3anyck cepBepa. [locne obHoBneHus wmoayns: [ Ecanm
M3MeHWINCb Mogenun - TpebyeTca nepesanyck (Murpaumm MNpPUMEHSIOTCH
aBTOMATM4YeCKN, HO HYXHO nepesarpy3mtb koa) [0 Ecam wmameHumnmuce URL -
TpebyeTca nepe3anyck AOaa nepe3arpy3knm KoHpurypauum [ Ecnm mamMeHUNucb
TONbKO WabnoHbl/CTaTuKa - nepesanyck He TpebyeTtca (B pexume pa3paboTkiu)
NMocne oTkNo4YeHusa/BkawvYeHns mopyna: [ lNepesanyctutb cepsep [J Moaynb
aBToMaTum4yeckn ypanutcsa/nobasutca B INSTALLED APPS npu cnepyrolieM 3anycke
0 URL aBTOoMaTu4yeckn ypanatca/mobaBaTcsa npu creaywowem 3anycke [locne
yoaneHunsa moaynsa: [] NepesanyctuTtb cepsep [ Moaysib aBTOMaTUYeCKU yOoanNUTCS
n3 INSTALLED_APPS npwu cnepywouwem 3anycke [] URL aBToMaTU4eCcKM yaanaTca npu
cnepytouweM 3anycke

ABTOMaTM4eCckasa nepesarpyska:

B pexxume paspaboTku (DEBUG=True):

Django aBTOMaTUYeCKW nepesarpyxxaeTtca npu usmMeHeHumn Python dannos Ho
n3MeHeHmnsa B settings.py u urls.py TpebytoT py4yHOro nepesanycka

B npopakiweHe:

TpebyeTca py4HOM nMepe3anyck cepBepa (systemd, supervisor, n T.4.) Wan
NCrosib30BaHMe MexaHu3Ma nepesarpysku (Hanpumep, touch wsgi.py)

8. Monnep)xka n obcny>xmBaHme

DokymeHTaumsa ACK Jlerapyc | Bepcusa: 2.2.1 | CtpaHuua 97



1. Pe3epBHOEe KoNMnpoBaHue

Pe3epBHOe KonmnpoBaHue 6a3bl AaHHbIX

Co3pnaHune pesepsHoun Konuu: # Co3paHue pesepBHoOM konuu PostgreSQL pg _dump
-U ask_user -d ask_db > backup_$(date +%Y%m%d_%H%M%S).sql

# CxaTue pesepBHoun konum pg_dump -U ask_user -d ask _db | gzip > backup_$(date
+%Y%mM%d_%H%M%S).sql.gz

ABTOMaTMYeCKOe pe3epBHOe KonuposaHue: CosganTe ckpunT /opt/ask/backup.sh:
#!1/bin/bash BACKUP_DIR="/opt/backups" DATE=%(date +%Y%m%d_%H%M%S)

# Co3paHuve gupektopumn ansa 6skanos mkdir -p $BACKUP_DIR

# b3kan 6a3bl pgaHHbIX pg dump -U ask user -d ask db | gzip >
$BACKUP_DIR/db_$DATE.sql.gz

# bakan mepguna-pannos tar -czf $BACKUP_DIR/media_$DATE.tar.gz /opt/ask/media/
# YpaneHue ctapbix 63kanos (ctapwe 30 gHen) find $BACKUP_DIR -name "*.sql.gz"
-mtime +30 -delete find $BACKUP_DIR -name "*.tar.gz" -mtime +30 -delete
CpoenanTe ckpunT ucnosiHaembolM: chmod +Xx /opt/ask/backup.sh

JobaBbTe B crontab gns exxegHeBHOro BbiMosHeHUSA: # ExxeaHeBHbIM 63kan B 2:00
Ho4um O 2 * * * Jopt/ask/backup.sh

Pe3epBHOe KoNMpoBaHue Meana-dannoB

Co3paHune apxuBa Meana-hanios: tar -czf media_backup_$(date
+%Y%mM%d_%H%M%S).tar.gz /opt/ask/media/
BoccTtaHoBNeHne Meauna-ganios: tar -xzf

media_backup_YYYYMMDD_HHMMSS.tar.gz -C /

2. BoccTaHoBneHue 6a3bl A4aHHbIX

BoccTaHoOB/IeHME N3 pe3epBHON KoMK

BoccTtaHoBneHne un3 Hecoxkatonm konunm: psgl -U ask user -d ask db <
backup 20240101 120000.sql

BoccTaHoBneHne mn3 coxaTonm konmumu: gunzip < backup 20240101 120000.sql.gz |
psql -U ask user -d ask db

BoccTaHoBneHne ¢ o4ucTtkom 6a3bl JaHHbIX: # OcTaHoBKa cepBucoB sudo
supervisorctl stop all

# YpaneHune 6a3bl faHHbix dropdb -U ask user ask db

# Co3paHuve HoBown 6a3bl faHHbIX createdb -U ask user ask db

# BoccTaHOBNEeHMe U3 pe3epBHON Konuu gunzip < backup 20240101 120000.sql.gz
| psql -U ask user -d ask _db

# MNpumeHeHne murpaynn (ecnn Heobxogmmo) cd /opt/ask source .venv/bin/activate
python manage.py migrate

# 3anyck cepsucos sudo supervisorctl start all

BaxkHo: [lepen BOCCTaHOBJIEHMEM CO3JANTE pPE3EepBHYID KOMUIO TeKyLllero
coCcTOsAHMNA 6a3bl AaHHbIX.
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3. MOHUTOPWHI NOros

MpocmoTp noros Django

# OcHoBHoOW nor (ecnn HacTpoeH) tail -f /var/log/django/info.log
# JNor owmnbok (ecnn HacTpoeH) tail -f /var/log/django/error.log

MpocmoTp noros Nginx

# Jlor poctyna tail -f /var/log/nginx/access.log
# Jlor ownbok tail -f /var/log/nginx/error.log

MpocmoTp noros Gunicorn

tail -f /var/log/gunicorn/gunicorn.log

MpocmoTp noros. Celery

# Jlor Bopkepa tail -f /var/log/celery/worker.log
# Nor beat tail -f /var/log/celery/beat.log

HacTponka poTauum 10ros

Co3panTe cann /etc/logrotate.d/ask: /var/log/django/*.log { daily rotate 7 compress
delaycompress missingok notifempty create 0644 www-data www-data }
/var/log/celery/*.log { daily rotate 7 compress delaycompress missingok notifempty
create 0644 www-data www-data }

/var/log/gunicorn/*.log { daily rotate 7 compress delaycompress missingok
notifempty create 0644 www-data www-data }

4. Nposepka paboTbl cUCTEMBI

MpoBepKa cTaTyca CepPBUCOB

# lNpoBepka cTaTyca BCcex cepBUCoB 4Yepes Supervisor sudo supervisorctl status
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# lNpoBepKa cTaTyca oTAeNbHbIX cepBMcoB sudo supervisorctl status gunicorn sudo
supervisorctl status celery sudo supervisorctl status celerybeat

NMpoBepka paboTbl 6a3bl AaHHbIX

# NopknioveHne K 6ase gaHHbIX psql -U ask user -d ask _db
# lNpoBepka noakaoyveHns \conninfo
# Bbixon \q

MpoBepka paboTbl Redis

# lMpoBepka nogknto4eHuns redis-cli ping
# LonxeH BepHYTb: PONG

MpoBepka paboTbl Celery

# MNpoBepka cTaTyca Bopkepa celery -A config inspect active
# MNpoBepka 3aperncTpupoBaHHbIX 3agay celery -A config inspect registered
# lMpoBepka cTaTUCTUKKM celery -A config inspect stats

5. PewleHne TUNnYHbIX Npobnem

Mpobnema: CepBUCHI He 3aMyCKatoTCH

PeweHune:

MpoeepbTe noru: sudo supervisorctl tail -f gunicorn MNpoBepbTe NpaBa AOCTynNa K
pannam TlpoBepbTe KoHdUrypauuto B /etc/supervisor/conf.d/ T[llepesarpys3uTte
supervisor: sudo supervisorctl reread && sudo supervisorctl update

Mpobnema: Ownbkn noaknoyYeHnsa K base gaHHbIX

PelwweHne:

MpoBepbTe, 3anyweH nn PostgreSQL: sudo systemctl status postgresql lNposepbTe
HACTPOMNKWN MnoOKJII04EHMNSA B  config/prod_settings.py  [poBepbTe rnpasa
nonb3oBatena 6a3bl AaHHbIX [lpoBepbTe norm  PostgreSQL: sudo tail -f
/var/log/postgresql/postgresql-*.log

Mpobnema: Ownbkn noakaoyeHna K Redis

PeweHne:
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MpoeepbTe, 3anyweH nanm Redis: sudo systemctl status redis-server [lNpoBepbTe
HacTponkn Redis B config/settings.py MNpoBepbTe [OCTYNHOCTb NopTa: netstat -tuln |
grep 6379

NMpobnema: MegneHHas paboTa cuCTeMsl

PeweHne:

NMpoBepbTe mncnosb3oBaHMe pecypcos: htop nnm top MNpoBepbTe Norv Ha Hanu4due
ownbok MNMpoeepbTe pa3mep 6asbl AaHHbIX ONTUMN3NPYNTE 3anpockl K 6asze AaHHbIX
YBennybTe KonnyectBo workers Gunicorn (ecnn CPU no3sonseT)
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